olluleliig For navigation instructions please click here

“JANUARY * FEBRUARY 2015

urity in Internet Banking -
uture Mobile-Vi

ontents oomin oLluleliig For navigation instructions please click here

earc

W
W

earc

ssue

ssue

Next Page


http://www.qmags.com/clickthrough.asp?url=www.ieee.org&id=19210&adid=PCOVER 1E1
http://www.qmags.com/clickthrough.asp?url=www.computer.org&id=19210&adid=PCOVER 1E2

[mcomputing Previous Page | Contents | Zoomin | Zoom out | Front Cover | Search Issue | Next Page
\

INCCLECCU @IEEE iooma

2015 IEEE-IEEMA INTELECT Conference and Exposition - =
connected intelligence in electricity of things & coir%lEpEuter K‘EE . CoMMUNICATIONS
g oz
society @PES ==. SOCIETY

Power & Energy Society®

22 TO 24 JANUARY 2015

BOMBAY EXHIBITION CENTRE MUMBAI INDIA

THE FUTURE OF
ELECTRICITY IS HERE.
ARE YOU READY?

PRESENTING THE FIRST OF ITSKIND
PLATFORM PRESENTING THE
INTELLIGENT ELECTRICITY ECOSYSTEM

The 2015 IEEE-IEEMA INTELECT Conference and Exposition
will include the first-ever 3-in-1 global platform that brings
together a 510 billion business opportunity across industry
verticals. It will feature:

« Interactive Display Pavilions
- AWorld Class Expo

- Global Conference:
Smart Electricity for Emerging Markets

PLUG INTO THE FUTURE OF ELECTRICITY TODAY
www.ii-intelect.org

>
[mcomputmg Previous Page | Contents | Zoomin | Zoom out | Front Cover | Search Issue | Next Page m;“u(;;s?ﬁil


http://www.qmags.com/clickthrough.asp?url=www.ii-intelect.org&id=19210&adid=PCOVER 2A1
http://www.qmags.com/clickthrough.asp?url=www.computer.org/internet/&id=19210&adid=logo
http://www.qmags.com/clickthrough.asp?url=www.qmags.com&id=19210&adid=logo
http://www.qmags.com/clickthrough.asp?url=www.qmags.com&id=19210&adid=logo
http://www.qmags.com/clickthrough.asp?url=www.computer.org/internet/&id=19210&adid=logo

[mcomputing Previous Page | Contents | Zoomin | Zoom out | Front Cover | Search Issue | Next Page

IEEE Internet Computing:

Call for Papers

>
-e -
Qmags

THE WORLD'S NEWSSTAND®

Submit a manuscript on ScholarOne at https://mc.manuscriptcentral.com:443/ic-cs

Internet of You: Data Big and Small
(November/December 2015)

Final submissions due |1 March 2015

Please email the guest editors a brief description of the
article you plan to submit by 1 February 2015.

Guest editors: Deborah Estrin and Craig Thompson
(ic6-2015@computer.org)

here our ancestors left behind few records, we are

creating and preserving increasingly complete digi-

tal traces and models of almost every aspect of our
lives. This special issue aims to explore technologies and
issues from small user-centric models of individuals to real-
time analytics on huge aggregations of user data. Some are
aspiring to let you record everything about yourself and
convert it into a model that’s queriable, conversant, and
possibly even active in gaining new experiences for itself.
Others are concerned with stemming the tide of third-party
data aggregation to mitigate risks that can evolve from near
total information awareness.

This special issue seeks original articles that explore both
small data (individual-scale data sources, processing, and
modeling) and big data (community-level aggregation and
analytics). Topics include

m diverse data sources and digital traces, including email,
Facebook, location, images, and sound;

= methods to combine trace data into complete models,
data liberation, kinds of user models, and data quality;

= methods to aggregate and process heterogeneous, data-

sets and stages of life ontologies;

usage models for experience sampling;

representation technologies;

new applications that draw insights from data analytics;

open architectures for personalization, the role of cloud

computing, and relevant emerging standards;

m concerns regarding surveillance, and privacy and secu-
rity technology safeguards; and

m social and philosophical implications for humans’ con-
ception of self.

All submissions must be original manuscripts of fewer than
5,000 words, focused on Internet technologies and implementa-
tions. All manuscripts are subject to peer review on both technical
merit and relevance to IC’s international readership — primarily
practicing engineers and academics who are looking for material
that introduces new technology and broadens familiarity with

Internet Economics
(January/February 2016)

Final submissions due: | May 2015

Please email the guest editors a brief description of the
article you plan to submit by 2 April 2015.

Guest editors: Arpita Ghosh and Ashish Goel
(ic1-2016 @computer.org)

he Internet both enables online versions of traditional

markets and provides a platform for a vast range of new

economic activity, ranging from targeted online adver-
tising to crowdsourcing to peer-to-peer lending and digital
currencies. These economic systems pose new theoretical and
data-driven research questions: How do these online markets
perform, and how should they be designed? How does the po-
tentially giant scale of these systems affect performance? How
do users behave in these online platforms, and how should
incentives and interfaces be designed for maximum efficacy?

This special issue will address theoretical and applied

research related to the modeling, analysis, and design of
Internet-specific economic activities and incentive systems.
We welcome any research related to economic aspects of the
Internet, including

m Internet auctions, markets, and exchanges;

m reputation and quality in online markets;

s digital media, user-generated content, and social net-
works;

m crowdsourcing and human computation, and online la-

bor markets;

P2P lending, crowdfunding, and digital currencies;

online privacy and security, and personal data markets;

approaches to spam/fraud control;

e-commerce issues in cloud computing and Internet-

enabled apps;

mobile advertising and location-based e-commerce;

decision- and game-theoretic behavior modeling;

user-experience and interface design; and

incentives and mechanisms for collaboration, consensus,

and decision making.

current topics. We do not accept white papers, and we discourage
strictly theoretical or mathematical papers. To submit a manu-
script, please log on to ScholarOne (https://mc.manuscriptcentral.
com:443/ic-cs) to create or access an account, which you can use to
log on to IC’s Author Center and upload your submission.

www.computer.org/internet/author .
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From the Editors

rate, fueled by multiple forces, including
mobile devices, social networks, and big
data. Content is created anytime and anywhere
on billions of smartphones and tablets; high-
resolution photos and videos are frequently
uploaded to the cloud automatically as soon
as they’re captured. A Gartner report predicts
that consumer digital storage will grow to 4.1
zettabytes in 2016, with 36 percent of this stor-
age in the cloud.! Social interactions and trans-
actions on the Internet are frequently captured
and analyzed for targeted advertising. In addi-
tion to social networks and e-commerce, big
data analytics are growing in many other sec-
tors, including government, healthcare, media,
and education. An IDC forecast suggests that big
data storage is growing at a compound annual
growth rate of 53 percent from 2011 to 2016.2
The growth in cloud storage has made it an
expensive cost component for many cloud ser-
vices and today’s cloud infrastructure. Whereas
raw storage is cheap, the performance, avail-
ability, and data durability requirements of cloud
storage frequently dictate sophisticated, multitier,
geo-distributed solutions. Amazon Simple Stor-
age Service (S3) offers 11 nines of data durability
(99.999999999 percent), but some other services
demand even more stringent requirements due to
the sheer number of objects being stored in the
cloud (1.3 billion Facebook users, uploading 350
million photos each day) and to the data’s impor-
tance (who can afford to lose a video of their
baby’s first steps?). Data is frequently replicated
or mirrored in multiple datacenters to avoid cata-
strophic loss, but copying it across datacenters is
expensive. The networking cost is frequently pro-
portional to the distance and bandwidth require-
ments between datacenter sites.
Traditional storage systems use dedicated
hardware and networking to guarantee

c loud storage is growing at a phenomenal

Published by the IEEE Computer Society

1089-7801/15/$31.00 © 2015 IEEE

The Growing Pains of
Cloud Storage

Yih-Farn Robin Chen ¢ AT&T Labs Research

preservation of the quality-of-service (QoS)
requirements, such as throughput, latency, and
IOPS (total number of input/output operations
per second). Unfortunately, these dedicated
resources are frequently underutilized. Cloud
computing promises efficient resource utiliza-
tion by allowing multiple tenants to share the
underlying networking, computing, and storage
infrastructure. However, providing end-to-end
storage QoS guarantees to individual tenants is
difficult without mechanisms for avoiding inter-
ference. Typically, in a cloud environment such
as Openstack, multiple tenants share the backend
block storage (Linux’s logical volume manager or
a Ceph RADOS block device [RBD], for example)
through a storage virtualization layer such as
Cinder, which attaches virtual machines (VMs)
to individual storage volumes. Providing custom-
ized storage QoS to meet different tenant needs
is challenging. One exception is all-SSD storage
arrays; some vendors (such as Solid Fire) let dif-
ferent tenants allocate storage volumes with dif-
ferent QoS types and dynamically change them,
but all-SSD solutions (on the order of US$1,000
per terabyte) are expensive compared to HDD-
based solutions. Moreover, an IOPS guarantee in
the backend isn’t sufficient because there might
be contention for network bandwidth or CPU
capacity from other tenants.

Finally, to operate any Web-scale solutions,
infrastructure service providers are moving to
scale-out solutions based on commodity hard-
ware, instead of expensive storage appliances,
which are frequently more expensive and dif-
ficult to adapt to changing workload or specific
QoS requirements. Any cloud solution architect
must understand the tradeoffs among the per-
formance, reliability, and costs of cloud storage
to provide an effective overall solution.

Emerging trends are sweeping through the
storage industry to address these issues. Here,

IEEE INTERNET COMPUTING
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I discuss two software-based solu-
tions: erasure-coded storage and
software-defined storage (SDS).

Erasure-Coded Storage
Erasure coding has been widely
studied for distributed storage sys-
tems. Various vendors, companies,
and open source software systems
have adopted it recently, including
EMC, Cleversafe, and Amplidata;
Facebook, Microsoft, and Google;
and Ceph, Quantcast File System
(QFS), and a module of the Hadoop
Distributed File System (HDFS-
RAID), respectively. The primary
reason for this adoption is that era-
sure-coded storage uses less space
than fully replicated storage, while
providing similar or higher data
durability.

To understand why erasure cod-
ing is becoming crucial in storage
systems, I must explain some basics.
Erasure coding is typically con-
trolled by two key parameters: k and
n. A file or file segment is typically

Internet Computing
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broken into k chunks, erasure coded,
and expanded into n chunks (n > k)
that are distributed over n storage
servers or hard disks. Any k chunks
are sufficient to reconstruct the
original file, which can tolerate up
to a loss of m = n — k chunks with-
out any data loss. One way to think
about erasure coding is to consider
a system of over-specified linear
equations. You're essentially given n
linear equations to solve for k vari-
ables. Picking any k out of these n
equations would be sufficient to
determine the values of those k vari-
ables. We frequently refer to the first
k chunks as primary chunks, and the
m chunks as parity chunks. Because
we can vary k and m arbitrarily, a
general erasure-coded storage solu-
tion in the form of (k, n) or k + m has
much higher flexibility in terms of
the tradeoffs between storage space
and reliability compared to the pop-
ular RAID 6 system, which uses only
two parity blocks and is equivalent
to a k 4 2 erasure-coded scheme.
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A scalable distributed storage
system, such as HDFS or Swift, stored
on multiple racks or sites typically
uses triple redundancy (three copies
of each data block) to improve both
availability and durability. As the
cloud storage volume continues to
grow exponentially, the triple redun-
dancy scheme becomes expensive.
As an example, the QFS system uses
6 + 3 (k = 6 and m = 3) erasure cod-
ing and is designed to replace HDFS
for MapReduce processing. HDFS
uses triple replication and incurs 200
percent storage overhead, but it can
only tolerate up to ANY two missing
blocks of the same data. A 6 + 3 era-
sure code, on the other hand, can tol-
erate up to ANY three missing coded
blocks with only 50 percent storage
overhead. Such significant cost sav-
ings, while maintaining the same or
higher reliability, is why many stor-
age systems are now incorporating
erasure codes.

One concern with erasure-coded
storage is the extra overhead caused
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From the Editors

by the encoding/decoding time,
which depends heavily on the era-
sure-coding scheme’s strength. For a
fixed k, higher m or n incurs more
computation overhead while provid-
ing higher reliability. As computing
servers gain in performance, the
computation overhead of commonly
used erasure codes becomes more
manageable, and the bottleneck is
frequently shifted to the disk or net-
work throughput.

Another concern is the repair
cost. Given that erasure coding of
6 + 3 requires six chunks to repair
one chunk, the networking cost of
repairing a chunk is six times that
of a simple replication scheme. Some
Facebook experiments use a 10 + 4
erasure-coding scheme, which incurs
even higher repair costs (but lower

nine chunks, it can be reconstructed
by retrieving those chunks from any
two datacenters. Thus, it will tolerate
up to two datacenter failures, even
during a major natural disaster such
as 2013’s Hurricane Sandy, which
caused a loss of 68 billion dollars and
affected 24 states. On the other hand,
because each file retrieval requires
accessing chunks from two datacen-
ters, it might incur longer latency
and significant communication costs,
which is fine for archival storage, but
not ideal for frequently accessed stor-
age. Alternatively, if we know certain
files” access patterns, and it turns out
that most accesses come from New
Jersey, we can place nine chunks in
New Jersey and five chunks each in
Illinois, Texas, and California. This
would allow users to complete most

To realize the vision of a virtualized datacenter,
we need software-defined storage that
virtualizes storage resources and separates
storage management software from the

underlying hardware.

storage overhead at 40 percent). Sev-
eral repair schemes (such as Xorbas®
and Hitchhiker?) have been proposed
to reduce the repair bandwidth, with or
without additional storage overhead.
As data durability becomes
increasingly important for cloud stor-
age, erasure coding can also play
an important role in cloud storage
geo-distribution. It allows chunks of
an erasure-coded file to be placed
in multiple datacenters or racks to
increase data durability. For example,
a 9 + 15 or (9, 24) erasure-coded
storage system could put six chunks
each in New Jersey, Illinois, Texas,
and California (east, north, south,
and west areas of the US). Because
any file can be reconstructed from

6 www.computer.org/internet/

accesses with low network latency
and slightly lower reliability, given
that a datacenter loss has the poten-
tial to lose nine instead of six chunks.
The chunk-placement issue in era-
sure coding affects latency, cost, and
reliability in geo-distributed storage
systems and is currently an active
research field.

Software-Defined Storage

Cloud computing started with the vir-
tualization of computing resources,
followed by recent advances and rapid
innovations in software-defined net-
works (SDNs), which aim to virtualize
networking resources and separate the
control plane from the data plane. To
truly realize and complete the vision

of a virtualized datacenter, however,
we need software-defined storage that
virtualizes storage resources as well and
separates storage management software
from the underlying hardware.

Unfortunately, unlike SDN, there
isn't a clear definition of what soft-
ware-defined storage really is, although
many storage vendors claim that they
have SDS solutions. Most SDS defini-
tions include a list of desirable attri-
butes.>® Here, I summarize those that
pertain to multitenant cloud storage
solutions, what I call the S.C.A.M.P.
principles of SDS.

Scale-Out

SDS should enable a scale-out (hori-
zontal scaling of low-cost, commod-
ity hardware) instead of a scale-up
(vertical scaling using more power-
ful hardware) storage solution as the
workload grows or changes dynami-
cally over time. A scale-out solution
is best implemented in a cloud envi-
ronment with large computing, net-
working, and storage resource pools.
A cloud storage solution is never
just about storage — all the neces-
sary computing and networking
resources must also scale accord-
ingly to support common storage
operations: deduplication, compres-
sion, encryption/decryption, erasure
coding/replication, and so on.

Customizable

SDS should allow storage system
customization to meet specific stor-
age QoS requirements. This lets cus-
tomers purchase storage solutions
based on their specific performance
and reliability constraints and avoid
unnecessary over-engineering, which
frequently happens when a cloud
storage service provider tries to meet
the needs of multiple customers with
diverse requirements. In a multiten-
ant cloud with a shared backend stor-
age, guaranteeing the desired storage
QoS is particularly difficult. The latest
version of Openstack Cinder, which
provides a block storage service, now
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allows multiple backends with differ-
ent QoS types (such as different IOPS
or throughput numbers) to partially
address this issue.

Automation

Once storage QoS requirements are
clearly defined, SDS should auto-
mate the complete provisioning and
deployment process without human
intervention. The current practice
is that a storage architect or system
administrator is intimately involved
in designing and installing the stor-
age system. This process is typically
error-prone and not amenable to
adapting to changing workloads or
requirements in real time.

Masking

SDS could mask the underlying stor-
age system (physical or virtualized)
and distributed system complexity
(single or multiple-site) as long as
such systems can present a com-
mon storage API (block, file system,
object, and so on) and meet QoS
requirements. This gives infrastruc-
ture service providers greater flexi-
bility in restructuring their resource
pools or architecting storage sys-
tems. For example, Ceph can present
a block device API even though the
underlying implementation is done
in its RADOS object storage.

Policy Management

SDS software must monitor and man-
age the storage system according to
the specified policy and continue
to meet storage QoS requirements
despite potential interference from
other tenants’ workloads. It must
also handle failures and autoscale
the system when necessary to adapt
to changing workloads. As stated
previously, however, guaranteeing
end-to-end storage QoS in a multi-
tenant cloud is a hard problem that
requires protecting resources on the
entire path from a VM to the storage
volume. Microsoft’s I0Flow’ aims
to provide an SDN-like controller to
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control storage bandwidth allocation
at multiple points of such a path.

SDS Definition
By combining the S.C.A.M.P. prin-
ciples, we can now define SDS: an
SDS solution should automatically
map customizable storage service
requirements to a scalable and pol-
icy-managed cloud storage service,
with abstractions that mask the
underlying storage hardware and
distributed system complexities.
Incidentally, erasure coding is a
crucial technology that can help meet
the SDS customization requirement.
For a fixed k, varying n (or m, the
number of parity chunks) increases
the reliability and replication factor
(and hence the storage cost). At the
same time, it increases the overall
encoding/decoding time, hence the
required computation capacity, and
perhaps reduced performance. This
lets an automated storage architect
look at the storage QoS requirements
and pick particular erasure-code
parameters (k and m) to meet the
minimal reliability and performance
requirements with the least amount
of storage overhead.

he rapid growth of cloud storage

has created challenges for storage
architects to meet different customers’
diverse performance and reliability
requirements while controlling costs
in a multitenant cloud environment.
Erasure-coded storage and SDS could
address these challenges and open
up new opportunities for innovation.
Moreover, erasure coding could play
a crucial role in offering design trad-
eoffs in certain SDS solutions. These
two technologies, working together,
have a huge potential to address the
growing pains of cloud storage and
help ease the transition from tradi-
tional IT storage solutions — given
that cloud storage will likely support
a large portion of all IT storage needs
in the future. M
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Extending the Devices Profile
for Web Services Standard
Using a REST Proxy

The Devices Profile for Web Services (DPWS) standard enables the use
of Web services for certain Internet of Things (IoT) applications. DPWS is

appropriate for implementing services on resource-constrained devices.

However, little investigation has gone into how such services perform in loT

scenarios when it comes to features such as dynamic discovery and publish-

subscribe eventing. Moreover, DPWS introduces considerable overhead due

to its use of SOAP envelopes in exchange messages. To tackle these problems,

the authors extend the DPWS standard using a REST proxy, creating a RESTful

Web API that paves the way for developers to invest more in this technology.

millions of devices will con-
nect to create a new ecosystem called
the Internet of Things. With advance-
ments in technology and the arrival
of numerous commercial products, the
IoT has gained considerable momen-
tum. Application-layer standards such
as the Constrained Application Protocol
(CoAP)! and the Devices Profile for Web
Services (DPWS)? support the creation
of next-generation IoT applications for
the Web.

DPWS in particular enables secure
Web services capabilities on resource-
constrained devices, thus supporting
service-oriented and event-driven appli-
cations for networked devices. DPWS
has an architectural concept similar to

e’re witnessing the next major
Internet evolution, in which

1089-7801/15/$31.00 © 2015 IEEE

the W3C’s Web Services Architecture,’
but it differs in several ways to better fit
in resource-constrained environments
(constrained nodes and low-power, lossy
networks) and event-driven scenarios.
Thus far, DPWS has been widely used
in automation, home entertainment, and
automotive systems.* It’s also applicable
for maintaining integration with the
Internet and enterprise infrastructures.®
Strong community support makes it a
promising technology for the future IoT.
However, IoT systems containing huge
numbers of devices, in contrast to the
small numbers in industrial and home
applications, make some DPWS fea-
tures — such as dynamic discovery and
publish-subscribe eventing — impossible
in mass or even global device deploy-
ments. We must thus extend DPWS for
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Extending the Devices Profile for Web Services Standard Using a REST Proxy

Devices Profile for Web Services Implementation

ince its debut in 2004, the Devices Profile for Web Services

(DPWS) has become part of Microsoft’s Windows Vista
and Windows Rally (a set of technologies intended to simplify
the setup and maintenance of wired and wireless networked
devices). It’s been developed in several projects under the
European Information Technology for European Advancement
(ITEA) and Framework Program (FP): Service Infrastructure
for Real-Time Embedded Networked Applications (ITEA 02014
SIRENA), Service-Oriented Device and Delivery Architectures
(ITEA 05022 SODA), Socrates (FP6), and the ongoing IMC-
AESOP (FP7) and Web of Objects (ITEA 10028 WOO) projects.
Many technology giants such as ABB, SAP, Schneider Electric,
Siemens, and Thales have participated in these projects. Given
that they have large market shares in electronics, power, auto-
mation technologies, and enterprise solutions, their promotion
of DPWS technology promises a wide range of future DPWS/
loT products. Schneider Electric and Odonata pioneered DPWS
implementation, leading to the early and open source release of
software stacks implementing DPWS in C and Java available at
the Service-Oriented Architecture for Devices website (SOA4D.
org). The Web Services for Devices initiative (VWS4D.or:
forces the implementation by providing and maintaining a reposi-
tory to host several open source stacks and toolkits for DPWVS.

rein-

In addition, considerable recent research completes the technol-
ogy. Experimental results show that DPWS can be implemented
in highly resource-constrained devices such as sensor nodes
with reasonable ROM footprints.! Others have explored techni-
cal issues such as encoding and compression,? integration with
IPv6 and 6LoWPAN,3>* the scalability of service deployment,’
and security in the latest release of WS4D DPWVS stacks.
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IoT scenarios and resolve several problems before
it can successfully arrive in the IoT domain. We
analyze some of these problems and propose
an extension to the DPWS standard that uses a
REST proxy.

DPWS and the Internet of Things
The IoT is an ecosystem in which all smart
things (sensors and actuators, embedded
devices, electronic appliances, and digitally
enhanced everyday objects) are connected
using Internet protocols to facilitate interoper-
ability. It envisions an era of pervasive applica-
tions built on top of these networked devices.
IoT scenarios require that devices both con-
nect to the Internet and integrate seamlessly
into existing Internet infrastructure, in which
Web applications are predominant. The IoT
could benefit from the Web services architec-
ture using the DPWS standard. DPWS brings
W3C Web services technology into the IoT by
defining specifications that provide a secure
and effective mechanism for describing, dis-
covering, messaging, and eventing services for
resource-constrained devices.

DPWS is based on the Web Services Descrip-
tion Language (WSDL; www.w3.org/TR/wsdl)

JANUARY/FEBRUARY 2015

and SOAP (www.w3.org/TR/soap/), which
describe and communicate device services.
It doesn’t require any central service regis-
try, such as UDDI (http://uddi.org/pubs/uddi_
v3.htm), for service discovery. Instead, it relies
on SOAP-over-UDP binding and UDP multicast
to dynamically discover device services (http://
docs.oasis-open.org/ws-dd/soapoverudp/1.1/
os/wsdd-soapoverudp-1.1-spec-os.html). DPWS
offers a publish-subscribe eventing mechanism,
WS-Eventing (www.w3.org/Submission/WS-
Eventing/), that lets clients subscribe to device
events — for example, a device switch is on/
off or the environmental temperature reaches
a predefined threshold. When an event occurs,
subscribers receive notifications via separate
TCP connections.

DPWS uses WSDL to describe a device, Web
Services Metadata Exchange (www.w3.org/
TR/ws-metadata-exchange/) to define meta-
data about the device, and WS-Transfer (www.
w3.org/Submission/WS-Transfer/) to retrieve
the service description and metadata informa-
tion. Messaging occurs via SOAP, WS-Address-
ing (www.w3.org/Submission/ws-addressing/),
and the Message Transmission Optimization
Mechanism/XML-Binary Optimized Packaging
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(www.w3.org/TR/soap12-mtom/) with SOAP-
over-HTTP and SOAP-over-UDP bindings. It
uses WS-Discovery for discovering a device
(hosting service) and its services (hosted ser-
vices) and the Web Services Policy (www.
w3.org/Submission/WS-Policy/) to define a pol-
icy assertion and indicate the device’s compli-
ance with DPWS.

DPWS'’s secure Web services, dynamic discov-
ery, and eventing features are its main advantages
for event-driven IoT applications. Nevertheless,
when applying DPWS on current Internet infra-
structure (IPv4), developers face several problems.
The main concern is with dynamic discovery —
the network range of UDP multicast messages is
limited to local subnets; it’s impossible to carry
out discovery in a large network such as the
Internet. With WS-Eventing, establishing sepa-
rate TCP connections when delivering the same
event notification to many subscribers will gener-
ate a global, mesh-like connectivity between all
devices and subscribers. This requires high mem-
ory, processing power, and network traffic and
thus consumes considerable energy in devices.

Another issue is overhead from the data
representation in XML and from multiple
bidirectional message exchanges. This isn't
a problem when DPWS devices communicate
locally, but in a mass device deployment, these
messages would generate heavy Internet traf-
fic and increase latency in device and applica-
tion communication. Furthermore, W3C Web
services use WSDL for service description and
SOAP for service communication; the former,
despite being a W3C standard, requires that
developers process poorly structured XML data;
the latter is common mostly in stateful enter-
prise applications, whereas recent Web applica-
tions are moving toward the core Web concepts
that REST® encompasses by offering stateless,
unified, and simple RESTful Web APIs.

To solve these problems, we propose extend-
ing the DPWS standard using a REST proxy that
would enable the following features:

e global dynamic discovery using WS-Dis-
covery (http://docs.oasis-open.org/ws-dd/ns/
discovery/2009/01) in local networks;

e a proxy-based topology for the publish-sub-
scribe eventing mechanism;
dynamic REST addressing for DPWS devices;
a RESTful Web API; and

e WSDL caching.

www.computer.org/internet/

Our REST proxy extension of DPWS unbur-
dens Internet traffic by processing the main
load in local networks. It can also extend local
dynamic discovery globally via the RESTful
Web API. Developers need not parse complex
WSDL documents to access service descriptions;
they can use the RESTful Web API to control
devices.

Use Case

The new ecosystem of networked devices makes
many IoT platforms available for building a
new generation of Web-based applications that
aggregate services. Peter, an IoT developer,
chooses DPWS technology for his Web-based
home automation system. He wants to make a
module controlling a newly purchased DPWS
heater. The heater is equipped with a tempera-
ture sensor, a switch, memory, a processor, and
networking media, and is implemented with a
hosted service consisting of seven operations:
check the heater status (GetStatus), switch the
heater on or off (SetStatus), get the room tem-
perature (GetTemperature), adjust the heater
temperature (SetTemperature), and add, remove,
and get available policy rules for defining
the heater’s automatic operation (AddRule,
RemoveRule, or GetRules).

Peter connects the heater to the network and
tries to control it from his IoT application. We
follow Peter’s development process to under-
stand the challenges he can encounter when
developing, deploying, and communicating the
device from his IoT application and how the
extended DPWS helps him solve these problems.
This use case illustrates a common case in sev-
eral consumer applications when a new device
joins the network.

REST Proxy Design

We introduce the detailed design of the REST
proxy to extend DPWS to achieve global
dynamic discovery, publish-subscribe eventing,
dynamic REST addressing, a RESTful Web API,
and WSDL caching.

Global Dynamic Discovery

When an application tries to locate a device or a
hosting service in a network, it uses the SOAP-over-
UDP binding to send a UDP multicast message. This
message carries a SOAP envelope containing a WS-
Discovery Probe message with search criteria — for
instance, the device’s name. All the target devices in
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the network (local subnet) that match the search cri-
teria will respond with a unicast WS-Discovery Probe
Match message (also using the SOAP-over-UDP
binding). In our use case, the heater sends the Probe
Match message containing the network informa-
tion. The application can send a series of other
messages via the same means to invoke a required
operation. At this point, Peter would realize that his
IoT application in the current Internet infrastructure
can’t dynamically discover the heater because the
network range is limited to the local multicast mes-
sage subnet.

If the application uses a REST proxy, it can
suppress multicast discovery messages and send
a unicast request to the proxy instead. Then,
the proxy can representatively send Probe and
receive Probe Match messages to and from the
network while device behavior remains unmod-
ified; devices still answer to Probe messages
arriving via multicast. In networks with fre-
quent changes in the device structure, where
several Probe messages appear, the proxy can
significantly unburden Internet traffic.

The REST proxy provides two APIs to handle
discovery as follows:

PUT http://157.159.103.50:8080/discovery:
update the discovery with search criteria
(for example, the device name)

GET http://157.159.103.50:8080/discovery:
get the list of discovered devices
(157.159.103.50 is the proxy’s IP address,
and 8080 is the port number.)

We also propose a repository in the proxy
to maintain a list of active devices. The reposi-
tory updates when devices join and leave the
network. In addition, the proxy periodically
checks the repository’s consistency — say, every
30 minutes. For a proxy with 100 devices,
the repository is about 600 Kbytes, so uncon-
strained machines can feasibly host a proxy.

Publish-Subscribe Eventing

To receive event notifications, Peter can sub-
scribe his application directly to the heater by
sending a SOAP envelope containing a WS-
Eventing Subscribe message (again, using the
SOAP-over-HTTP binding). The heater responds
by sending a WS-Eventing SubscribeResponse
message via the HTTP response channel. When
an event occurs, the heater establishes a new
TCP connection and sends an event notification

JANUARY/FEBRUARY 2015

to the subscriber. Therefore, multisubscriber sce-
narios generate a high level of traffic, requiring
considerable resources and causing devices to
consume more energy. However, we can imple-
ment this publish-subscribe mechanism through
the REST proxy to reduce the overhead of SOAP
message exchanges and resource consumption,
replacing global mesh-like connectivity with a
proxy-based topology (see Figure 1). One API
is dedicated to event subscription; instead of
sending a WS-Eventing Subscribe message, the
application sends an HTTP POST request to the
subscription resource as follows:

POST http://157.159.103.50:8080/heater/event
(parameter: application endpoint):
subscribe to an event

The proxy receives the event notification from
the device and then disseminates these mes-
sages to the applications.

Dynamic REST Addressing

DPWS uses WS-Addressing to assign a unique
identification to each device (endpoint address),
independent of its transport-specific address.
This unique ID is used with a series of message
exchanges — Probe/ProbeMatch and Resolve/
ResolveMatch — to get a transport address. A
client then sends another series of messages
back and forth to invoke an operation. This pro-
cess creates the overhead on the Internet. We
define a mapping between a pair of DPWS end-
point/transport addresses and a single proxy
URI, and thus replace several SOAP messages
with simpler HTTP request/response ones. The
mapping is carried out dynamically when the
proxy discovers a device. In our DPWS heater
use case, this would occur as follows:

Endpoint address: urn:uuid:800fa0d0-f5c0-
11e2-80de-911c7defef4c

Transport address: http://157.159.103.50:4567/
heater

mapped to
URI: http://157.159.103.50:8080/ heater

The mapping is unique for each device ser-
vice, and data are stored in the proxy’s device

repository. The repository also updates when
the device status changes or periodically when
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Figure 1. Experiment setup for two cases. (a) Our proposed scheme configures a proxy-based
topology with local HTTP/SOAP binding. (b) The original Devices Profile for Web Services (DPWS)
communication configures global mesh-like connectivity for HTTP/SOAP binding. Consequently, the
original DPWS introduces higher latency and overhead.

the proxy runs a routine to check all active
devices.

RESTful Web API

Because it’s based on the dynamic REST address-
ing mechanism we’ve described, our REST proxy
can generate a RESTful Web API associated with
each device. This means that, instead of send-
ing several SOAP-over-HTTP binding messages
involving strict and large data formats, Peter can
take advantage of simple, familiar Web interfaces.
The API consists of functions for discovery, sub-
scription, and service calls in the REST archi-
tectural style. To generate this RESTful Web API
from DPWS operations, we propose a design con-
straint on the implementation of DPWS devices
based on the fact that most device services pro-
vide simple operations compared to normal Web
services, which have complex /0 data struc-
tures. Our proposed constraint follows a simpli-
fied CRUD model (create, read, update, delete) to

www.computer.org/internet/

map between these services and HTTP methods:
DPWS operation prefix — CRUD action — HTTP
method. Specifically, we apply four CRUD actions
to map DPWS operations to HTTP methods as
follows:

Get_ — READ —  GET
Set_ — UPDATE — PUT
Add_ — CREATE — POST
Remove_ — DELETE — DELETE

Table 1 shows the API that the REST proxy
provides for the heater device, mapped with
DPWS operations. The following illustrates
request and response messages to get and return
the heater’s status using HTTP method GET on
the URI http://157.159.103.50:8080/ heater:

GET /heater HTTP/1.1
Host: 157.159.103.50:8080

Accept: text/html
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No. RESTful Web API DPWS* operations = Parameters Functionalities
| GET http://157.159.103.50:8080/discovery Discovery List devices
PUT http://157.159.103.50:8080/discovery deviceName Search for devices
2 POST http://157.159.103.50:8080/heater/event Subscription Subscribe to an event
3 GET http://157.159.103.50:8080/heater GetStatus() Get heater status
4 PUT http://157.159.103.50:8080/heater SetStatus(String) status Set heater status
5 GET http://157.159.103.50:8080/heater/temp GetTemp() Get room temperature
6 PUT http://157.159.103.50:8080/heater/temp SetTemp(int) temperature  Adjust heater temperature
7 POST http://157.159.103.50:8080/heater/rules AddRule(String) rule Add new rule
8 GET http://157.159.103.50:8080/heater/rules GetRules() List of rules
9 DELETE http://157.159.103.50:8080/heater/rules/{ruleID}  RemoveRule(int) rulelD Delete a rule

*Devices Profile for Web Services

Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate
Connection: keep-alive

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1
Content-Type: text/html
Transfer-Encoding: chunked

WSDL Caching

When an application knows the endpoint address
of a hosted service, it can ask that service for
its interface description by sending a GetMeta-
data Service message. The service might respond
with a GetMetadata Service Response mes-
sage, including a WSDL document. This docu-
ment describes the supported operations and the
data structures used in the device service. Some
DPWS implementations (such as the Java Multi-
Edition DPWS Stack, or JMEDS; http://ws4d.org/
jmeds/) provide a cache repository for storing the
WSDL document at runtime. After the applica-
tion retrieves the WSDL file for the first time,
it’s cached for local use in subsequent occur-
rences within the DPWS framework’s life cycle
(start/stop). This kind of caching mechanism can
significantly reduce both latency and message
overhead. Our DPWS proxy can provide WSDL
caching not only at runtime but also perma-
nently in a local database. The cache is updated
along with the routine of maintaining the device
repository in the proxy.

Evaluation

We set up an experiment to evaluate latency
and overhead in two different scenarios: one
uses our proposed REST proxy (Figure 1a), and

JANUARY/FEBRUARY 2015

the other uses the original DPWS (Figure 1b).
In both cases, an IoT application communicates
with a DPWS device (a heater) to invoke its
hosted service (heater functionalities). To rep-
licate a realistic deployment of the IoT applica-
tion, we deployed it on a server running Tomcat
(http://tomcat.apache.org) that used a public
Internet connection and was located about 30
km away from the devices’ local network.

We implemented the heater with a hosted
service SmartHeater providing seven opera-
tions, as Table 1 shows (DPWS operations 3 to
9). These operations use simple command-line
messages to indicate each operation’s effect,
such as “current status: on” and “new status
updated: off.” We implemented a REST proxy in
Java using the Jersey library on Tomcat (http://
jersey.java.net) to handle the heater’s RESTful
Web APIL. The IoT application either uses the API
provided by the REST proxy or directly commu-
nicates with the heater (using the WS4D JMEDS
library) to carry out the DPWS heater’s four
functionalities: checking heater status, setting
heater status, adding a new rule, and deleting
a rule.

Features Comparison

For the original DPWS communication, we
exclude the preprocessing phase that discovers
the device information (endpoint and transport
addresses). We measure round-trip time (RTT)
and message size only for invoking operations.
Note that the actual time of the whole process
is higher and varies according to implementa-
tion strategies. You can choose to have a device
discovered and its services invoked in real
time, or have the information about the device

>
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Figure 2. Latency and message overhead evaluation. (@) Mean round-trip time for 100 tests when using the REST proxy
(PROXY MODE) and original Devices Profile for Web Services standard with caching (CACHE MODE) and without
caching (DPWS MODE) in four cases: GET /heater, GetStatus(); PUT /heater, SetStatus(); POST /rules, AddRule(); and
DELETE /rules/2, RemoveRule(2). (b) Message sizes of requests (REQUEST) and responses (RESPONSE) for the same
four operations.

stored and then send requests only to invoke
the device service. The real RTTs and message
sizes will always be higher than those using our
proposed REST proxy.

Our design extends the DPWS standard with
new features, as Table 2 shows. These features,
including global discovery, global messaging,
and a RESTful Web API, are necessary to real-
ize the technology for IoT applications. In the
meantime, the extension preserves DPWS’s
publish-subscribe eventing mechanism with an
even better messaging format.

www.computer.org/internet/

Latency and Message Overhead

Figure 2a presents the mean RTTs for an applica-
tion sending requests and receiving responses for
the four operations of the hosted service Smart-
Heater. We used the RESTful Web API from the
proxy (PROXY MODE) and original DPWS opera-
tions with and without WSDL caching (CACHE
MODE and DPWS MODE, respectively). Using the
proxy API significantly improves the latency by
roughly 75 percent and 25 percent compared to
the results in DPWS MODE and CACHE MODE.
In many pervasive [oT scenarios requiring high
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responsiveness, reasonable delay would improve
system performance and the user experience.

Figure 2b shows the message sizes of requests
(REQUEST) and responses (RESPONSE) in the four
APIs (PROXY MODE) and their counterpart four
DPWS operations (DPWS MODE) for fulfilling the
same tasks. In DPWS MODE, the messages don't
include WSDL documents because we assume that
developers choose to cache these documents to
preliminarily optimize the application performance
(real-time processing of WSDL documents gener-
ates more messages). Message overhead improves
significantly when we apply the REST proxy. For
real deployments of applications and devices in
original DPWS communication, nearly full-mesh
connectivity (Figure 1b) is unavoidable compared
to the simple and linear increments of HTTP traffic
in the REST proxy scenario (Figure 1a).

PWS was designed for use in event-driven

IoT applications thanks to features such as
eventing and dynamic discovery, which can’t be
supported natively with HTTP. They use SOAP-
over-UDP multicast and SOAP-over-HTTP bind-
ing, which are, in practice, limited in network
range and introduce considerable overhead by
using SOAP envelopes. Instead, our REST proxy
extends the DPWS standard to better inte-
grate it into IoT applications and the Web while
maintaining its advantages. Our experimen-
tal results show a significant improvement in
reducing latency and overhead as well as sim-
plifying the global topology of using a RESTful
Web APIL To use our REST proxy design in the
future, a standard will be necessary for design-
ing DPWS services for different devices and for
the dynamic generation of a RESTful Web APL
Also, we must further investigate its adoption in
several scenarios with real-time constraints or in
high dynamicity, such as in military and disaster
monitoring applications. i¢
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Annotating Uncertainty
in Geospatial and
Environmental Data

The Geography Markup Language (GML) — the existing standard for encoding

geospatial data — has no mechanism for annotating such data with uncertainty.

To address this issue while supporting the geospatial community’s existing

data and service standards, the authors extend GML to enable uncertainty

markup. They demonstrate this extension’s use with some common geospatial

data types and Web services. The result is a robust capability to share error

information while maintaining compatibility with existing geospatial data clients.

(OGC’s) geospatial and environ-

mental data services have seen wide
adoption throughout several communi-
ties and are mandatory for governments
that must disseminate these types of data.
OGC standards such as the Web Map Ser-
vice (WMS), Web Feature Service (WES),
Web Coverage Service (WCS), and Geog-
raphy Markup Language (GML)' are used
by diverse user groups that access the data
with various geospatial clients. Despite
often being mandated, OGC standards lack
defined methods for representing uncer-
tainty. Without uncertainty, the larger
community can't properly use geospatial
and environmental data for navigation,
analysis, modeling, or visualization. The
consequences of using such data without
uncertainty can range from poor weather
forecasting to grounding or even wrecking
a ship. Our research lets geospatial services
developers annotate GML — the standard

T he Open Geospatial Consortium’s

1089-7801/15/$31.00 © 2015 IEEE

exchange format for geospatial data —
with uncertainty information.

Uncertainty, specifically positional and
value accuracy, are among a number
of complex and interrelated parameters
that represent the overall quality of a
geospatial dataset. Other data qual-
ity parameters include provenance,
consistency, and completeness. More
detailed discussions of geospatial data
quality are available elsewhere.>* Here,
we focus primarily on data’s positional
and value accuracy. While beyond this
article’s scope, we discuss issues of data
provenance (lineage) in other work.* The
results we present here aren’t a complete
solution for communicating the quality
of geospatial data. However, our method
annotates positional and data value
uncertainty in a way that’s descriptive,
easy to integrate into geospatial Web
service architectures, and widely com-
patible with various client applications.
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Annotating Uncertainty in Geospatial and Environmental Data

Our work was guided by specific requirements
for annotating uncertainties in geospatial data. First,
any approach to describing uncertainties must sup-
port the diverse methods available for representing
error distributions, including multiple probabil-
ity distributions and statistics. Second, it must be
simple to use for both data producers and consum-
ers. Finally, the approach must support wide use by
different Web service clients that can’t be modified
specifically to handle new uncertainty annotations.
As such, we can’t modify existing standards in
a way that can break compatibility. We must also
attempt to match current common practices that,
while not official parts of the standard, will increase
usability across a large number of users.

Our approach to adding uncertainty anno-
tations to GML meets these requirements. GML
supports both gridded and vector data products,
making it a good platform for supporting a wide
variety of data. Our method for annotating such
products uses GML together with the Uncertainty
Markup Language (UncertML), an interoperable
model for describing uncertainty using XML.
We further extend our method to support an
uncertainty distribution that UncertML doesn’t
natively support, and present examples of imple-
mented Web services that incorporate this uncer-
tainty into their data visualizations for users.

UncertML

Our approach uses UncertML to define the data
structure of error information. UncertML offers com-
prehensive representations for different uncertainty
types, is expressive in encoding these uncertainties,
and is easy to use.’ It describes uncertainty using
statistics (such as mean and standard deviation),
explicit probability distributions, and samples. It
adopts the philosophy that all data values are inher-
ently uncertain (that is, they’re random variables
rather than values with defined quality metadata),
and their uncertainty should be explicitly quanti-
fied and exchanged.® Various projects that require
uncertainty descriptions use UncertML, including
Interoperability and Automated Mapping (Intamap),
Quality-Aware Visualization for the Global Earth
Observation System of Systems (GeoViQua), and
NetCDF Uncertainty Conventions (NetCDF-U).

Attaching Uncertainty to GML

GML provides the core data encoding capabili-
ties we use in this work. OQur primary goal is
to support sharing environmental data such as
bathymetry, currents, or seafloor obstructions

JANUARY/FEBRUARY 2015

via Web services. Environmental data is repre-
sented as both gridded and vector data. Because
the latest GML standard enables encoding for
grids as well as vector products, it’s a perfect
markup language for environmental informa-
tion. However, without a method for encoding
uncertainty, this vital information is removed
from the underlying data when it’s shared using
GML and the OGC services GML supports.

Combining GML with existing UncertML sche-
mas lets users comprehensively encode and share
environmental data without removing its asso-
ciated uncertainty information. Incorporating
UncertML into GML requires determining locations
for the new uncertainty elements that don’t break
the existing GML standard. GML alone doesn’t pro-
vide a complete mechanism for encoding and dis-
seminating geospatial data. Instead, it provides a
set of XML schemas, which we can use to create
application-specific schemas that are in turn used
for data transmission. Any GML user must employ
a separately created application schema; the GML
standard only ensures that the geospatial elements
in that schema are uniform across applications.

Thus, to achieve our objective of sharing
uncertainty information, we need only ensure
that the application schemas our services use
support encoding it. We don’t need to change
the GML standard itself. Table 1 provides an
outline of how to modify GML application sche-
mas to support adding uncertainty to different
geospatial data types.

Motivating Use Case: Bathymetric Data

Our initial target dataset for this work is bathym-
etry, with uncertainty information associated with
each grid value. Our bathymetric data is stored as
a rectified grid representing the continuous water-
depth field over a region. Each grid location has an
associated depth mean and standard deviation that
specify the normal distribution used to represent
the uncertainty in that grid region. We calculate
the uncertainty values when multiple bathymet-
ric datasets are merged into a single grid based on
factors such as the amount of data in a grid cell.

Conventional GML encoding. The application
schema we employ for our grid with uncer-
tainty must use the native GML geospatial types
as its basis. The base type for a coverage is
gml:AbstractCoverageType, Which includes a
coverage’s basic elements, the domain, and the
range. The gml:domainSet and gml:rangeSet
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Related Work in Uncertainty Support

Aprime example of adding uncertainty support to the
Geography Markup Language is uGML, which provides

a method for attaching positional uncertainty to GML ele-
ments.' In uGML, an uncertainty sub-element is added to
GMLs AbstractGeometry element so that every geometry
type can support a new metadata field, which can contain any
Uncertainty Markup Language (UncertML) uncertainty ele-
ment. The change is minimal, but effectively modifies the GML
standard and could break clients using strict GML parsers.
Our larger concern with uGML is where the uncertainty ele-
ment is placed within the GML feature’s geometry. Logically,
this placement makes sense given that uGML is focused on the
geometry’s positional uncertainty. However, GML parsers can
ignore the uncertainty elements and not present this infor-
mation to users. Uncertainty elements encoded as properties
are more likely to be parsed and presented to the user by
common GML clients. uGML’s authors prefer not to place the
uncertainty annotation in a separate element because it moves
the uncertainty away from the geometry to which it refers.
Although we agree with this logic, we believe there is greater
value in making uncertainty information visible to users follow-
ing the more common conventions of GML application schema
design. Ultimately, the inadequacies of both approaches show
the necessity of amending the GML standard to formally sup-
port uncertainty.

Ashley Morris and Frederick Petry also extend GML with
positional uncertainty to make a format called UGML (not to
be confused with uGML).2 Their implementation uses a fuzzy-
set approach to represent a feature’s positional uncertainty.
Each feature in UGML contains multiple alpha-cuts — that is,
boundaries with different associated uncertainties. The reliance
on this single method to represent uncertainty is this approach’s
primary limitation, especially given the limited use of fuzzy-set-
theory-based uncertainties with geospatial data. The extension
they propose to GML is also problematic because it uses few
supported GML capabilities.

Another approach adds positional uncertainty to GML
using the ISO 19113 and 19115 standards for data qual-
ity and metadata.? This approach replaces standard GML
geometry types (such as Polygon) with complex geometry
constructs such as MultiCurve aggregate or Topological com-
plex when positional data quality varies over a feature. This
approach’s limitation is that it replaces simple, commonly
used GML types with complex, infrequently used types.
Extensive customization is required for any application to
use this method. Additionally, the ISO 19113 data quality
annotations aren’t as expressive as those in UncertML and
aren’t likely to meet the uncertainty annotation needs for
many data products.I
The Interoperability and Automated Mapping (Intamap)

project provides service for automatic data interpolation.4

This framework originally extended GML 3.1 to include the
mean and variance characteristics of requested observations
using the Web Feature Service and Web Coverage Service.*
Further extensions added UncertML support to the Web
Processing Service (WPS) standard to communicate data
uncertainty.I The WPS standard’s generic nature enables this
flexibility in data encoding but also requires considerable
coordinated development to achieve integration between
parties.

The Quality-Aware Visualization for the Global Earth
Observation System of Systems (GeoViQua) project has
developed tools for integrating uncertainty through the geo-
spatial service stack (www.geoviqua.org). GreenlLand, based on

research originally from the UncertWeb project, is a geospa-
tial client that can render quality-aware data. Examples include
using confidence triangles, whitening, and animation to indicate
a grid cell's uncertainty (https://wiki.52north.org/bin/view/
Geostatistics/Greenland). On the server side, the GeoViQua
project has developed an extension to the Web Map Service
(WMS) called WMS-Q (for quality).5 WMS-Q supports mecha-
nisms to attach uncertainty information to map layers (or

groups of layers) for client use. Using the UncertML vocabu-
lary, users can annotate a map layer with its probability distri-
bution and have sublayers that represent the parent’s mean
and variance.

This work has two core limitations that our research
overcomes. First, many solutions modify the Open Geospatial
Consortium (OGC) standards or common usage patterns
for the service.These changes require modifications to exist-
ing geospatial tools already in use. The second limitation in
some previous work is the use of less expressive methods
for representing uncertainty. Our work maintains compat-
ibility with existing OGC standards and common usage pat-
terns while supporting UncertMLs expressive uncertainty
representation.
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Annotating Uncertainty in Geospatial and Environmental Data

Data type Uncertainty GML Uncertainty annotation Example

Geometry Each point Add property Encodes the uncertainty of the Sounding
has individual positionalErrorUncertainty  positional error rather than the position
uncertainty Use shared=“false” positions themselves

Geometry Multiple Add property Encodes the uncertainty of the Shoreline
points share positionalErrorUncertainty  positional error rather than the
uncertainty Use shared=“true” positions themselves

Property value Value has a single Define property in application schema Encodes the uncertainty as part of the Sounding

uncertainty using the applicable UncertML data value depth
uncertainty type
Grid Individual cells  Extend GML coverage (rectified grid) Adds the uncertainty element definition Bathymetric
have separate type to the valueComponent in the grid grid
uncertainty range section

If cell value isn’t part of the
uncertainty element, adds that to the
valueComponent

Places the numerical data for the grid cells’
value and uncertainty inside a tuple list

Grid All grid Extend GML coverage (rectified grid) Adds uncertainty element as a sub- Sea surface
cells share type element in the new coverage feature temperature
uncertainty defined in the application schema model

properties specify the locations of the coverage
points and the value at each point, respectively.
The bathymetric data used in this work is a recti-
fied grid, meaning it maps to Earth locations.!

<gml : rangeSet>
<DataBlock>
<gml : rangeParameters>
<gml : CompositeValue>

Uncertainty annotation for GML grids. To add uncer- <gml:valueComponents>

tainty to a grid defined in GML, we must extend the sun:Normalbistribution>
grid definition. As mentioned, this uncertainty infor- <un:mean>template</un:mean>

mation is normally distributed. We use the existing <un:variance>template</un:variance>

UncertML to extend GML. UncertML provides the </un:NormalDistribution>
NormalDistributionType to describe normally </gml:valueComponents>
distributed data. </gml:CompositevValues>

To add normally distributed uncertainty to a </gml:rangeParameters>

<gml :doubleOrNilReasonTupleList>
2698 26.98 2678 26.78 2657 26.57 2637 26.37
</gml:doubleOrNilReasonTupleList>

GML grid, we create a new application schema
that defines a new type called UncertaintyCov-
erage, which extends the DiscreteCoverage-
Type in GML and imports the UncertML schema SYRECEIEES
elements. The uncertainty itself is included in the </gml:rangeset>
actual GML document’s <gml:rangeSet> element.
We specify the range set's value components using Figure . Sample uncertainty data in the Geography Markup

the <un:NormalDistribution> element, which Language.The GML data range is defined using the UncertML
includes sub-elements for Specifying the mean and normal distribution element.The data values in the tup’e list are the
variance. The <un:mean> and <un:variance> sub- Mean and variance of the normal distribution for each depth location.
elements contain the identifier template, which

specifies how to map the actual numerical data to tuples in which each tuple’s dimension is equal to

the range’s value components. The numerical values the number of range parameters. Figure 1 shows the

are subsequently stored as a list in the <DataBlock> sample uncertainty data in GML using the uncer-

of <gml:rangeSet>. This list contains numeric tainty schema.
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<!-- Element -->
<xs:element name="CircularErrorProbability"
substitutionGroup="un:AbstractSummaryStatistic">
<xs:complexType>
<xs:complexContent>
<xs:extension base="un2:CircularErrorProbabilityType" />
</xs:complexContent>
</xs:complexType>
</xs:element>

<!-- Circular error Complex Type -->
<xs:complexType name="CircularErrorProbabilityType">
<xs:complexContent>
<xs:extension base="un:AbstractSummaryStatisticType">
<Xs:sequence>
<xs:element name="error" type="un2:QuantityType"/>
</xs:sequence>
<xs:attribute name="probability" use="required">
<xs:simpleType>
<xs:restriction base="xs:double">
<xs:minInclusive value="0.0" />
<xs:maxInclusive value="1.0" />
</xs:restriction>
</xs:simpleType>
</xs:attribute>
</xs:extension>
</xs:complexContent>

</xs:complexType>

<!-- Quantity type with unit of measure attribute (for CEP error) -->
<xsd:complexType name="QuantityType">
<xsd:simpleContent>
<xsd:extension base="xsd:double">
<xsd:attribute name="unitOfMeasure" type="xsd:anyURI"
use="optional"/>
</xsd:extension>
</xsd:simpleContent>

</xsd:complexType>

<!-- This schema sample allows importation of UnitsML elements. -->
<xsd:any minOccurs="0" maxOccurs="unbounded"
namespace="urn:oasis:names:tc:unitsml:schema:xsd:UnitsMLSchema-1.0"

processContents="strict"/>

Figure 2. XML schema defining the circular error probability (CEP) uncertainty element. The element
has both an error and probability. A CEP error is a measurement, so the schema supports importing
UnitsML elements, which can then be associated with the error.

Note that these changes don’t fundamentally Extending Support to New Distributions
modify the GML standard, and the resulting GML  UncertML might not include elements neces-
documents with uncertainty remain valid for sary to describe a desired uncertainty represen-
existing clients and parsers. tation. For example, the World Vector Shoreline
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Annotating Uncertainty in Geospatial and Environmental Data

(WVS) dataset defines its uncertainty in terms
of circular error probability (CEP), an intuitive
measure of uncertainty defined as the radius of
a circle, centered about the mean, whose bound-
ary is expected to include a specific percentage
of the population within it.

UncertML has no definition for circular error
type. To represent this type of uncertainty eas-
ily, we extended UncertML to support CEP.
Because the data structure of the quantile statistic
in UncertML is similar to CEP, we modeled our
new statistic definition on the quantile type. One
modification is how we handle the error value.
Because CEP’s error value is a measurement with
units, we added a new QuantityType that sup-
ports a UnitsML unit of measure reference as an
attribute, following the OGC Units of Measure
Recommendation and the UnitsML Guide.”® The
schema can include portions of UnitsML for use
in these references. Figure 2 shows our new XML
schema defining the CEP uncertainty element.

Next, we use the new XML schema in our GML,
attaching the uncertainty to an entire collection of
features rather than a single grid cell. To do this,
we created a new CEPFeatureCollection type
that extends the GML AbstractFeatureCollec-
tionType. Inside this new element, we added an
attribute for CircularErrorProbability.

Annotating Vector Data Type Uncertainty
We extended our methodology to enable anno-
tating the uncertainty of vector data to support
nongridded data (for example, depth soundings,
shorelines, and hazard areas). Again, our aim is to
maintain compatibility with GML. We approach
the problem using the recommended method of
placing the uncertainty as a property into the
application schema that our data uses. For exist-
ing feature properties, we merge the uncertainty
with the data value. Figure 3 shows an example
of the depth property with a normal distribution.
Instead of a separate value for depth, we simply
encode the mean and standard deviation. The
mean takes the place of a standalone depth value.
We also incorporate the method of attaching
units used when we defined CEP. The depth ele-
ment contains a unitOfMeasure attribute refer-
ring to a UnitsML element listed later.
Annotating positional uncertainty is more
difficult because we can’t modify the geometry
elements from the GML schema. Instead, we add
a new property called positionalErrorUncer-
tainty that provides the error uncertainty for
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<gml : featureMember>
<{sounding gml:id="797439">

<depth unitOfMeasure="ffuml_meters”>
<un:NormalDistribution>
<un:mean>20.0</un:mean>
<un:variance>2.5</un:variance>
</un:NormalDistribution>
</depth>
</sounding>
</gml: featureMember>
<{unitsml:Unit xml:id="uml meters">
{unitsml:UnitName xml:lang="en-US">meter</unitsml:UnitName>
<unitsml:UnitSymbol type="ASCII">m</unitsml:UnitSymbol>
<{/unitsml:Unit>

Figure 3. Depth property with a normal distribution.The depth
element is encoded as a mean and variance pair. It also contains a

unitOfMeasure attribute referring to a UnitsML element listed later.

the GML feature’s geometry. Figure 4 shows an
example for a point feature.

Notice that we encode the uncertainty of the
error, not the uncertainty of the position itself. This
approach reduces our logical discomfort of separat-
ing the data value in the GML geometry from the
uncertainty annotation. The error uncertainty also
indicates the geometry type that’s being modified
— in the Figure 4 case, a point. Should the feature
include multiple geometries, positionalError-
Uncertainty will include further geometries
(matching the ordering to indicate which error goes
with which geometry). The shared attribute in the
error geometry specifies whether each coordinate
value has an individual error (as in Figure 4) or
whether they all share the same error. In the for-
mer case, each coordinate value will have its own
UncertML distribution listed in the order the coordi-
nates appear in the geometry. In the latter case, only
a single uncertainty will be present and shared by
all coordinates. Geometries with multiple points will
have an uncertainty for each. Figure 5 shows an
example for a polygon. The exterior and Linear-
Ring elements are included in the error uncertainty
to simplify the correlation between the error uncer-
tainties and multiple boundaries in the polygon.

Uncertainty-Enabled Services
Ultimately, we include uncertainty GML appli-
cation schema and instance documents to

23
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{gml:featureMember>
{sounding gml:id="797439">
{geometry>
<{gml:Point>

</gml:Point>
<{/geometry>
{positionalErrorUncertainty>
{Point shared="false">

</un:Probability>

</un:Probability>

<{/Point>
{/positionalErrorUncertainty>

</gml:featureMember>

<{gml:pos dimension="2">-90.9320253369377 29.2337370854158</gml:pos>

{un:Probability le="0.0001" ge="-0.0001">
{un:probabilities>0.95</un:probabilities>

{un:Probability 1le="0.0002" ge="-0.0002">
{un:probabilities>0.90</un:probabilities>

Figure 4. Example for a point feature. We extend our GML feature with a new property called
positionalErrorUncertainty, which provides the error uncertainty for the GML feature’s geometry.

support data sharing using Web services. The
bathymetry use case is meant to support data
sharing via WCS. We use the WFS when we
want to distribute vector data objects (points,
lines, and polygons), as with shoreline data. The
WMS provides a standard mechanism for shar-
ing images.

Our architecture uses the WFS and WCS to
serve raw data to clients and the WMS to serve
rendered images of this raw data. The WMS
itself acts as a client to the WES and WCS. This
architecture design gives users multiple options
for accessing data depending on how they wish
to use it.

Bathymetry

In our bathymetry application, we connect a
grid visualization WMS to the underlying WCS
that serves the raw bathymetry data encoded
as GML. Once the uncertainty is added to the
bathymetry GML, the WMS can visualize it in
the images it provides clients. Here, we demon-
strate a confidence triangles approach.® Each
grid rectangle is rendered as two triangles rep-
resenting the upper and lower bound to the grid
value confidence interval. Figure 6 shows the

www.computer.org/internet/

bathymetry WMS’s output. Figure 6a is the
layer without any uncertainty visualization,
whereas 6b is the same data with uncertainty
identified by confidence triangles. Although
we highlight only one uncertainty visualiza-
tion method here, many others exist for grid-
ded data, including chrominance modification,
glyph overlays, and transparency. One benefit
of this standards-based approach is that we can
offer these and additional methods for visual-
izing the grid as different layers (or styles) of a
single WMS and let users choose which method
works best for their application. The detailed
data value and uncertainty information are
available by clicking on the map.

Coastal Mapping

Coastal mapping is another application in
which proper uncertainty representation and com-
munication are important. Here, we have multi-
resolution shoreline data that's rendered and
displayed to users. Again, we implement the ser-
vice architecture described earlier. A WES feeds
shoreline data into a WMS, which visualizes the
map for the user. Properly displaying the coastline’s
accuracy is an important safety consideration.
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{gml:featureMember>
<hazardarea gml:id="1150">
{geometry>
<gml:Polygon>
{gml:exterior>
{gml:LinearRing>
<gml:posList dimension="2">
40.56793975830078 -14.211050033569336
40.56792449951172 -14.210745811462402 40.56840896606445
-14.210102081298828 40.56793975830078
-14.211050033569336
</gml:posList>
</gml:LinearRing>
{/gml:exterior>
</gml:Polygon>
<{/geometry>
{positionalErrorUncertainty>
{Polygon shared="false">
{exterior>
{LinearRing>
{un:Probability 1le="0.0001" ge="-0.0001">
{un:probabilities>0.95</un:probabilities>
</un:Probability>
{un:Probability 1le="0.0003" ge="-0.0003">
{un:probabilities>0.95</un:probabilities>
</un:Probability>
{un:Probability le="0.0001" ge="-0.0001">
{un:probabilities>0.90</un:probabilities>
{/un:Probability>
{un:Probability le="0.0002" ge="-0.0002">
{un:probabilities>0.90</un:probabilities>
</un:Probability>
{un:Probability le="0.0004" ge="-0.0004">
{un:probabilities>0.85</un:probabilities>
</un:Probability>
{un:Probability le="0.0004" ge="-0.0004">
{un:probabilities>0.85</un:probabilities>
{/un:Probability>
{un:Probability 1le="0.0003" ge="-0.0003">
{un:probabilities>0.95</un:probabilities>
</un:Probability>
{un:Probability le="0.0002" ge="-0.0002">
{un:probabilities>0.90</un:probabilities>
{/un:Probability>
<{/LinearRing>
{/exterior>
</Polygon>
{/positionalErrorUncertainty>
{/hazardarea>
{/gml:featureMember>

Figure 5. An example polygon. The uncertainty of each coordinate in the polygon is represented in the
probability elements. The probabilities match the order of the polygon position values.
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Figure 6. Map output from our uncertainty-enabled bathymetry Web Map Service (WMS).We can see (a) the rendered
bathymetry with no uncertainty and (b) the uncertainty identified by confidence triangles.The WMS makes both layers

available.

Figure 7. A visualized map based on World Vector Shoreline data. (a) The Web Map Service layer (at a scale of
1:250,000) is overlaid on Landsat imagery. (b) By visualizing the data uncertainty annotations, the error is displayed as
a semitransparent buffer around the shoreline.
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The data source used in this application is WVS,
and it includes coastline features for the world at
different resolutions. Unfortunately, the uncertainty
is rarely transmitted along with the data, leading
to visualizations that are misleading or dangerously
inaccurate. Figure 7a illustrates a shoreline ren-
dered without uncertainty and overlaid on top of
imagery. The difference in the coastline is readily
apparent. Neither the imagery nor the WVS shore-
line is intrinsically wrong; the WVS data is sim-
ply being rendered at an inappropriately large map
scale. However, a user looking at the shoreline via
a Web service wouldn’t know this if the shoreline
weren’t placed on top of the imagery. Thus, uncer-
tainty annotations are needed in the raw data for
proper visualization in the resulting maps.

WVS’s uncertainty is defmed by a CEP, which
varies depending on the shoreline’s resolution. The

www.computer.org/internet/

highest-resolution shoreline — a 1:250,000 scale —
has 90 percent of its features within 500 meters of
the true geographic location. The WVS shoreline is
represented by a polyline data type with a single
uncertainty for the entire feature. Consequently, we
add the positionalErrorUncertainty element
to the feature to hold the uncertainty information.
The uncertainty type is the CEP uncertainty element
we created previously. A WMS then renders the
resulting raw data to provide a better visualization
of the shoreline’s accuracy at whatever scale is ren-
dered. Figure 7b is a version visualized with uncer-
tainty. In the updated version, the error is displayed
as a semitransparent buffer around the shoreline,
which removes the discrepancy between the WVS
shoreline and the imagery. The resulting visualiza-
tion gives the user an intuitive notion of the data’s
underlying accuracy as well as the proper map scale.
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Annotating Uncertainty in Geospatial and Environmental Data

he two use cases we’ve presented highlight our

approach’s usefulness and demonstrate how
uncertain data can be used in a larger workflow
including visualizations.

Future work in this area should focus on sev-
eral different aspects of using uncertainty with
geospatial and environmental data and services.
As discussed in the introduction, data qual-
ity is a complex concept that includes numer-
ous parameters. Future work should incorporate
other aspects of data quality into the annotation
framework, especially provenance and complete-
ness. Further research is also necessary to inves-
tigate how downstream tools that use uncertain
geospatial and environmental data incorporate
these multiple aspects of data quality. Lastly,
effort must go into updating the OGC standards,
especially GML, to directly support the anno-
tation of geospatial features with uncertainty
information. M
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Context Awareness as a
Service for Cloud Resource
Optimization

Feature: Cloud Computing

Cloud computing architectures involve different actors that can be divided
into four categories: infrastructure- and platform-as-a-service providers, PaaS
clients, and end users. These actors establish contracts with each other with
the intention of optimizing their costs and offering quality service. Paying
attention to end users’ context and providing context awareness as a service
at the PaaS provider level offers several benefits, including that it lets PaaS
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clients develop multimodal services and thus optimize infrastructure use.

that implies synallagmatic con-

tracts — that is, contracts with
mutual obligations and rights -
between the parties. Here, we consider
a cloud computing architecture com-
posed of four contracts with different
(and sometimes conflicting) stakes and
issues. As Figure 1 shows, the result is
a four-tier model:

c loud computing is a value chain

e The infrastructure-as-a-service (laaS)
provider offers cloud infrastructure to
its clients through a (hopefully stan-
dards-based) API; the goal is to cover
its capital expenditure (CAPEX) by
maximizing the loan time of its com-
modity servers.

e The platform-as-a-service (PaaS) pro-
vider is a cloud user that instantiates
virtual machines (VMs) into the IaaS
provider’s infrastructure through its
API; the PaaS provider’s goal is to

1089-7801/15/$31.00 © 2015 IEEE

satisfy its customers while minimiz-
ing its operating expense (OPEX),
which is primarily the cost of renting
VMs from the IaaS provider.

e The PaaS client is a company whose
developers use the PaaS to pro-
pose online cloud-hosted services
to PaaS customers using the PaaS
provider’s development and runtime
tools; the goal is to deliver a speci-
fied service to end users (usually
under best-effort conditions).

e End users buy services from the PaaS
client, with no idea about which
actor or infrastructure lies behind the
PaaS client; the end user’s goal is to
easily access the cloud-hosted service
using heterogeneous devices, ranging
from smartphones to IPTV to PCs and
tablets.

Existing cloud approaches generally
optimize each actor’s CAPEX and OPEX
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Context Awareness as a Service for Cloud Resource Optimization

by reacting to or predicting significant evolu-
tion in the infrastructure’s quality of service
to manage cloud elasticity. However, a more
fine-grained adaptation is possible because end
users’ contexts might imply different service
modalities with different resource needs. The
bottleneck here is the lack of information on the
context, which is required to create more effi-
cient elasticity rules in the cloud.

We propose taking the user’s context into
account at the PaaS provider level, which (as Fig-
ure 1 shows) is a cornerstone of the cloud infra-
structure and is directly connected to end users.
The PaaS provider level — and its inherited, con-
flicting situation of trying to satisfy end users
while optimizing its OPEX — is largely under-
studied. Meanwhile, PaaS is gaining momentum;
Gartner forecasts a compound annual growth
rate of 17.1 percent through 2018.!

Before describing the details of our solution
here, we first offer a reference scenario and an
overview of the PaaS provider’s stakes and issues.

Scenario and Paa$ Cost Model

To set the context for our discussion, we offer
an example scenario and a typical PaaS pro-
vider cost model for renting resources from an
[aaS provider.

Reference Scenario
Our example scenario uses the following four-
tier cloud architecture:

e JaaS provider: Amazon Web Services (http://
aws.amazon.com), a collection of cloud com-
puting services.

e PaaS provider: Heroku (www.heroku.com), a
PaaS that provides services in several pro-
gramming languages.

e PaaS client: Alice, who provides a multi-
media streaming service.

e FEnd user: Bob, who accesses Alice’s service
on his smartphone.

We chose multimedia streaming as Alice’s service
because such services are becoming increasingly
important with the advent of HTTP streaming
solutions such as Dynamic Adaptive Streaming
over HTTP (DASH)? and HTTP LiveStreaming.’
Alice has observed that her clients sometimes
connect with different devices that have different
screen sizes, resolutions, computational capacities
for video decoding, and so on. In her view, even
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Figure I. Global view of a classical cloud architecture using a
platform as a service. The Paas$ client is blind to the context of
service consumption when it comes to cloud elasticity.

if a smartphone is using Wi-Fi at home, there’s
no point in wasting bandwidth offering a high-
quality video version because smartphone screen
resolution can’t take advantage of it. Sending
the high-quality version also introduces latency
because the video data is too large. Thus, users
like Bob might have to wait for video chunks —
and might ultimately give up the service as a
result. Moreover, when video quality is too high
for a device, it can take a toll on the batteries
while decoding data that’s not fully exploited and
doesn’t contribute to quality of experience.

This scenario can be duplicated to numer-
ous devices, each of which typically requires its
own configuration. Given this, Alice wants to
provide an adaptive streaming service that can
encode a video on-the-fly and perfectly fit any
device that connects to her service. She expects
to both deliver a better user experience and
optimize her costs.

Paa$ Cost Model

A key challenge for PaaS providers is to satisfy
the service-level agreements (SLAs) they enter
into with their customers, while decreasing the
associated costs. The ongoing issue is to iden-
tify how a PaaS provider could offer the service
and decrease its PaaS client’s OPEX, while keep-
ing end users’ same perceived value. This per-
ceived value depends on how end users access
the service. As Figure 1 shows, however, the PaaS
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provider has only a limited understanding of the
service consumption context. As a consequence,
to honor its SLA with end users, the PaaS client
aims to provide a commodity service, which we
define as a unique service delivery setting shared
by all its customers. Regarding cloud elasticity for
the PaaS provider, which in turn is a customer of
the laaS provider, the PaaS provider can create
an elasticity function (specified as ¢ here). This
function gives the number of required VMs for a
given timeframe — typically based on the num-
ber of connected end users at that time. So, for a
given time frame 7, o is the number of end users
connected to the PaaS-hosted application and 7,
is the number of VMs to loan to the IaaS provider
for this time frame 7 to serve the o, clients; « is
the default number of VMs when no end users are
connected to the PaaS at runtime. That is,

n,=¢elo) + a|n. €N.

In practice, the PaaS client usually writes
rules for cloud elasticity based on its empiri-
cal knowledge that a single VM for a given fla-
vor can handle a maximum of 3 end users. The
number of different flavors is usually a limited
set (such as small, medium, large, and extra-
large VM configurations). In this case, €(x) =
x/0, and our equation thus becomes

nT:%+a|nTEN.

In pragmatic cloud computing management, the
PaaS client knows how many end users a single
VM can handle; this lets it set up an elasticity
strategy that optimizes 7,.

Usually, this linear relation isn’t continuous
but is instead discrete and encoded using busi-
ness rules.* When triggered, these rules scale
up and down the number 7, of loaned VMs.®
Depending on the IaaS provider, the rules are

e encoded in the PaaS management frame-
work and applied using the laaS provider
API (a PaaS rule engine senses and executes
elasticity rules at runtime); or

e filled on a Web configuration front-end by a
PaaS provider operator.

laaS provider leaders such as Amazon or
RackSpace usually give their clients both means

www.computer.org/internet/

of programming cloud elasticity. However, the
second configuration is chosen primarily when
the ITaaS provider is hosting the entire PaaS
infrastructure, which tends to be the predomi-
nant model today. Prediction models that heav-
ily use machine-learning techniques enhance
these thresholds-based models.%” Such models
typically rely on features that are more complex
than the number of connected clients, such as
the server-side monitoring frameworks. In gen-
eral, the optimization objective relies on the fact
that the commodity service is the same for any
user, so it doesn’t have to handle user-specific
features.

Providing Context Information

on the Paa$

As we now describe, context-awareness informa-
tion can positively participate in the decision-
making process for cloud elasticity.

Context Awareness

It's beyond our scope here to provide a com-
plete state of the art in context awareness, but
IEEE Internet Computing recently published a
literature review.® Here, we define context from
the PaaS provider’s viewpoint as any informa-
tion that describes either the end user’s situa-
tion or the rented resources needed to deliver
the service. The provenance of context is
therefore a fourfold source of information that
encompasses

e end user devices, such as battery levels,
access network, and location;

e network sensors to measure resources such
as bandwidth and traffic;

e user preferences, such as preferred video
resolution and pingback modality upon job
completion; and

e cloud providers’ APIs, such as the number
of rented VMs, their flavors, and so on (the
Cloud Application Management for Plat-
forms, or CAMP, is a common cloud man-
agement interface®).

As we describe in more detail later, the three
main benefits of context awareness at the PaaS
level are the ability to optimize infrastructure costs;
offer context awareness as a service in the PaaS,
which frees developers from a certain amount of
code, configurations, and runtime monitoring; and
permit self-adaptation of the PaasS.
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Figure 2. Management and exploitation of context awareness across the different cloud layers in
a four-tiers cloud ecosystem. The PaaS$ platform is enhanced with context-awareness capacities so
that any change of service modality delivered to the end user has an impact on the cloud elasticity

management.

Managing and Extracting Context

A PaaS provider should be able to model, infer,
and make decisions based on the end user’s
context information. If modeled correctly, the
user’s context can provide interesting hints on
how to tune the service to better match user
expectations as well as to minimize infrastruc-
ture costs. At runtime, when the PaaS deploys
the service, different clients can connect.

The PaaS acts as a cornerstone in the cloud
ecosystem for context awareness management.
The PaaS client (when context awareness is moti-
vated by a multimodal application) or the PaaS
provider (when motivations come from improving
PaaS self-awareness) encode service modality for
delivery as a quadruplet. This quadruplet specifies
the service modality according to the service to
be modulated with respect to context information
and the necessary cloud resources to be rented.
We assume that this knowledge is encoded using
an ad hoc Web interface on the PaaS platform.

At runtime, the PaaS platform regularly
samples context information from the four
different context sources. Interoperability is
achieved through RESTFul APIs, which the lit-
erature discusses for cloud end users'® and pro-
viders.” The PaaS platform’s Context Service
decides whether to adapt the service delivered

JANUARY/FEBRUARY 2015

or rent more or less cloud resources. This Con-
text Service implementation varies from simple
yet scalable approaches, such as decision trees,
to fine-grained yet hardly scalable techniques,
such as one from Semantic Web standards (for
ontologies and rule engines).

Once the service modality is inferred, the deci-
sion is routed to the hosted application through
message routing in the application server (using
the publish-subscribe paradigm) for client-side
service modulation, or to the cloud provider
APIs if the decision implies loaning more or less
resources. Figure 2 illustrates this entire landscape.

Benefits of a Context-Awareness
Service

Our assumption is that, at the PaaS level, con-
text awareness could help enhance the devel-
opment and runtime environments that a PaaS
provider delivers. We now describe the benefits
of context awareness from the PaaS viewpoint.

Optimize Infrastructure

Providing different application behaviors accord-
ing to the end user’s context lets the PaaS pro-
vider optimize the required infrastructure to run
the service. Because it can offer better insight
into the user’s context (including computational
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Proportion of clients (P) ~ Relative
Context (%) cost (C)
HDTV 23 I
Laptop 38 0.93
Tablet 26 0.38
Smartphone 13 0.19

capacities, storage, and remaining batteries),
the PaaS client can deploy different strategies
depending on what the user’s side computes
and, on the PaaS-side, elasticity and so on. Few
studies have investigated the exploitation of end
user context data as input for decision-driven
elasticity of services or infrastructures. Among
these studies, Marcos D. Assuncao and his col-
leagues proposed a model for scheduling server-
based jobs depending on local variations in the
user’s context.!! They demonstrate that end user
context awareness contributes to improving the
overall user experience as well as rationalizing
the cloud computing environment’s resource
use. Dan Miao and his colleagues address a
similar issue for achieving maximum quality of
experience for mobile users in the context of a
cloud-hosted free viewpoint video-rendering
application.'? Context awareness could let devel-
opers encode rules to execute different data man-
agement and computation ability strategies at
runtime based on context.

When the PaaS provider offers fine-grained
architecture management at the development
stage, the runtime architecture better matches
the user’s service-consumption context. Coarse-
grained provisioning models are roughly based
on using a single VM model to represent VMs’
needs to shrink or enlarge the cloud infrastruc-
ture. A fine-grained representation of the end
user context allows for a more optimized provi-
sioning model.

The gain is the savings between a full-fea-
tured service blind to the end user’s context,
minus what each service modality can actually
consume if optimized according to the PaaS cli-
ent’s service-adaptation strategy. In our exam-
ple scenario, a lower-resolution service created
when Bob uses a mobile phone would require
fewer VMs for a distributed encoding algorithm;
it would thus save on infrastructure costs and
increase service delivered to the client (due to
lower latency, better optimization, less energy
consumption for decoding, and so on).

www.computer.org/internet/

As an example, Table 1 shows the breakdown
of Alice’s clients in their access context and the
relative associated bandwidth and VM costs. The
highest costs are for the cable HDTV context. The
proportion of each device is illustrative, yet not
arbitrary; we derived them from a 2012 Google
study.!? This study focused on multiscreen usage
on the Web and television and found that 77 per-
cent of TV viewers don’t use a television. Of that
77 percent, 49 percent use a smartphone (each
with its own particular context and resolution),
and 34 percent use a PC/laptop. For the sake
of our example, we’ll assume the remaining 17
percent are tablets. We infer costs from the fact
that, in this example, Alice’s service sends data
to each device with different resolutions, and we
decrease the bitrate (therefore bandwidth cost)
as the resolution changes. These costs are there-
fore proportional to the difference in resolution
between the device considered and the reference
HDTV device:

HDTV: 1920 x 1080
Laptop: 1620 x 1200
Tablet: 1024 x 768
Smartphone: 800 x 480

Obviously, this is just an illustration; the costs
might not be this linear, and they depend
mainly on the application.

Table 1 lets us determine Alice’s savings
after she has encoded elasticity rules involving
her end users’ context elements. We can pre-
cisely compute the optimal gain G as follows:

i=|Context|
G=1— P, xC; = 0.293

i=1

If context awareness were provided as a ser-
vice to Alice’s developers, she could allocate
and therefore pay for about 30 percent of her
resources, while maintaining acceptable service
quality. This ultimately results in better OPEX
optimization of Alice’s cloud service. As a corol-
lary, Alice is more likely to choose a PaaS pro-
vider that offers context awareness as a service.

Multimodal Cloud-Developed and -Hosted
Applications

Context awareness not only helps optimize OPEX
for PaaS clients, it also makes it possible to
enhance the service delivered to the end user. This
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Context Awareness as a Service for Cloud Resource Optimization

is key, given that cloud market competition has
already driven prices to near zero levels,!'* there-
fore minimizing OPEX costs; consequently, PaaS
clients need another differentiator (mainly, qual-
ity of service).!® By using the end user context as
a data source — that is, a context source — in the
PaaS toolkit, the PaaS provider can develop and
host applications that better match users’ service
consumption contexts. For instance, by giving
the developer information about a user’s social
network and geolocation, the PaaS provider could
build applications that adapt behavior according
to the social proximity of the user’s friends.

Other systems could decrease their band-
width consumption and thus preserve battery
life in end user devices. Because personal and
interactive applications are increasingly mov-
ing to the cloud, providing a user-tailored ser-
vice is highly important.!'

For Alice, a multimodal cloud-developed
and -hosted adaptive video-streaming applica-
tion could be more easily created and deployed
using a context framework provided by her
PaaS provider. Alice’s application would likely
better fit the end user’s service-consumption
context because it would let Alice maximize the
tradeoff between perceived service and device
capabilities by exploiting user context. Thus,
for Alice, providing an adaptive cloud service
means adding value to her service.

Improving the PAAS Self-Awareness
Adaptation decisions based on an end user’s
context can go beyond business logic modula-
tion to enable the PaaS provider itself to per-
form self-adaptation.

By accounting for the end user’s context, the
PaaS could go as far as adapting itself to this
context. This could serve various purposes. For
example, assuming the application was multi-
modal, a PaaS could be personalized at runtime,
and size its memory and CPU footprints accord-
ingly. Thus, the PaaS provider could activate or
deactivate a service on the PaaS side depending
on the user’s needs. This “a la carte” PaaS service
activation would enhance the servers’ memory
footprint. The cumulative effect of this memory
savings per VM might mean that more PaaS VM
instances could fit on the same host machine
because they would presumably be more light-
weight than the full-featured activated ones.

Other scenarios of PaaS adaptation are
also possible. Let’s say Alice delivers videos

JANUARY/FEBRUARY 2015

of soccer games, and the European Soccer Cup
features two different semifinal games simul-
taneously at two different venues. During half
time, spectators at both games would likely use
their handheld devices to watch the highlights
of the other semifinal game. From the PaaS pro-
vider’s viewpoint, all spectators at each game
share the same geographical context; Alice’s
cloud service runtime environment on the PaaS
could automatically detect this and therefore
instantiate more VMs in a datacenter close to
each stadium. Previous studies show that the
cloud’s geographic proximity to end users can
significantly impact system performance. In
one study,'® for example, latency was cut in half
when the VM was moved closer to end users.
The PaaS middleware’s self-adaptation is a win-
win for both end users and the PaaS provider.

Adding context awareness to the PaaS
development toolkit and runtime environment
serves multiple objectives, including that it’s
added value for the PaaS provider because it lets
the provider’s clients provide multimodal cloud
services as well as scale their infrastructure
needs based on user context.

f the four tiers in the cloud architecture, one

tier — the PaaS provider — is at the heart
of our work. The PaaS provider must constantly
manage its cost model (primarily, the resources
it rents from its IaaS) and its revenue model (its
service delivery to end users anytime and any-
where). Right now, the service is delivered with
some elasticity, because the cloud is naturally
dynamic. However, it’s also possible for the ser-
vice to be modulated from full-featured to a
lightweight service with user-specified features.
Given their position in the cloud infrastruc-
ture, PaaS providers could offer a way to tune
up or tune down their loaned cloud resources
or service modalities, depending on the policies
written by the application developers or PaaS
administrators.
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JTangCSB

A Cloud Service Bus for Cloud and Enterprise

Application Integration

Cloud and enterprise application integration (CEAI) is a new challenge as more

enterprise applications migrate successfully to cloud environments. However,

achieving CEAI properties such as multitenancy, cloud-level scalability,

and environmental heterogeneity is nontrivial for enterprise applications

originally built under the assumption of centralized management. A concrete

implementation of the cloud service bus approach, called JTangCSB, addresses

the challenge of handling these properties and demonstrates its feasibility in

practice.

users, enterprise applications in
cloud environments must not only
cooperate with other cloud-based ser-
vices but also keep data synchronized
with on-premises software. According to
a recent survey by Oracle, 81 percent of
1,355 surveyed business mangers cite full
integration as an important requirement
for achieving the benefits of cloud com-
puting (https://emeapressoffice.oracle.
com/imagelibrary/downloadmedia.ashx?
MediaDetailsID=2905&tSizeld=-1).
However, cloud and enterprise appli-
cation integration (CEAI) is a signifi-
cant challenge due to the fundamental
management assumptions in traditional
enterprise-computing environments
(centralized) versus cloud environments
(open and distributed). Traditional EAI
and its associated software tools such as
the enterprise service bus (ESB)! work

T o offer maximum value to their
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well for single companies and stable
workloads, but as enterprise applica-
tions migrate to the cloud, important
assumptions no longer hold. In this
article, we examine three properties that
are relatively uncommon in traditional
EAI but considered critical in cloud
environments in general and CEAI in
particular:

e Multitenancy. We focus on the soft-
ware-as-a-service (SaaS) model, with
cloud services supporting multiple
tenants in the same cloud. CEAI chal-
lenges related to sharing and isolation
management include multitenancy
identification, access control, data
storage, and service executions, all of
which affect performance, reliability,
and security.

e (Cloud-level scalability. With the number
and scale of cloud services constantly
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Signiﬂcant work addresses the challenges of individual cloud
and enterprise application integration (CEAI) properties in
the context of services computing. We describe some represen-
tative examples here for illustration purposes, but new papers
are published every year in conferences such as the International
Conference on Web Services (ICWS), IEEE Conference on Ser-
vices Computing (SCC), IEEE International Conference on Cloud
Computing (IEEE CLOUD),and ACM Symposium on Cloud Com-
puting (SOCC), as well as in journals such as IEEE Transactions on
Services Computing. For multitenancy, Steve Strauch and his col-
leagues investigate the requirements for multitenant enterprise
service bus (ESB) solutions, propose an implementation-agnostic
ESB architecture that addresses these requirements, and discuss
the prototype realization with a performance evaluation.'? For
cloud-level scalability, Luis Vaquero and his colleagues discuss the
initiatives, relevant efforts, pending challenges, and trends in whole-
application scalability in cloud environments.?> For environmental
heterogeneity, Nikolaos Georgantas and his colleagues introduce
interoperability solutions based on abstracting and merging the
common high-level semantics of interaction paradigms in the
future Internet, where complex applications will be composed
from extremely heterogeneous systems.**

Additional research combines two of the three CEAI proper-
ties — for example, Frangoise Baude and his colleagues illustrate
scalability and heterogeneity through a prototype implementa-
tion of an Internet-wide service cloud, providing a fully transpar-
ent means to access, compose, and deploy services through a
federation of distributed ESBs.® CloudScale combines scalability
and multitenancy in a prediction-driven, elastic, resource-scaling
system for multitenant cloud computing;’ its lightweight and
application-agnostic properties make it suitable for large-scale
cloud systems. Jiacai Ni and colleagues propose an adaptive data-
base schema design method for multitenant applications that
achieves good scalability and high performance with low space.®
Sanjeev Kumar Pippal and Dharmender Singh Kushwaha combine
multitenancy and heterogeneity in a simple, robust, query-effi-
cient, scalable, and space-saving multitenant database architec-
ture for heterogeneous environments.’”

To the best of our knowledge, JTangCSB is the first research
product that explicitly addresses all three CEAI properties
through a careful combination of multitenancy-aware data stor-
age and service execution,'>®? distributed integration engine

6,10,11

and service bus topology, efficient autoscaling algorithms

and targeted performance optimization mechanisms (for cloud-

)3,7,I2,I3
’

level scalability and integrated data semantics, as well as

various kinds of adaptors (for environmental heterogeneity).*>?

In industry, some companies and open source organiza-
tions also focus on CEAl — for example, MuleSoft provides an
integration-platform-as-a-service (iPaaS) product called Cloud-
Hub (www.mulesoft.org), and Jitterbit has various integration
solutions for small to medium-sized enterprises (www.jitterbit.
com). Aobing Sun and colleagues developed a public software-

as-a-service (SaaS) platform by using the cloud service bus to
support service-oriented architecture-based software and eas-
ily combine the primitive mechanisms in SaaS.!" However, these
products primarily focus on the connection problem, with only
partial support for the three CEAI properties.
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expanding, CEAI must be scalable in multiple
dimensions. Efficient and proactive autoscaling
mechanisms must be developed to ensure scal- e
ability, not only to increase the number of cloud

www.computer.org/internet/

services offered but also to maintain each ser-
vice as integration needs grow.

Environmental heterogeneity. Different plat-
forms, languages, APIs, and communication
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styles increase the pressure on seamless
CEAIL Achieving it for heterogeneous sys-
tems will require various adaptors, unified
integration semantics, and environment-
aware management mechanisms.

The cloud service bus (CSB) approach builds
on ESB and service-oriented integration (SOI)
concepts to bridge the gap between EAI and
CEAI by supporting the provisioning, con-
sumption, and execution of available integra-
tion services.? CSB is designed to support CEAI
properties such as multitenancy, cloud-level
scalability, and environmental heterogene-
ity, and it also includes a marketplace to make
global integration services available to CEAI
components.

We developed a practical CSB implementa-
tion called JTangCSB as a platform for efficient
and cost-effective integration service delivery.
Its multitenancy-aware mediation components
and flows support integration with SaaS in
clouds. Distributed integration engine and ser-
vice bus nodes make the architecture more scal-
able to the increasing number of cloud services
and their expanding scale; autoscaling algo-
rithms and targeted performance optimization
mechanisms support large-scale integration and
ensure quality-of-service (QoS) requirements.
JTangCSB’s various adaptors and integrated
data semantics also support environmental het-
erogeneity. We tested JTangCSB with a realis-
tic case study: a company trying to integrate a
customer relationship management (CRM) ser-
vice in an SaaS platform (Salesforce) and an
enterprise communications portal (ECP) system
in a platform-as-a-service (PaaS) infrastruc-
ture (offered by China Telecom) with some on-
premises software.

JTangCSB: A Concrete CSB
Implementation

As Figure 1 shows, JTangCSB consists of four
layers: infrastructure, core assets, business
logic, and presentation.

The first layer — infrastructure — contains
all the basic resources (computing, network,
disk, and so forth) to support JTangCSB’s daily
operation. It consists of several JTC-Rendez-
vous, each of which represents a distributed
resource center over the Internet. The basic unit
of JTC-Rendezvous is JTC-VM, which is used to
host CSB containers.

JANUARY/FEBRUARY 2015
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The second layer — core assets — contains
all the software resources (components, medi-
ation flows, and services). The components are
deployed on CSB containers — concrete pro-
cessing nodes that provide a runtime environ-
ment for the components. Component instances,
mediation flows, and services are all stored in
a global semantic space, with mediation flows
connecting the component instances (to sup-
port cloud-level scalability, components and
mediation flows have a cluster implementation).
Services represent the cloud applications or
on-premises software that are registered with
the mediation flows. The component instances
and mediation flows are multitenancy-aware,
meaning they know which tenants are invoking
them and can take appropriate tenant-specific
actions. Multitenancy support consists of reg-
istries for services, components, and mediation
flows, along with a registry center that contains
tenant information. A set of tenant and config-
uration registries stores configuration informa-
tion for tenants and mediation flows, as well as
the mappings to tenants and permissions.

The third layer — business logic — is respon-
sible for processing management functions. By
using distributed and scalable bus nodes, the
distributed CSB engine provides a runtime envi-
ronment for the mediation flows, including data
transformation, message routing, flow orchestra-
tion, and pubish-subscribe middleware. It also
provides configuration management and runtime
monitoring to collect statistical information and
logs. To fulfill the defined integration logics, the
integration controller is in charge of managing
integration-related resources. The mediation flow
manager can define and manage integration sce-
narios by using other resource managers (service,
component, tenant, and configuration managers)
to generate multitenancy-aware components and
organize them to be multitenancy-aware media-
tion flows. The container manager manages CSB
containers, and a component framework OSGi
handles the lifecycle management for the media-
tion components in all the containers. The load
balancer evenly distributes workloads in these
containers, and the auto-scaling component sat-
isfies variable user demands by adjusting the
number of CSB containers. Finally, the access
controller handles the identification and authen-
tication of all the tenants and users, managing
all authorized accesses transparently. It sup-
ports the Lightweight Directory Access Protocol
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Figure 1. The JTangCSB architecture has four layers: infrastructure, core assets, business logic, and presentation. The
infrastructure layer contains all the basic resources (computing, network, disk, and so forth); the core assets layer
contains all the software resources (components, mediation flows, and services); the business logic layer is responsible
for processing management functions; and the presentation layer contains three components that allow utilization,

administration, and interaction with JTangCSB.

(LDAP) and single sign-on services, which can be
used to provide role-based access by login once
in a session.

The last layer — presentation — contains three
components that allow utilization, administra-
tion, and interaction with JTangCSB. The JTC-
Toolset facilitates development tasks for CEAI
by providing a mediation component develop-
ment kit and a mediation flow designer. The two
tools are Eclipse plugins for component develop-
ment and mediation flow design, respectively.
The Web-based console provides administration,
management, and monitoring functionalities for

38 www.computer.org/internet/

platform managers. Finally, the Web service API
enables the integration and communication of
internal components and external services (cloud
applications or on-premises software).

Implementation and Functionality
JTangCSB supports the three CEAI properties
through a variety of design and implementation
techniques.

Multitenancy Support
To create a multitenancy environment for CEAI,

we developed a module in the tenant manager
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component based on the architecture that Steve
Strauch and his colleagues proposed.> Spe-
cifically, we deployed a shared LDAP service
(based on OpenLDAP) to consistently manage
tenant and user information and to provide
role-based access in the access controller com-
ponent. We also implemented single sign-on to
let users login once to gain access to all their
authorized assets.

To achieve data isolation, we used a shared
database for storing multitenancy data. By add-
ing a tenant column for each resource table, the
shared registry is multitenancy-aware and pro-
vides isolation across tenants.

To support multitenancy service executions,
tenant-based deployment and configuration for
mediation flows are part of the mediation flow
manager’s implementation. A tenant can create
a new mediation flow instance or register itself
with an existing shared instance. JTangCSB can
also support each tenant’s behavior by adding
tenant-specific configurations to the registry cen-
ter when required. Besides tenant-based deploy-
ment and configuration, we designed all adaptors
and message processers to be multitenancy aware
by providing an identity-distinguishing service
in front of the core functionality. With this ser-
vice, they can identify different tenants and users
by their ID and then perform operations accord-
ing to tenant-specific configurations.

An important consideration in multitenancy
support is performance. To support performance
scalability as the number of tenants and requests
increases, JTangCSB provides a cluster imple-
mentation for each component instance (starting
from one node). Because component instances
of the same mediation flows can have different
workload intensities, the finer-grained cluster
solution might be more efficient and cost-effec-
tive. For each component instance cluster, the
autoscaling module will dynamically adjust the
number of nodes to adapt to changing work-
loads. Within a cluster, the load balancer selects
the node with the shortest queuing length to
serve a request. Due to the variety of workload
patterns in a production environment, we also
provide interfaces for each component instance
cluster to adopt its own customized autoscaling
and load-balancing algorithms.

Cloud-Level Scalability Support
As Figure 2 shows, JTangCSB uses a distributed

service bus architecture to extend traditional ESB

JANUARY/FEBRUARY 2015

functionality with a bus node’s scalable hierar-
chical organization. Similar to the ESB runtime
environment, each PeerBusNode is equipped with
a normalized message router (NMR) to handle
local communication. The NMR provides the
mediated message exchange infrastructure to
allow components (adaptors and processers) to
interoperate in a standard way via binding com-
ponents (BCs) and service engines (SEs). BCs
provide connectivity between external services
and the CSB environment (Web services and so
on), and SEs provide business logic and trans-
formation services to other components. A Dis-
tributedNMR implements messaging between
components hosted in different PeerBusNodes.
The DistributedNMR is a virtual cross-node NMR,
connected with JMS (Active MQ). Thus, a large
number of messages can be handled by PeerBus-
Nodes in a distributed manner, making JTang-
CSB’s messaging capability highly scalable.

Because component instances of the
same mediation flows can have different
workload intensities, the finer-grained
cluster solution might be more efficient

and cost-effective.

JTangCSB containers can be deployed in dif-
ferent PeerBusNodes. Because relative physical
distances between containers often result in
different data transfer rates, the placement of
these containers can help achieve high perfor-
mance, especially for large-scale CEAI projects.
JTangCSB does this by reducing the amount of
data being transferred via an automated con-
tainer placement algorithm:

1. The algorithm determines the average mes-
sage size between any two adjacent nodes
based on system logs.

2. The algorithm models each possible con-
tainer topology as a queuing network (QN).
The container is represented by a service
center, whereas the Internet between con-
tainers is modeled as a load-dependent ser-
vice center whose service time is based on
message size and network bandwidth.
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Figure 2. [TangCSB’s distributed service bus architecture. Each PeerBusNode is a stand-alone runtime
environment for handling communications among local mediation components. The UltraBusNode
manages and coordinates communications among PeerBusNodes based on Java Management
Extensions (JMX) and the global message routing table.

. The algorithm calculates each QN’s response
time.

. The algorithm selects the topology with the
shortest response time and redeploys the
containers by using VM migration tech-
niques. The actual topologies can include
fork and join operators.*

Multiclass fork-join queuing network (FJQN)
models are needed for the second and third
steps. We proposed an approximated calcula-
tion method called horizontal decomposition to
solve this kind of problem.®

Environmental Heterogeneity Support

JTangCSB provides a variety of adaptors that
can be implemented by different languages
through OSGi to enable communication with
heterogeneous services, thus connecting cloud
applications and on-premises software. The
SOAP WS, RESTful WS, and database adap-

40 www.computer.org/internet/

tors also translate data formats between Web
services within CSB and distributed (hetero-
geneous) services. Assuming semantic com-
patibility, the various services connected to
different adaptors become connected and inte-
grated, despite different hardware and software
platforms, languages, APIs, and tenants.
JTangCSB also supports various communi-
cation styles, including message-based, pub-
sub, and event-driven — specifically, the CSB
engine handles common communication com-
ponents such as Apache Active MQ, Opensplice
DDS, and Esper. To make this heterogeneous
data machine understandable, we integrated
semantics into the global storage space to sup-
port automatic sharing and exchange of hetero-
geneous data via the open source OWL API and
Jena toolset. It’s this global semantic space that
makes automatic sharing and exchange more
efficient for heterogeneous data, despite differ-
ences in languages, interfaces, and platforms.
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Figure 3. Case study. (a) The integration scenario for client registration: step 1, client creates an account in CRM; step
2, CRM synchronizes client information with an on-premises financial system; and step 3, the case study company’s

system sends the registration result to the client using ECP’s short message service. (b) The evaluation setup. This

practical environment helped us evaluate J[TangCSB for an integration scenario.

Experimental Evaluation

We tested JTangCSB with a realistic case study,
and the experimental results show the feasibil-
ity and effectiveness of the CSB approach.

Application Integration Scenario

and Evaluation Setup

Using JTang(CSB, our case study company defined
seven mediation flows with 17 mediation compo-
nents (six adaptors and 11 message processers).
As a representative workload, we used the cli-
ent registration process in Figure 3a to evaluate
JTangCSB’s performance. Figure 3b shows the
implementation, which includes a CRM adap-
tor, an ECP adaptor, and a database adaptor to
connect with CRM, ECP, and an on-premises
financial system, respectively. The adaptors use
a broadcaster, a content filter, and a data for-
mat transformer to translate and exchange data
among them.

To evaluate the configuration in Figure 3b,
we deployed JTangCSB as a private integration
platform in our two JTC-Rendezvous located in
Hangzhou and Suzhou (two cities in China, about
160 km apart). Each JTC-Rendezvous consists
of 48 Dell PowerEdge R710 servers; the physical

JANUARY/FEBRUARY 2015

servers within each JTC-Rendezvous were con-
nected by 1-Gbit Ethernet, and the two JTC-
Rendezvous were connected by 10-Mbit Internet.
Due to publication restrictions on the production
environment, we replaced the Salesforce CRM
and China Telecom ECP services with equivalent
request/response services that simulate CRM and
ECP. We deployed the simulated services on Ama-
zon EC2 (VMs on Compute Optimized C1 Medium
instances) to maintain their distributed nature — ditto
the workload generator (emulated clients). We
measured performance metrics such as response
time via the workload generator (from request to
response) and the throughput via the last compo-
nent of each running mediation flow.

Multitenant Overhead Evaluation

To evaluate JTangCSB’s overhead, we chose the
multitenancy support and measured system perfor-
mance with 2, 10, and 50 tenants. The workload
ranged from 800 to 2,000 clients, and the bench-
mark consisted of requests that invoke one of the
seven mediation flows. The invoking ratio among
the seven flows is 3:7:10:12:13:20:35, derived
from the logs of the company’s production system,
which was deployed as a commercial application
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Figure 4. Experimental results of multitenancy overhead and placement optimization: (a) throughput (workload),
(b) response time (workload), (c) throughput (message size), and (d) response time (message size).
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supported by JTangCSB. Figures 4a and 4b present
the measured throughput and response time from
the experiments separately.

The multitenant support overhead compared
the cases of 2, 10, and 50 tenants with the non-
multitenant-aware implementation. The multi-
tenant support overhead is unnoticeable until
workload 1,200; for workloads at 1,800 and
higher, the average response time becomes too
long (higher than 1 second) for realistic service-
level agreements. The cases between 1,200 and
1,600 show that multitenant support achieves
the same response time, but a small throughput

www.computer.org/internet/

penalty (between 10 and 20 percent). Perfor-
mance differences for the increasing number
of tenants (2, 10, and 50) are quite small (less
than 10 percent). Our experimental results show
that the overhead introduced by multitenancy in
JTangCSB is acceptable, demonstrating effective
support of multitenancy.

Container Placement

Optimization Evaluation

Evaluating a sophisticated software platform
such as JTangCSB is an ongoing process and a
subject of active research. To determine whether
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JTang(CSB could achieve cloud-level scalability,
we compared its intelligent container placement
method with a simple random placement method.
In this experiment, the workload was constant at
1,000 clients, and the message size in the client
registration flow varied from 1 Kbyte to 1,000
Kbytes. Figures 4c and 4d show the through-
put and response time for the different message
sizes. Using the intelligent placement method, the
throughput remains high until the message size
reaches 1,000 Kbytes. In comparison, the ran-
dom method causes the throughput to decline as
message size grows larger than 10 Kbytes. The
response time measurements show the same trend.
The main reason for this response time (and
throughput) difference is message delivery
overhead via the Internet. In this flow, original
client-generated messages will be sent on two
paths: one for the ECP and the other for the on-
premises financial system. The message size for
ECP is always small (less than 1 Kbyte) because
of the data transformation filter. However, the
message for the financial system is almost the
same size as the original message (only the for-
mat’s been changed). Thus, our intelligent con-
tainer placement method avoids large amounts
of data being transferred over the Internet, giv-
ing better performance than the random one.

he growing success of migrating enterprise

applications to cloud environments is increas-
ing the pressure to integrate enterprise applica-
tions with other distributed services on clouds.
Our future work will evaluate JTangCSB in more
detail by conducting extensive experiments and
adapting it to more application domains, not just
the enterprise-computing environment. i¢
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| Know Where You’ve Been
Geo-Inference Attacks via the Browser Cache

To provide more relevant content and better responsiveness, many websites

customize their services according to users’ geolocations. However, if geo-

oriented websites leave location-sensitive content in the browser cache,

other sites can sniff that content via side channels. The authors’ case studies

demonstrate the reliability and power of geo-inference attacks, which can

measure the timing of browser cache queries and track a victim’s country, city,

and neighborhood. Existing defenses cannot effectively prevent such attacks,

and additional support is required for a better defense deployment.

eolocation is valuable, privacy-
G sensitive information about users:

websites have a strong interest
in obtaining it to provide personalized
services and advertisements, and hack-
ers' want to exploit it for spear phish-
ing and social engineering attacks.
Geolocation leakage can cause tremen-
dous damage to a user’s privacy.

A traditional way for websites to
identify users’ locations is through IP
addresses,”> but this method is often
unreliable. First, IP address-based
geolocation tracking isn’t accurate for
mobile networks.> For example, one
recent study® found that more than 90
percent of the mobile devices in Seattle
could be associated with IP addresses
located more than 600 miles away
from the city. Second, users can inten-
tionally use anonymization services,
such as VPN and Tor (www.torproject.
org), to hide their real IP addresses.
Recent advancements in mobile
devices let websites obtain geolocation

1089-7801/15/$31.00 © 2015 IEEE

information from GPS sensors, but
modern browsers disable the access
to this data by default to protect user
privacy. Nevertheless, even though
mobile browsers require users’ explicit
permission to access GPS data, we show
here that attackers can exploit side
channels to infer their geolocations
without that explicit permission.

Prior research has unveiled numer-
ous privacy-leaking side channels via
the browser cache.*8 Specifically, tim-
ing attacks on the browser cache were
introduced to sniff browsing history
more than a decade ago;* Andrew Bortz
and his colleagues later deployed similar
timing attacks on additional Web appli-
cations and scenarios.” The geolocation
inference, or geo-inference, attacks that
we describe in this article are based on
the simple assumption that users usu-
ally visit location-oriented websites
for places where they currently live or
plan to visit — for example, when vis-
iting Google’s main page, users are
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automatically redirected to their specific coun-
try page for Google, such as www.google.com
.sg in Singapore. Starting from this assumption,
we conducted experiments on three popular web-
sites, Google, Craigslist, and Google Maps, and
found that by conducting geo-inference attacks
via the browser cache, attackers can reliably
infer a user’s country, city, neighborhood, and
even home address. After running experiments
on five mainstream browsers, we also found
that Chrome, Firefox, Safari, Opera, and Internet
Explorer are vulnerable to such attacks. Aided by
a multicountry proxy service (Hotspot Shield), we
then browsed the Alexa Top 100 websites in five
different countries (US, UK, Australia, Japan, and
Singapore) and found that 62 percent of them
contain location-sensitive resources and are sus-
ceptible to geo-inference attacks.

Security researchers have proposed various
defense solutions against browser-cache sniffing,
including cache segregation, which restricts
browsers to caching only same-origin resources.’
Here, we discuss other potential defenses for
geo-inference attacks and propose a server-side
solution to mitigate such attacks.

Problem Definition

The adversary in a geo-inference attack! is
someone who controls at least one Web server
and hosts a malicious site (such as attacker
.com) that can run JavaScript on the victim’s
browser but can’t compromise browser code or
bypass the same-origin policy.!® To advertise
the malicious site, the attacker can promote
it via search engine optimization (SEO) and
disseminate its shortened URL through emails,
social networks, and advertisements.

Let’s assume that Alice is an ordinary Web
user who doesn’t clear her browser cache fre-
quently; she usually visits sites specific to her
geolocation to take advantage of customized
local services. When Alice visits the attacker’s
malicious site in the browser on her desktop,
laptop, or mobile device, she denies the unfamil-
iar site’s request to access her device’s location.
However, the malicious payload in attacker.com
can sniff any location-sensitive resources left
by sites such as Google, Craigslist, and Google
Maps via side channels, as Figure 1 shows.

Browser Cache Timing Channels
To reduce websites’ page-load time, today’s

mainstream browsers utilize memory or disk

JANUARY/FEBRUARY 2015
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Figure I. Geo-inference attacks. The malicious
website sniffs location-sensitive resources left by
location-oriented sites such as Google, Craigslist,
and Google Maps via timing side channels in the
browser cache.

cache to save infrequently changed resources
such as image, JavaScript, and CSS files.

Although browser cache improves page-
loading efficiency for users, it also introduces
side channels to attackers. By measuring the
load time for a specific site twice in a victim’s
browser, the attacker can determine whether
the user has visited the site previously — if the
difference is smaller than a certain threshold,
for example, the user has been to the site at
least once.*

Geo-Inference Attacks

via the Browser Cache

As part of a case study on browsing history,
Gilbert Wondracek and his colleagues de-
anonymized social network users by analyz-
ing their visited URLs.® In this article, we
show the implication of timing attacks in de-
anonymizing the user’s geolocation. In geo-
inference attacks, the attacker makes guesses
about the victim’s geolocation and then que-
ries the cached resources corresponding to
that geolocation. By utilizing the resources
left by location-oriented sites in the browser,
geo-inference attacks provide an oracle for
attackers to verify the user’s country, city, or
neighborhood, as Figure 1 shows.
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For example, let’s say that for an anonymous
submission to the IEEE Symposium on Security
and Privacy, a paper author wants to check
which of the 20 program committee members
visits her supplementary website (as cited in the
paper). Let’s suppose that the PC members are
from 20 different but known cities: PC mem-
bers’ information is usually public on the con-
ference’s website. The author can mount various
geo-inference attacks on her supplementary
website (which is only available to reviewers) to
identify the PC members by querying whether
the site’s visitors come from any of the 20 cit-
ies. The author has a fair chance of successfully
inferring a paper reviewer, even if the visit is
made through a Web proxy.

Case Studies

To study geo-inference attacks at various gran-
ularities on mainstream browsers, we set up a
website that contains scripts for exploring the
side channels the browser cache has created. We
used two well-known timing channels: page-
load time and resource-load time. We also used
two other vectors for querying that haven’t
been widely explored: cross-origin resource
sharing (CORS) and <img>’s complete property
(www.comp.nus.edu.sg/~prateeks/papers/Geo-

inference.pdf). Using them together, we can
explore these channels to first find the victim’s
country via Google, infer via Craigslist the city
in which the victim is located in that country,
and then finally determine his or her neighbor-
hood via Google Maps.

Locate Your Country: Google

To infer a user’s country, we must first determine
which page from Google’s geography-specific
domains is in the browser cache. To achieve
this, we start with Google’s logo image, the URL
for which consists of Google’s local domain —
for example, www.google.com.sg/images/srpr/

logol1w.png.

Image-load time is the interval between
requesting the image file and when the browser
finishes rendering the image. We measured the
image-load time of Google logos from Google’s
191 regional domains to determine the victim’s
geolocation, setting the start time as an attribute
of the image tag and the end time in the onload
event handler. We made three measurements for
image-load time: the first without cache and the
other two with. If the first image-load time was

www.computer.org/internet/

significantly larger, we inferred that the image
wasn't cached in the user’s browser, implying
the user hasn’t visited the country-specific site
recently. If the time difference was sufficiently
small — say, 10 ms — we inferred that the image
hits cache, implying the user recently visited
that site. Because each logo represents one
local domain, and one domain is hosted in each
country, where each country’s logo is cached
out of the 191 options indicates the country in
which the victim lives or recently visited.

Below is the code segment we used to
measure image-load time:

var image = document.createElement (“img’);
image.setAttribute( startTime’, (new
Date() .getTime()));

image.onload = function()

{
var endTime = new Date().getTime();
var loadTime = endTime - parselnt
(this.getAttribute( startTime’));

}

We found that the image-load time in each
Google domain without cache was much larger
than that with cache. Figure 2a shows this
difference. Because there’s only one request for
Google’s logo image, the browser directly reads
it from the cache when reloading the cached
image file, and the average image-load time is
usually minimum, say, 1 or O ms.

Locate Your City: Craigslist

Several websites offer city-specific content —
Craigslist, for example, offers classified advertise-
ments for 712 cities worldwide. All of Craigslist’s
subsites are city-oriented (such as newyork
.craigslist.org) and can be loaded in frames; to
locate the user’s city, we measured page-load
time, setting the start time as an attribute of the
iframe and the end time in the onload event han-
dler. Specifically, we measured the page-load time
of Craigslist’s city-oriented websites in the user’s
country that we inferred from the previous step
three times in iframes. If the difference between
the page-load time in the first attempt and the
last two was significantly large — say, 500 ms —
we inferred that the page wasn’'t cached in the
user’s browser, implying the user recently hasn’t
visited the city-specific page; otherwise, the page
had been visited. Suppose that the user always

IEEE INTERNET COMPUTING
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Figure 2. Reliability of geo-inference attacks. (a) Difference in image-load time (in ms) without cache (> 129 ms)
versus with cache (0 ~ | ms) for Google’s 191 regional domains on a Mac OS X running Chrome in Singapore. (b)
Difference in page-load time (in ms) without cache (> 1,000 ms) versus with cache (approximately 220 ms) for 100
Craigslist sites on a Mac OS X running Chrome in Singapore. (c) Difference in image-load time (in ms) without cache
(> 50 ms) versus with cache (0 ~ | ms) for 4,646 map tiles of New York City from Google Maps on a Mac 0S X

running Chrome in Singapore.

buys or sells goods on Craigslist locally in his
or her city; from the recently visited page
(cached page), the attacker could determine the
user’s city.

Our attacks reliably identified whether a
city-specific page was cached in the user’s
browser. We considered the average page-load
time of the latter two measurements as the time
with cache. As Figure 2b demonstrates, the
difference is quite large, implying that it’s easy
for the attacker to distinguish whether the page
is cached in the user’s browser or not.

JANUARY/FEBRUARY 2015

Locate Your Neighborhood: Google Maps

To extend our study to a finer granularity, we
exploited the cached resources from Google’s
online map service, Google Maps. These maps
are actually tessellations of map tiles, with
each tile localized at a predicable URL. After
manually analyzing the URLs of the requests
for map tiles, we determined that the URLs have
patterns that are a function of real geolocation
coordinates. For example, we can derive the
coordinates (12627, 23720) of “Grand Loop Rd,
YellowStone National Park, WY 82190, USA”
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from the requesting URL (https://www.google.

com.sg/maps/vt/pb=!1m5!1m4!1i15!2i12627!3
123720!4i128!2m1!1e0!3m3!5e1105!12m1!1e47
14e0). Although the coordinates aren’t the real
geographic coordinates, we can predict the URLs
of one specific area’s map tiles corresponding to
the coordinates, as we explain next.

We recorded the URLs of tiles on the map’s
edge of the user’s city, which we verified via
Craigslist; next, we derived the coordinates
from the URLs and calculated the coordinates of
the map tiles within the city’s area. We further
predicted the URLs of all the map tiles in the
user’s city. After that, we measured the image-
load time of the map tiles in the city. When the
user starts to browse the Google Maps website
on his or her desktop, laptop, or mobile device,
Google Maps usually automatically zooms in
to the user’s current location based on the GPS
sensor or IP address. Thus we can locate the
victim’s recently visited streets and neighborhood
by sniffing the victim’s visited map tiles.

We set the start time as an attribute of the
image and the end time in the onload event
handler. In our experiments, we measured the
image-load time for all 4,646 map tiles in New
York City on Google Maps three times. If the
image-load time at the first attempt is much larger
than the latter two — say, 40 ms — it indicates a
cache miss for the image, implying the user hasn’t
recently visited a page that contains this map tile.
If the difference between each time is quite small
— say, 10 ms — the image is in the cache.

We found that the image-load time of map
tiles from Google Maps without cache was
much larger than that with cache. Therefore,
we can reliably determine the user’s location

www.computer.org/internet/

by measuring the image-load time of map
tiles in the user’s city. As Figure 2c shows, the
huge difference makes it quite straightforward
to distinguish whether the specific map tile is
cached in the browser or not. Our technique
detects a set of tiles corresponding to city areas
recently browsed by the user, which always
includes the wuser’s actual location because
Google Maps automatically centers the map
there when first accessed.

In this case, Google Maps has 4,646 map
tiles for the entire city — so, worst case, the
attacker needs to make 4,646 queries to locate
the victim. According to our experiments,
one Web attacker can verify approximately 5
to 10 geolocations every second (as Figure 2c
shows), which amounts to eight minutes’ time
in a single-threaded execution, assuming the
attacker doesn’t speed up the process with
parallel queries. Because multiple map service
sites exist, such as Bing Maps and Yahoo Maps,
the attacker can also probe the map tiles for
these sites with the same technique.

Prevalence of Geo-Inference Attacks
In addition to our case studies with Google,
Craigslist, and Google Maps, we found that
mainstream browsers on different platforms as
well as other popular websites are susceptible to
geo-inference attacks.

Susceptible Browsers and Platforms

We conducted additional experiments on five
mainstream browsers — Chrome, Firefox, Safari,
Opera, and Internet Explorer — on different
platforms. As Table 1 shows, the mainstream
browsers on both desktop and mobile platforms
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are susceptible to geo-inference attacks. To
show that geo-inference attacks aren’t affected
by the user’s location, we switched the region to
US, UK, Australia, Singapore, and Japan with
Hotspot Shield, but we didn’t find any large dif-
ferences in the results for these browsers. Due
to limited space, we only show the Singapore-
based results in Chrome in this article.

Location-Sensitive Resources

in the Alexa Top 100 Websites

To demonstrate the susceptibility of websites
to geo-inference attacks, we analyzed the
Alexa Top 100 websites and identified location-
sensitive sites and resources. We exclude 45
domains that fall into one of the following
categories:

e sites highly related to specific countries
(google.de or yahoo.co.jp, for example);

e sites known to contain pornographic content
(such as xvideos.com and xhamster.com);
and

e unreachable sites (such as akamaihd.net and
googleusercontent.com).

Using Hotspot Shield, we visited the 55
remaining websites in five different countries
(US, UK, Australia, Japan, and Singapore) and
recorded the URLs of cached resources for each
website. We also automatically compared the
collected URLs from different countries with our
analysis tool, sorted out the URLs that vary in
different countries, and then manually verified
the resources with the same functionality but a
URL that changes from country to country.

As Table 2 shows, 62 percent of the websites
we studied have location-sensitive resources,
such as domain and logo, with 34 of them
having country- or region-specific URLs,
and 20 containing location-sensitive logos.
Thus, any user who has recently visited these
websites is vulnerable to exposing geolocation
information to attackers.

Predictable URLs of Map

Tiles in Popular Map Services

We also investigated 11 websites that pro-
vide map services: Google Maps, Bing Maps,
Yahoo Maps, arcGIS, HERE, OpenStreetMap,
ViaMichelin, MapQuest, WikiMapia, Navion-
ics, and Mappy in May, 2014. As Table 3 shows,
the URLs of map tiles from these sites are all

JANUARY/FEBRUARY 2015

[mcomputi“g Previous Page | Contents | Zoomin | Zoom out | Front Cover | Search Issue | Next Page

>
> <o

“Q_mags

THE WORLD'S NEWSSTAND®

| Know Where You’ve Been

statically predictable — in the example URL
column, the red parts can be predicted based
on exact coordinates in the map. Thus, for one
area, an attacker can predict all the map tiles
in this area and further conduct geo-inference
attacks to infer the user’s visited streets and
likely neighborhood.

Defenses

Technically speaking, geo-inference attacks
can be prevented by existing defenses against
privacy leakage via the browser cache. However,
there are trade-offs to consider when deploying
such defenses.

Pros and Cons of Existing Defenses
Before describing our server-side solution, let’s
review existing defenses.

Private browsing mode is not the answer. Pri-
vate browsing mode (Private Browsing in Safari
and Firefox, Incognito Mode in Chrome, Private
Window in Opera, and inPrivate Browsing in
Internet Explorer) prevents browsers from per-
manently storing any history, cookies, or other
client-side states for websites. But contrary to
what the name suggests, it doesn’t prevent the
caching of Web resources during users’ private
browsing sessions. Instead, all cache incurred
during private browsing mode is automatically
cleared after the user closes the window: users
are still susceptible to geo-inference attacks via
the browser cache.

Can VPN or Tor prevent attacks? Geo-inference
attacks are based on timing attacks against
the browser cache, so they aren’t affected by
VPN services that replace the user’s original
IP addresses. Although the current version of
Tor Browser Bundle (version 3.5.2.1) disables
disk cache in browsers by default, memory
cache is still active, making it similar to pri-
vate browsing mode. Browser cache is available
until the user closes the browser, at which point
the cache stored in memory is invalidated. For
browser caches, we also find that TorBrowser
adds an additional “domain=string” property
to label every cache entry with the top-level
window’s domain (www.torproject.org/projects/
torbrowser/design/#identifier-linkability).
Therefore, TorBrowser can protect users from
geo-inference attacks when the malicious page’s
top-level URL is different from the targeted
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flickr.com - — adcash.com - -
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sogou.com - = cnet.com i \
vimeo.com = =
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site. However, for mashup websites, all the
embedded sites in frames share the same top-
level window’s domain — that is, the mashup’s
domain. The malicious embedded site can query
the cache status of other embedded sites’ cached
location-sensitive resources to infer the user’s
geolocation. Thus only adding “domain=string”
property on the cache entry is insufficient. To
prevent timing attacks, other researchers® con-
sider two observers: the site embedding the
content and the host of the content to label the
cache entry. In contrast, TorBrowser only uses

www.computer.org/internet/

the top-level window’s domain as the “domain”
field to enforce the caching mechanism. There-
fore, the researchers’ solution defeats geo-
inference attacks in the mashup scenario, but
TorBrowser does not. We've run our experi-
ments on TorBrowser v3.5.2.1 and found that
TorBrowser can still leak users’ geo-location
information for mashup websites.

Segregating browser cache works but is expen-
sive. Current browsers don’t have explicit

boundaries or restrictions among different
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WikiMapia
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domains. Previous research® deployed a same-
origin policy on the browser cache to pre-
vent CORS from loading resources stored by
the original sites. In principal, such a solution
would defeat geo-inference attacks, but to our
knowledge, this solution hasn’t been adopted by
modern Web browsers as a default setting. Per-
formance could be one of the reasons why, so
we implemented a prototype of the cache seg-
regation policy in Chromium (version 34) and
measured the estimated performance overhead
incurred from it.

Current browsers can store all cacheable
resources, but with a cache segregation pol-
icy, Chromium could only cache same-origin
resources, not CORS. After all cacheable resources
were stored in the vanilla Chromium and
same-origin resources cached in Chromium
with the cache segregation policy, we measured
the page-load time for the Alexa Top 100 websites
(except three unreachable sites: googleusercontent
.com, akamaihd.net, and thepiratebay.sx). As
Figure 3a shows, the same-origin caching policy

JANUARY/FEBRUARY 2015

triggered more than a 50 percent performance
overhead, indicating that the same-origin caching
policy can affect page-load time significantly.

Our Approach

Geo-inference attacks are ultimately caused by
Web applications’ increasing complexity and the
amount of information in them. Accordingly,
Web applications (or their developers) should pay
attention to privacy in addition to functional-
ity. Perhaps location-sensitive resources, such
as country-specific logos, shouldn’t be iden-
tified in Web sessions or cached in browsers.
On the server side, Web developers can set the
“Cache-Control: no-cache” directive in the HTTP
response header for location-sensitive resources
to instruct browsers not to cache those resources
(although identifying them is a difficult task for
today’s complex Web applications).

To address this issue, we designed a proto-
type tool to help Web developers identify loca-
tion-sensitive resources. Essentially, it collects
the URLs of the cached resources that we found

-
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Figure 3. Our solution compared to segregating browser cache. (a) Enforcing a same-origin caching policy adds 20
to 300 percent performance overhead to load each site compared with the vanilla version without that policy.
(b) Enforcing our solution of not caching location-sensitive logos only adds 0.7 to 20.7 percent performance overhead

compared with the vanilla version.

during our manual testing of Web applications
from different geolocations (behind VPN ser-
vices) and then compares and automatically
labels those URLs that are potentially location-
sensitive. Web developers can verify these
resources corresponding to this scaled-down set.
We evaluated our solution on 20 applications
that contain country-specific logos (see Table
2). We first measured the page-load time for 20
applications in Chromium with all cacheable
resources cached, and then measured it again
without those logos cached. As Figure 3b shows,
no caching for location-sensitive resources only
adds a 0.7 to 20.7 percent performance overhead
compared with the loading time of each site with
cached logos, which is much better than sim-
ply segregating the browser cache as in Figure
3a. Compared to segregating the browser cache
(which prevents sites from loading all cross-ori-
gin cached resources), our approach sets restric-
tion only on location-sensitive resources, which
are usually just a small portion of non-mapping
sites. However, if a website contains numerous
location-sensitive resources, such as Google
Maps, this solution might trigger a huge perfor-
mance overhead as the trade-off for privacy.

As we've demonstrated here, browser cache
is a known and still open channel to leak

52 www.computer.org/internet/
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privacy information to unintended parties.
Geo-inference attacks are one example of leak-
ing geolocations to malicious websites. Beyond
browser cache, many more resources are shared
between different Web origins in the browser,
including the network stack, storage, and cook-
ies. Any “leftover” state of one Web origin can
leak information to another Web origin. Future
research can look into how to exhaustively
identify all potential leakage channels in dif-
ferent shared states in browsers and how to
defend against these channels. M
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The Effectiveness of Security
Images in Internet Banking

Many Internet banking websites use security images as part of the login

process, under the theory that they can help foil phishing attacks. Previous

studies, however, have yielded inconsistent results about whether users notice

that a security image is missing. This article describes an online study of 482

users that attempts to clarify the extent to which users notice and react to the

absence of security images. The authors found that most participants entered

their password even when the security image and caption weren’t present.

ing websites display a security

image and caption each time
a user logs into his or her account.!
When users first register for an account,
they're prompted to pick a security
image from a list of available images,
and to create a caption to accompany
the image. The user is presented with the
security image and caption on all subse-
quent logins, and instructed not to log
in if the image or caption is missing or
incorrect. This strategy is expected to
help protect users from phishing attacks:
If a phishing website mimics a real one
in all ways except that it doesn’t show
the user’s chosen security image, a vigi-
lant user might notice the absence of
the image and refuse to log in. Bank of
America, for example, uses an image, an
image title, and three challenge ques-
tions, together known as the SiteKey.?
PNC Bank displays a user-selected per-
sonal security image and a caption cre-
ated by the user®; and Santander Bank’s
approach is similar.*

A s a security measure, many bank-

1089-7801/15/$31.00 © 2015 IEEE

Despite the almost ubiquitous use of
security images on banking sites, their
effectiveness at preventing phishing
attacks is uncertain. Even setting aside
strategies that a sophisticated attacker
might use to show the correct security
image on a phishing site, we don’t have
a good understanding of users’ abil-
ity to notice that an expected image is
missing and then refuse to log in.

Previous studies of the effective-
ness of security images have reached
divergent conclusions (see the side-
bar). In one, 92 percent of participants
proceeded to log into their real bank
accounts even when the security image
was absent.® In another, 60 percent of
users of an online assignment-submis-
sion system noticed missing security
images and refused to log in.® These
studies used different methodologies,
making it difficult to reconcile their
results or isolate specific reasons for the
divergence. Additionally, both studies
occurred in settings sufficiently dif-
ferent from real-world online banking
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Related Work in Security Indicators

Several studies have shown that visual security indicators,
including special toolbars and SSL warnings, are often inef-
fective."? Min Wu and his colleagues additionally found that
many users either don’t know about phishing attacks (which
security images are intended to prevent), or don’t realize how
sophisticated such attacks can be.'

To our knowledge, only two prior studies, with diver-
gent results, specifically examine the effectiveness of security
images. Stuart Schechter and his colleagues evaluated several
security measures commonly used in online banking, including
security images.> They divided participants into three condi-
tions: role-playing, security-primed, and using their own real
bank accounts. Only two of 60 total participants (both in the
real account condition) refused to enter their passwords when
the security image was removed.

In this study, participants were primarily university stu-
dents, and many of those recruited opted out, possibly biasing
the sample toward less-security-conscious users. In addition,
Schechter and his colleagues structured the study as a series
of tasks, with participants unable to proceed until they’d com-
pleted the current task. Finally, the experimental lab setting
might have influenced users to feel safer, obey authority fig-
ures, and complete the tasks despite any misgivings.

Amir Herzberg and Ronen Margulies examined phishing
detection using an assignment-submission system in a univer-
sity computer science department. Over three semesters,
they simulated several phishing attacks, offering students incen-
tives for correctly detecting attacks. When they used interac-
tive security images — that is, participants were required to
click on the image during login — almost 60 percent of par-
ticipants successfully detected phishing when the image was

absent. In this study, all participants were computer science
students (with presumably high levels of technological literacy),
were primed to anticipate attacks, and were given incentives
to detect phishing. Moreover, the authors specifically removed
participants who didn’t attempt to detect attacks. These meth-
odological differences could account for the divergent results
between the two studies.

Our study attempts to address some shortcomings of the
two prior studies, while examining not just whether security
images are effective but also which factors (including size,
interactivity, and habituation) impact their effectiveness. We
also varied participants’ security priming and their compen-
sation to test how these changes affect the results. We use
the Amazon Mechanical Turk crowdsourcing service (MTurk)
to recruit participants who are significantly more diverse than
typical student samples.®
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scenarios that it’s difficult to generalize from
their results.

We conducted an online study of security
images’ effectiveness that addresses some limita-
tions of previous studies by accounting for habit-
uation, addressing participant motivations, and
varying security images’ visual characteristics. We
found that security images are only marginally
effective — overall, 73 percent of our participants
logged in even when the security image was absent.
Moreover, our results suggest that varying the
visual characteristics of security images has little
to no impact on their effectiveness. The effective-
ness of security images is similarly unchanged with
varying levels of user habituation and motivation.

Study Methodology
We built a banking website with a similar look
and feel to an actual banking website, shown

JANUARY/FEBRUARY 2015

in Figure 1. We recruited participants using the
Amazon Mechanical Turk (MTurk) crowdsourc-
ing service. To avoid priming, we didn’'t inform
them about the study’s true purpose; instead, we
told participants they were to test the website’s
direct deposit functionality. To complete the
study, participants were instructed to “report
deposits” by logging in to their accounts, click-
ing a button, and entering the amount that was
deposited into their bank account. During login,
participants entered their user ID, then entered
their password on the screen with their secu-
rity image and caption. After logging in, par-
ticipants were shown the amount deposited
into their account. We required most partici-
pants to report five deposits over at least five
days; in one condition, we shortened the study
to two deposits over at least two days. Partici-
pants could report each deposit no sooner than
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Figure I. Fictitious bank website used in the study, designed to
closely mimic a real banking website. After entering their user ID,
users were taken to a second page where their chosen security
image and caption were displayed.
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Figure 2. Login screen with security image and caption as shown
in the control condition. We instructed users not to enter their
password unless their chosen security image and caption were
present.

24 hours after the previous deposit (or after
the start of the study). To remind participants
to report the next deposit, we sent a reminder
email with a link to the website to each partici-
pant 24 hours after each deposit report (or after

starting the study).

We required participants to report five
deposits to simulate habituation to security
images and captions. To promote realism, par-
ticipants who completed the study received

56 www.computer.org/internet/

as compensation the total amount that was
“deposited” into their accounts. Each time they
logged in, participants were shown the follow-
ing message: “If you do not recognize your Per-
sonal Security Image & Caption then DO NOT
enter your password and email us immediately
at [email address].” This message was similar
to that displayed at an actual banking website.
Figure 2 shows the login screen with the secu-
rity image, caption, and the message.

When the participant accessed the site to
report the final deposit, the security image and
caption were replaced with an “under mainte-
nance” image. We restored the security image
and caption for any login attempt 5 or more
minutes after that time. This simulates a real-
life scenario when the user doesn’t see the secu-
rity image upon accessing a phished website.

We recorded whether participants entered
their passwords in the 5-minute period during
which the security image and caption weren’t
displayed. After participants reported the final
deposit, the site directed them to an exit survey,
which asked several questions about security
images and participant demographics.

Conditions

We defined 12 conditions, which fall into seven
categories. The first category consists of our
control condition, whereas the others explore
specific factors that could influence security
images’ effectiveness: appearance, interactiv-
ity, the ability to customize images, the lack
of a caption, and methodological variations. In
addition, one category explores the effects of
varying multiple factors at the same time. The
study had a between-subjects design, mean-
ing we assigned each participant to exactly one
condition. We assigned participants randomly
to one of the first nine conditions. Conditions
10-12 tested variations in study methodology;
we solicited participants for these separately
(in parallel with soliciting participants for the
other conditions) because the methodological
variations being tested required small changes
to the study advertisement.

Condition 1, our control condition, closely
mimics PNC Bank’s security image implementa-
tion. The study site displays the security image
chosen by the participant at 100 x 100 pixels.

In conditions 2 and 3, the image differs in
appearance. Using these conditions, we explored
whether security images with different visual
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features make it more likely that a participant
will notice that a security image is missing:

e In condition 2, large image, the chosen secu-
rity image is shown at 300 x 300 pixels, or 9
times larger than in the control.

e In condition 3, blinking image, the security
image is programmed using JavaScript to
blink repeatedly to draw the user’s attention.

Conditions 4-6 require different interaction
from the user. These conditions test whether
requiring participants to interact with the secu-
rity image makes it more likely that they will
refuse to log in when the security image is
missing:

e In condition 4, interactive image, partici-
pants must click on the security image
before they can enter their passwords.

e In condition 5, copy random word, par-
ticipants must copy a random word placed
within the security image before they can
enter their passwords.

e In condition 6, copy caption, participants
must copy the caption displayed with the
security image before they can enter their
passwords.

Condition 7, custom image, reflects differ-
ences in customization. Rather than choosing
from a list of available images, participants
upload an image of their choice. This condi-
tion tests whether letting users customize their
security image increases its effectiveness.

Condition 8, the multifeature condition,
reflects differences in customization, appear-
ance, and interactivity. Participants upload an
image of their choice. The image blinks con-
tinuously (using JavaScript), and participants
must click on it before they can enter their
passwords. This condition tests whether the
simultaneous presence of features present indi-
vidually in other conditions improves security
images’ effectiveness.

In condition 9, no caption, we didn’t ask par-
ticipants to create a caption during account reg-
istration, and no caption is shown during login.
Security images are commonly accompanied by
a caption. However, we wanted to decouple the
security image’s effect from the caption’s effect.

Conditions 10-12 follow different study
methodologies. We designed these conditions to

JANUARY/FEBRUARY 2015

test the effects of study duration (and habitua-
tion) and monetary and other incentives:

e In condition 10, two logins, we asked partici-
pants to log in to the account twice, instead
of five times as in other conditions. The sec-
ond time they logged in, we removed the
security image.

e In condition 11, more pay, we paid partici-
pants twice the amount of money as in the
base condition.

e For condition 12, more security conscious, we
put in the following message in the consent
form and instructions page, in an attempt to
make participants more security conscious:
“Recently, internet banking websites have been
under attack. If your account is compromised,
you will not receive payment for the study.
It is important for you to take the necessary
security measures, such as to choose a hard-
to-guess password.” During a debriefing at the
end of the study, we explained to participants
that the message was fictitious and its purpose.

We conducted the study in April and May
2013. Of the 569 individuals who signed up for
an account on our website, 482 (85 percent)
completed the entire study by reporting five
deposit amounts over five days (or two deposit
amounts over two days for users in the two
logins condition). Participants who reported at
least one deposit amount tended to complete
the entire study — only 15 didn’'t finish the
study after reporting one or more deposits. The
remainder of this article focuses on the 482
participants who completed the entire study.

Study Results

We received numerous emails from participants
about the “under maintenance” security image,
asking us whether to log in given the absence
of their security image and caption. We replied
by telling participants not to log in, to try again
after a few minutes, and to only log in when the
correct security image and caption appears. We
discuss participant email more later.

Security Image Effectiveness

Across all conditions, 352 of 482 participants
(73 percent) entered their passwords when their
security image and caption weren’t displayed.
The remaining 130 participants (27 percent)
didn’t. Table 1 shows results by condition.
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Condition Entered password No. of participants who entered

number Condition name (percent) password/total participants p-value
| Control 75.00 30/40

2 Large image 86.84 33/38 0.185
3 Blinking image 57.14 24/42 0.088
4 Interactive image 74.36 29/39 0.948
5 Copy random word 63.64 21/33 0.292
6 Copy caption 69.77 30/43 0.595
7 Custom image 82.50 33/40 0.412
8 Multifeature 74.36 29/39 0.948
9 No caption 78.05 32/41 0.746

352/482

73.03

Total

Notes: Shading groups conditions that fall under the same category: conditions 2 and 3 (differing in appearance), 4—6 (differing in interaction), and
10—12 (differing in study methodology). The p-value reflects a X2 comparison between each condition and the control.
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We used an X? test (& = 0.05) to compare the
11 experimental conditions to the control con-
dition. No condition showed a significant dif-
ference from the control, but the blinking image
condition showed the most improvement in par-
ticipants declining to log in when the security
image wasn’'t shown.

We also found no statistically significant dif-
ference in security images’ effectiveness based on
participants’ gender, country, major/degree/job,
level of education, or security experience.

Sentiment toward Security Images

At the end of the study, we asked participants to
rate (on a 5-point Likert scale) their agreement
or disagreement with five statements about
their security image. We compared the results
between conditions (X?, o = 0.05), binning
“strongly disagree,” “disagree,” and “neutral”
responses as one response group and “agree”
and “strongly agree” as another.

The following are some of the statements we
asked participants to respond to.

Of the participants in the control condi-
tion, 5 percent agreed or strongly agreed with
the statement, “Using a security image as part
of the login process was annoying.” Across the
experimental conditions, agreement varied
from 2.2 to 18.2 percent of participants. Fig-
ure 3 shows participants’ responses. Although
no condition showed a statistically significant
difference from the control, the copy random

www.computer.org/internet/

word and copy caption conditions (18.2 and
16.3 percent, respectively) appear to be most
annoying, and could perhaps be significant
at a larger sample size. Condition copy ran-
dom word required users to type in a random
word placed in the image, whereas the copy
caption condition required users to type in
the security caption shown beneath the image
each time they logged in to the account. This
requires additional effort and slows the login
process, so it was consistent with our expec-
tations that sentiment could be negatively
affected.

Participants were relatively evenly split on
the statement, “I wish that my bank’s website
used a similar security image”: 42.5 percent of
participants in the control condition agreed or
strongly agreed, and agreement or strong agree-
ment in experimental conditions ranged from
42.4 percent (copy random word) to 71.8 per-
cent (multifeature). The only statistically sig-
nificant result was in the multifeature condition
(p = 0.009), in which 71.8 percent of participants
agreed or strongly agreed. This might have been
due to a combination of noticeability and con-
venience: the image was supplied by the partici-
pant, blinked, and had to be clicked on before a
participant could log in, but the amount of effort
required during the login process was minimal
(an extra click).

The vast majority of participants reported pay-
ing attention to the security image: 92.5 percent
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in the control condition, and between 84.2 (large
image condition) and 100 percent (multifeature
condition) in experimental conditions did not
agree with the statement, “I did not look at the
security image before I entered my password.”
Notably, this is a much higher fraction of par-
ticipants than the fraction that declined to log
in when the security image was absent. As with
the previous statement, the condition that varied
most from the control was the multifeature condi-
tion. Although this difference wasn'’t statistically
significant at this sample size, it does suggest
that the multiple additional features might have
made more participants look at the security image
before they entered their password.

Qualitative Feedback

We received nearly 300 emails from partici-
pants on a range of topics. Most were proce-
dural or administrative — users requiring a
password reset, asking for clarifications on how
the amount would be deposited into the account,
asking when the email with information on the
next deposit would be sent, or simply confirm-
ing that they reported the deposit amount. In
addition, we received numerous emails from
participants who informed us when their secu-
rity image was replaced with an “under main-
tenance” image. Lastly, several users provided
feedback on the study.

We received email from 32 participants
informing us that their security image and cap-
tion wasn't shown when it was changed to an
“under maintenance” image. Of these partici-
pants, a minority reported logging in despite
noticing that the security image was absent. For
example, a participant commented that “when I
realized that my security image was missing, I
came very close to sending you an email . . . but
then I thought that maybe the study wanted to
see if [ would proceed with login.” Another par-
ticipant commented that “I did notice the under
construction and wasn’t sure what to do. Had
this been my actual bank account, I would have
exited and tried again later. But since I knew I
was supposed to check in every day I didn’t want
to chance it so I continued through, clicked on
it, and entered my password.” Yet another par-
ticipant wrote, “The wrong security image came
up today. I got an under maintenance sign. But
I signed in with my password anyway because
I was afraid I would not receive my $3.50 if I
did not sign in.” This feedback suggests that
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Figure 3. Participants’ responses to the statement that “using a

security image as part of the login process was annoying.”

although we tried to make the study as realis-
tic as possible, participants’ awareness that they
were taking part in a study and their desire
to complete the study might have led them to
log in despite the “under maintenance” image
at a greater rate than they would have in prac-
tice, based on these email reports. On the other
hand, users in real-world scenarios might have
their own compelling reasons for logging in
even when they notice something amiss.

Evaluating Password Strength
We examined the strength of the passwords
created by the 482 participants who completed
the entire study by subjecting the passwords to
a password-cracking algorithm.

Our method for cracking passwords simu-
lated an attacker with moderate knowledge of
current password-cracking tools. The specific
tool we used was oclHashcat-1.20, a popular
tool known for its support of many hashing
functions and its exploitation of parallelization
through GPUs. We used oclHashcat’s most pop-
ular attack mode, a rule-based attack, in which
an attacker uses mangling rules to transform
dictionary entries into additional guesses. The
dictionary we chose consisted of three public
leaks (RockYou, Yahoo, and MySpace), the com-
mercial Openwall dictionary, an inflection dic-
tionary (different tenses of natural-language
words), and a Google Web corpus. We used
roughly 300,000 randomly generated mangling
rules supplied with oclHashcat to define the

59

>
[mcomputmg Previous Page | Contents | Zoomin | Zoom out | Front Cover | Search Issue | Next Page m;“iz‘;s?ﬁi


http://www.qmags.com/clickthrough.asp?url=www.computer.org/internet/&id=19210&adid=logo
http://www.qmags.com/clickthrough.asp?url=www.qmags.com&id=19210&adid=logo
http://www.qmags.com/clickthrough.asp?url=www.qmags.com&id=19210&adid=logo
http://www.qmags.com/clickthrough.asp?url=www.computer.org/internet/&id=19210&adid=logo

[mcomputi“g Previous Page | Contents | Zoomin | Zoom out | Front Cover | Search Issue | Next Page

Track: Best Conference Papers

60

transformations. These rules are a subset of a
large number of mangling rules generated by
oclHashcat developers, selected and ordered
based on their effectiveness when used against
the RockYou dataset. It’s reasonable to assume
that an attacker with moderate familiarity with
oclHashcat could perform a similar, or simi-
larly effective, attack, though a more experi-
enced attacker could use a more sophisticated
and effective approach. We ran the cracking
algorithm to 5.6 x 10'? guesses, which corre-
sponds to anywhere from an hour to days of
work for an attacker, depending on available
hardware and hash functions used to protect
the passwords.

Overall, we cracked 54.1 percent (261) of
participants’ passwords. Of these participants,
80.1 percent (209) entered their passwords when
the security image was missing, compared to
64.7 percent (143) of participants whose pass-
words weren’t cracked. This difference is statis-
tically significant (X2, p = 0.0002). This shows
that participants who created stronger pass-
words (not cracked within 5.6 x 10'?2 guesses)
paid more attention to security images. One
possible explanation for this is that participants
who create strong passwords are likely to be
more security conscious or knowledgeable than
those who create weaker passwords, so it would
be reasonable for those same participants to
also pay more attention to security indicators
such as the security image and caption.

Implications

As with other studies, the one described in this
article has several limitations. For example,
our study used fake Internet banking accounts,
rather than real ones. Although we tried to
make the experience as realistic as possible in
terms of look and feel, participants’ motivation
to log in within the study would have differed
from their motivation in a real setting. As with
other biases potentially caused by the study
framing, this one would likely affect all con-
ditions equally, minimizing its impact on com-
parisons between conditions; however, this bias
might have influenced the overall finding that
security images are ineffective.

Our methodology varied both the level of
habituation and the strength of motivation. In
practice, however, both effects would likely
be stronger, because users interact with their
online banking accounts over a period of years

www.computer.org/internet/

rather than days, and their real accounts are of
significantly higher value than we could simu-
late in the study.

In practice, phishing attacks come in many
forms. Our methodology involved mimick-
ing one such attack; others could be more (or
less) successful, potentially leading to different
login rates in the presence of an attack than we
observed.

In our control condition, 75 percent of par-
ticipants entered their passwords even when
their security image and caption weren’'t shown.
This result differs from the study by Stuart
Schechter and his colleagues, which found (in a
lab setting) that 92 percent of participants using
their own online banking accounts did so.”

Our interactive image condition, in which
participants were required to click on their
security image before logging in, is comparable
to the method Amir Herzberg and Ronen Mar-
gulies used in their study.® We found that 74
percent of participants in this condition entered
their passwords despite the missing security
image; in contrast, only 40 percent of partici-
pants in the Herzberg study did so.

In each case, we attribute the difference in
observed user behavior to differences in meth-
odology. The Schechter study took place in a
setting in which participants might have been
particularly likely to ignore security concerns,
whereas in the Herzberg study, participants
were incentivized to detect phishing attacks.
We believe our methodology strikes a balance
that is more consistent with real-world use of
security images. Consistent with this, the frac-
tion of our participants that detected phishing
attacks falls between the ranges reported in
previous work.

Overall, our results suggest that security
images are generally not very effective, espe-
cially when compared to other more secure,
albeit expensive, methods, such as using a
security token for two-factor authentication.

In general, and perhaps surprisingly, our
results suggest that requiring additional login
tasks doesn’t lead to significantly greater effec-
tiveness, but can create greater annoyance. For
example, participants who had to type in a word
that appeared in the image or type in the security
caption before they could enter their password
weren’'t more successful at evading simulated
phishing attacks. However, these participants
experienced greater levels of annoyance with
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the login process, suggesting that adding non-
trivial complications or tasks to the login pro-
cess doesn’t improve the effectiveness of security
images and similar security measures.

Interestingly, the multifeature condition, in
which participants defined the security image,
the image blinked, and participants had to click
on the image, proved no more effective than
conditions with much subtler image effects
and fewer attention-grabbing features. This is
despite the fact that more participants in the
multifeature condition stated that they looked
at the security images before entering the pass-
word than in the control condition. This high-
lights a gap between reported noticeability and
the likelihood of logging in when the security
image was absent, which we also observed
across conditions.

None of the interactive conditions, in which
users had to click or type something related
to the security image before they could enter
a password, significantly affected the security
image’s effectiveness. This result diverges from
that of Herzberg and Margulies.®

In the interactive image condition, partici-
pants might have clicked on the image with-
out noticing whether it was correct. In the two
copy conditions, users reported more annoy-
ance than in the control condition, suggesting
an increased awareness of the security image.
However, the added inconvenience might have
made participants glad to find the site “under
maintenance” because it let them proceed more
quickly.

Also surprisingly, participants who uploaded
their own images to use as their security image
— instead of choosing from a list of website-
provided images — weren't significantly more
effective at noticing the image’s absence.

Finally, to the extent that our study exposed
these factors, habituation, the financial com-
pensation to participants, and the amount of
security priming participants received didn’t
significantly affect participants’ ability to
notice and effectively react to missing security
images.

G iven our findings that security images aren’t
especially effective, banks and other com-
panies that currently use them should con-
sider alternative approaches, such as two-factor
authentication (using a one-time password sent

JANUARY/FEBRUARY 2015

via text message, generated through software
installed by the customer, or provided by a
hardware token).

We also found that users who created weaker
passwords paid significantly less attention to
security images. Although we can’t definitively
conclude that this group is less security con-
scious in general, anecdotal evidence suggests
they might be. This suggests that a specific sub-
set of users who generally adopt poor security
practices constitutes a weak link in securing an
organization or company. Perhaps these users
can be identified and encouraged to improve
their security behavior. M
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building usable access-control systems with sound
theoretical underpinnings, developing languages and
systems for runtime enforcement of security poli-
cies on programs, and generally narrowing the gap
between a formal model and a practical, usable system.
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Interest is growing in how enterprises should capitalize on social technologies

such as social networks, blogs, and wikis. A social enterprise is one that

strives to open up new communication channels with stakeholders using such

technologies. The authors suggest an architecture and a guiding framework to

help integrate social technologies into enterprise operations.

are embracing internal social networks, but

for the most part, they’re not getting much
from them.”! Inadequate sponsorship and over-
emphasis on technology are the most cited rea-
sons for this limited return on investment (ROI).
However, we identify another reason undermin-
ing social network adoption: the lack of tangible
benefits that demonstrate how these networks
add value to enterprise operations. Enterprises
still aren’t sure about the ROI of Web 2.0 tech-
nologies,? although expenditures on these tech-
nologies are skyrocketing, and were expected to
reach US$4.6 billion globally by 2013 (http://
readwrite.com/2008/04/20/enterprise_20_to_
become_a_46_billion_industry/). With such sub-
stantial investment, enterprises need coaching
on how their business applications can capitalize
on Web 2.0 technologies to draw from relevant
information such as markets trends, consumer
comments, and supplier strategies. Usually, get-
ting this information requires processing large
volumes of structured and unstructured online
data (big data).

A social enterprise is one that, in addition to
having an online presence, strives to open up new
communication channels with various stakehold-
ers using Web 2.0 technologies such as social

A ccording to Gartner, “many large companies
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networks, wikis, and blogs. Andrew McAfee was
the first to introduce “Enterprise 2.0” to describe
the use of emergent social software platforms
within or between companies and their partners
or customers.®> According to Gartner’'s Forecast
Analysis, enterprise social software has seen
24.4 percent growth since 2009.* This makes it
the fastest-growing software market, but it must
work hand in hand with regular business pro-
cesses to ensure Enterprise 2.0’s success (see www.
bluekiwi-software.com/en/bk-blog/report-the-
state-of-social-business-2013). As Rob Cross and
his colleagues state, “Enterprise 2.0 only works if
it is part of a business process. It's great to work
in new ways, but it’s not enough. To make it real,
it has to be very practical.”® Today’s enterprises
shouldn’t miss out on riding the Web 2.0 wave
— many opportunities are still untapped. How-
ever, they should ride this wave in a gradual and
controlled way. According to one study, “A recent
survey of 1,160 business and IT professionals
shows that while 46 percent of the organizations
increased their investments in social technologies
in 2012, only 22 percent believed that manag-
ers are prepared to incorporate social tools and
approaches into their processes.”®

Our proposed architecture lays down the social
enterprise’s foundations, while our framework

IEEE INTERNET COMPUTING
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An Architecture and Guiding Framework for the Social Enterprise

offers guidelines on how to identify,
evaluate, select, and roll out Web 2.0
initiatives that work to transform the
enterprise into a social one.

The Social Enterprise

A social enterprise shouldn’t restrict
itself to just social relations (such as
friendship and collegiality) between
people only. Using appropriate social
relations, an enterprise could connect
other components, such as tasks,’
machines,”® and databases.’ With
support from peers, any enterprise
component should be able to form
or join the networks upon which end
users can perform social queries.!°
Supporting our recommendations
that today’s objects have the capac-
ity to socialize, Wei Tan and his col-
leagues state that

Most social networks connect people or
groups who have similar interests or fea-
tures. In the near future, we expect that
such networks will connect other entities,
such as software components, Web-based
services, data resources, and workflows.
More importantly, the interactions among
people and nonhuman artifacts have
significantly enhanced data scientists’
productivity.”!

Given this, let’s look at our architec-
ture for the social enterprise.

Enterprise Architecture

An enterprise architecture describes
the necessary components on which
an enterprise operates to offer ser-
vices to or make products for cus-
tomers. The selected architecture
type affects the enterprise’s business
model. Indeed, an enterprise with an
online presence through a website
expects that customers will submit
orders online. In contrast, another
enterprise might require that custom-
ers come in person to place orders.
Different variations of online and
offline business models are possible
depending on the enterprise itself, the
nature of services and products, what
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Figure I. Architecture for the social enterprise. Structured and unstructured
data are processed into information that becomes knowledge over time.

legislation is in place, IT infrastruc-
ture status, and so on.

A social enterprise architecture
must be strongly coupled with Web
2.0 technologies to support the enter-
prise in reaching out to stakeholders,
including customers, suppliers, com-
petitors, and regulatory authorities.
Unknown people (such as discussion
group members) can also be stake-
holders and can thus interact with the
social enterprise. This isn’t the case
with traditional (that is, nonsocial)
enterprises, in which stakeholders
must be known in advance. The busi-
ness world refers to structured busi-
ness processes that the enterprise rolls
out in response to internal and exter-
nal events, such as receiving custom-
ers’ orders. The social world backs the
business world by offering new forms
of communication with the enter-
prise’s stakeholders. We can connect
these worlds through a meet-in-the-
middle environment.

Figure 1 illustrates our social
enterprise architecture. The level
of control swings from strict in the
business world to loose in the social

world, showing how much control
an enterprise can exercise over the
operations it initiates. In the business
world, processes consist of tasks that
manage business artifacts such as
bill, customer, and order. A business
artifact is “a concrete, identifiable,
self-describing chunk of information
that can be used by a business person
to actually run a business.”'? Dedi-
cated business process management
platforms assist engineers to design,
develop, deploy, and track processes.
In the social world, these processes are
built on the fly (that is, unstructured)
in response to actions (tasks) that
Web 2.0 applications allow users to
execute (posting comments, inviting
friends, chatting online, and so on)
in order to manage social artifacts.
These social artifacts abstract specific
objects or events associated with Web
2.0 applications such as a Facebook
invite, a Twitter updating account,
or photo tagging in Instagram. To
bridge the gap between the business
and social worlds, the meet-in-the-
middle environment acts as an inte-
grator through connectable building
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Business world Social world
Term Definition Term Definition
Process Constitutes the enterprise’s know how Process Is built on the fly in response to actions that
Web 2.0 applications allow users to execute
Artifact Consists of a chunk of information that Artifact Abstracts objects/events associated with
business people use Web 2.0 applications
Knowledge Establishes what the enterprise knows about Knowledge Establishes what the enterprise gets to
the environment through official channels know about the environment through Web
(legislation and sales across the country); 2.0 applications (such as tweets on new
knowledge helps define the enterprise’s goals products)
(to increase sales volume by 20%)
Task Defines what the enterprise executes to Action Defines what the enterprise can execute
reach its goals; tasks are put together to over Web 2.0 applications: creating an
form business processes account, inviting people, and so on
Stakeholder Defines those who interact with the Stakeholder Defines those who use Web 2.0 applications

enterprise through official channels to interact with the enterprise; anonymous

and affect its business goals; business stakeholders are accepted

stakeholders are known by default

blocks called social machines (SMs).®
These SMs provide specialized APIs
that encapsulate both the business
world’s tasks and the social world’s
actions; the business world can now
act over the social artifacts (as when a
marketing business process launches
a new campaign on Facebook) and
vice versa (online comments on the
campaign are used to adjust the mar-
keting business process). We can see
from Figure 1 how structured and
unstructured data are processed into
information that becomes knowledge
over time.

Table 1 shows a taxonomy of terms
associated with our social enterprise
architecture that helps further bring
the business and social worlds together.

Guiding Framework

Our framework is a set of guidelines
that help the future social enterprise
to embrace Web 2.0 technologies.
These guidelines frame this journey
from three perspectives. The technol-
ogy perspective identifies the future
Web 2.0 applications (built on Web
2.0 technologies) that will sustain
an enterprise’s growth and support
the enterprise in achieving its goals.
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The organization perspective puts in
place the necessary procedures to
ensure an efficient use of future Web
2.0 applications (to avoid misuses).
Finally, the management perspec-
tive identifies the relevant metrics
(or key performance indicators)
that will help an enterprise evalu-
ate this efficient use to determine
tangible benefits. The organization
and management perspectives are
our response to the overemphasis
of technology we discussed in the
introduction.

Technology

Most available Web 2.0 technolo-
gies were launched first in the open
Web and have since been customized
in response to enterprises’ needs and
requirements. However, this custom-
ization occurs without a careful ana-
lysis of these technologies’ benefits
and limitations. Blindly copying the
competition is the main reason for
enterprises to adopt Web 2.0 technol-
ogies. From a technology perspective,
an enterprise that wishes to embrace
such technologies should thus ana-
lyze what’s available in the market
that could be in line with its mission

(see Table 2). Among other things,
this analysis requires

e understanding the different types
of Web 2.0 technologies in terms
of pros and cons;

e setting the necessary functional
and nonfunctional criteria that will
assist the enterprise in selecting
the best technologies depending
on its goals and the applications it
wants to develop;

e defining the technical specifica-
tions of the computing resources
on which the applications will
operate;

e defining the applications’ opera-
tion mechanisms, such as mainte-
nance and upgrade frequency; and

e developing a risk analysis (“what
if”) of the applications’ impact on
the enterprise operations.

Table 2 lists some social technolo-
gies and their corresponding potential
benefits and possible risks, based on the
extensive practical experience one of
us (Vanilson Burégio) has gained when
deploying Web 2.0 technologies in dif-
ferent Brazilian companies, including
the Recife Center for Advanced Studies
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Potential benefits

Intensify information sharing and foster
collaboration among employees to co-create
knowledge through shared content.

Enable quicker access to expertise and
resources once users have personal profiles
that expose their interests (experience,
education, activities, and so on). OSNs

can also support the process of identifying
promising leaders in the enterprise.

Encourages interactive discussion by creating
a quick problem-solving space. Allows
employees to stay on top of their day-to-day
information and communication needs in an
open, yet informal way.

Promotes explicit assessment of the value
or usefulness of several external and internal
information resources.

Allows brand monitoring and derives meaning
from social data through analytics. Uses the
power of social interactions to get closer to
customers to improve revenue and efficiency.

Possible risks

Require strong commitment to keep content
updated. Most people will not take the time
to do this.

Become helpful only once a “good” number
of people are connected. Enterprises might
face difficulties during first-time adoption
(cold start). Having online presence on
external OSNs exposes enterprises to a high
level of open criticism on their products and
services.

Given the huge variety of topics possible,
risks creating a space with too much
unstructured content, causing information
overload.

Open access to everyone’s bookmarks
raises confidentiality concerns over specific
projects. Within the enterprise, teams might
want to create shared bookmarks that are
visible only to the group.

Risks consumers’ limited-engagement in
social media if no tangible value is added to
their experience.

and Systems (www.cesar.org.br), the
Brazilian Federal Data Processing Ser-
vice (www.serpro.gov.br), and the Bra-
zilian State Agency for Information
Technology (www.ati.pe.gov.br).

Management

Without tangible benefits, accurate
performance indicators, and proper
unstructured content, any enterprise
will have difficulty backing its Web
2.0 investment. Hence, the manage-
ment perspective should establish the
value Web 2.0 applications add to the
enterprise. This requires

e evaluating how the social enter-
prise can leverage Web 2.0 appli-
cations through tangible benefits
(or key performance indicators);

e monitoring the application’s activ-
ity level over time (for example,
the number of active members and
posted messages);

JANUARY/FEBRUARY 2015

e assessing applications’ ROI (such
as the number of new customers
and increases in sales volume);

e harnessing the available content
on Web 2.0 applications into con-
tent suitable for decision making;
and

e adopting a proper online reputa-
tion-management plan to monitor
and promptly react to what peo-
ple say in social media about the
enterprise and its brand, products,
and services.

These items could be converted into
policies defining why an enterprise
should go social.

Organization

The practical experiences we've had
in adopting Web 2.0 technologies in
enterprises show that becoming a real
social enterprise is more a cultural
than a technological issue. Often,

using Web 2.0 technologies and appli-
cations efficiently requires significant
changes in how people work, commu-
nicate, and collaborate. The organiza-
tion perspective should thus establish
the necessary procedures that frame
the use of Web 2.0 applications in
accordance with the enterprise’s poli-
cies and regulations. This requires

e indicating how, when, and where
employees can engage in Web 2.0
operations;

e defining the nature of content that
can be discussed via applications;

e setting policies for reaching out to
application respondents; and

e educating employees through train-
ing and guidance to support cul-
tural change.

As with the management per-
spective, these items could be con-

verted into policies defining what
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an enterprise’s employees can and
can’t do. Without proper awareness
and education, “I didn’t know” could
become the default response to actions
taken over Web 2.0 applications.

here is no doubt that we must

revisit existing enterprise practices
to prepare for the transition from the
traditional to the social enterprise. As
Mike Vizard says, “Most new tech-
nology doesn’t live up to its poten-
tial because the people and processes
that need to adjust to its introduction
aren’t ready for the magnitude of
change involved.”®

Our guiding framework will help
establish the CORE characteristics of
social enterprises. Connection means
converting ad hoc relations into long-
lasting ones and promoting different
forms and levels of interaction among
the enterprise’s stakeholders and ser-
vices. The social enterprise should be
a truly connected business, relating its
employees, customers, partners, and
services with each other and with the
market. Open means creating new con-
versation channels with the business
world. Open online APIs, for example,
help achieve this goal by exposing an
enterprise’s internal capabilities to the
external world. Reachable means facil-
itating ubiquitous accessibility to the
social enterprise. It involves, among
other things, being more responsive to
different forms of social interaction,
such as posting notes, chatting, and
updating content. As the number of
stakeholder devices (such as laptops,
desktops, smartphones, tablets, and
consoles) increases significantly, we
must think about ways to efficiently
create adaptable and user-friendly
online social applications. Finally,
engagement means creating a cul-
ture of community that relies on col-
laboration, sharing, and participation.
Social applications can sustain this
engagement with online communities,
crowdsourcing, and social customer
relationship management. ™
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CometCloud

Enabling Software-Defined Federations for
End-to-End Application Workflows

Javier Diaz-Montes, Moustafa AbdelBaky, Mengsong Zou,

and Manish Parashar ° Rutgers University

Emerging applications, from big science to the Internet of Things, increasingly

involve dynamic and data-driven end-to-end workflows with large and often

heterogeneous requirements. CometCloud aims to provide infrastructure and

programming support for enabling such workflows via flexible, software-defined

synthesis of custom cyberinfrastructure through the autonomic, on-demand

federation of geographically distributed compute and data resources.

dynamic and data-driven end-to-end work-

flows. For example, end-to-end science and
engineering applications integrate data sources
(such as monitoring, observations, and experi-
ments) with computational modeling, analytics,
and visualization. These workflows typically have
large and often heterogeneous requirements, and
necessitate platforms that dynamically combine
resources across systems and data centers — for
example, to aggregate capacity and capabili-
ties. Furthermore, emerging pervasive compu-
tational ecosystems, powered by the Internet of
Things (IoT), and the resulting proliferation of
data sources could enable a new class of appli-
cation workflows that can fundamentally trans-
form our ability to manage and optimize our lives
and environment. However, these applications
will once again require that we seamlessly and
opportunistically combine pervasive digital data
sources and computational power.

The CometCloud project at the Rutgers Dis-
covery Informatics Institute (RDI2) aims to pro-
vide infrastructure and programming support for
such end-to-end application workflows. Comet-
Cloud enables flexible, software-defined syn-
thesis of custom cyberinfrastructure through the
autonomic, on-demand federation of geographi-
cally distributed compute and data resources. The
CometCloud team has been working closely with
scientists and engineers from different domains
to understand application workflows and their

E merging applications increasingly involve
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requirements, and to explore appropriate usage
modes and abstractions. This has led CometCloud
to expose a software-defined federated cyberin-
frastructure using cloud abstractions to support
various programming paradigms and application
requirements.

Here, we present CometCloud’s architecture
and design, and employ sample use cases to illus-
trate how CometCloud supports dynamic applica-
tion workflows.

CometCloud Overview
CometCloud is an autonomic framework designed
to enable highly heterogeneous, dynamically
federated computing and data platforms that
can support end-to-end application workflows
with diverse and changing requirements.! This
occurs through autonomic, on-demand federa-
tion of geographically distributed compute and
data resources as applications need them, and
by exposing the federation using elastic cloud
abstractions and science-as-a-service platforms.
Consequently, CometCloud can create a nimble
and programmable environment that autono-
mously evolves over time, adapting to changes
in infrastructure and application requirements.
Figure 1a shows an overview of the CometCloud
architecture, including its three key layers: infra-
structure/federation, autonomic management,
and programming/interface.

The infrastructure/federation layer man-
ages dynamic resource federation and provides
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View from the Cloud

Workflow Application
objectives

HPC grid
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availability and
constraints

(b)

Federation management

space

Figure I. CometCloud. (a) The CometCloud architecture comprises three key layers: infrastructure/federation,
autonomic management, and programmingl/interface. (b) The CometCloud coordination model is used to orchestrate

different aspects of the federation.

essential services. Several key com-
ponents make up this layer. The first
is an information lookup system built
on a content-based distributed hash-
table (DHT) based on a structured
peer-to-peer overlay. This system is
used for information discovery (for
instance, to locate resources using
their attributes). It maintains content
locality and guarantees that content-
based information queries, specified
using keywords and wildcards, are
satisfied with bound costs (in terms of
the number of hops required to find
the data).

The second is a scalable, decen-
tralized, shared coordination space,
built on top of the DHT,? called Com-
etSpace, which all resources in the
federation can access associatively.
CometSpace provides tuple-space-
like abstraction for coordination and
messaging, and enables coordina-
tion in the federation model (Fig-
ure 1b). Specifically, we define two
types of coordination spaces. First,
a single-management space spans
across all resource sites, creating and
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orchestrating the federation. Second,
multiple shared execution spaces are
created on-demand during applica-
tion workflow executions to satisfy
computational or data needs. Execu-
tion spaces can be created within a
single resource site, or can burst to
others, such as public clouds or exter-
nal high-performance computing
(HPC) systems.

CometCloud federation is created
dynamically and collaboratively;
resources or sites can join or leave at
any point, identify themselves (using
security mechanisms such as public/
private keys), negotiate the federation
terms, discover available resources,
and advertise their own resources and
capabilities.?

Next, the autonomic management
layer lets users and applications define
objectives and policies that drive
resource provisioning and application
workflow execution while satisfying
user constraints (such as budgets and
deadlines) and application require-
ments (types of resources). The auto-
nomic mechanisms in place not only

provision the right resources when
needed, but also monitor the execu-
tion’s progress and adapt it to prevent
violations of established agreements.*

Finally, the programming/inter-
face layer provides interfaces to
independently describe application
workflows and resources. Currently,
we can describe application work-
flows, using XML documents, as a set
of stages defining input and output
data, dependencies to other stages,
and scheduling policies, and possi-
bly annotated with specific objectives
and policies.

The CometCloud resource interface
lets providers and users declaratively
specify resource availability as well
as policies and constraints to regulate
their use. For example, a provider can
offer resources only at certain times
of the day; users might require certain
resource capabilities or capacities, or
specific connectivity; users might pre-
fer certain resource types over others
(such as HPC versus clouds), or want
to use cloud resources only if they’re
within a desired price range; or users
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might want to only use resources
within a specific geographic region
due to data movement regulations.
These constraints collectively define
the set of resources that are federated
at any instant in time and that the
application can use.

CometCloud Use

Case Scenarios

We next present use cases to illustrate
how CometCloud and its federation
model can be used to enable real-
world applications.

Large-Scale Science

and Engineering

The complexity of many science and
engineering problems requires com-
putational capacity exceeding what
an average user can expect from a
single computational center. The ana-
lysis of high-dimensional parameter
spaces or uncertainty quantification
by stochastic sampling are just two
examples of a broad class of prob-
lems that are becoming increasingly
important in a wide range of applica-
tion domains. Although we can view
many of these problems as a set of
independent tasks, their collective
complexity easily requires millions
of core hours on any state-of-the-art
supercomputer, and throughput that
a single multi-user queuing system
can’t sustain. We've used CometCloud
to enable a range of applications in
this area,® and highlight two specific
use cases here.

In the first use case, we explored
using aggregated HPC resources to
solve a large-scale engineering prob-
lem. We showed how CometCloud
can help build a computational fed-
eration that’s elastic, resilient, scal-
able, and easy to use by end users.
We focused on understanding fluid
flow in microscale devices. During
the experiment, we opportunistically
federated resources as they became
available and released any that expe-
rienced problems or ran out of allo-
cations. We federated 10 resources
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Figure 2. CometCloud use cases for large-scale science and engineering. We
can see sample results for (a) the fluid flow in microchannel® and (b) cancer

detection use cases.

across six institutions from three
countries. This experiment lasted 16
days and executed 12,845 tasks. It
consumed 2,897,390 core hours and
generated 398 Gbytes of data. Our
federation model’s extreme flexibility
enabled a sustained performance (see
Figure 2a).’

In the second wuse case, we
explored how to enable data-driven
applications on top of national cyber-
infrastructure to efficiently support
state-of-the-art analytics across dis-
tributed image databases. We focused
on content-based histopathology
image retrieval (CBIR), in which data-
sets can be geographically distrib-
uted. In this experiment, we created
a hybrid federation of HPC and cloud
resources to perform parallel search-
ing of content-wise similar images in
several datasets. We showed not only
the feasibility but also a significant
reduction in the overall computa-
tional time, which ensures our pro-
posed solution’s practical utility for
near real-time medical diagnosis (see
Figure 2b).°

Smart Infrastructure

The rise of Internet-connected instru-
mentation and the extraordinary
growth of digital data sources have
led to an unprecedented amount of
data that usually can’t be predeter-
mined. Due to data and resource’s het-
erogeneous and distributed nature, we

must rethink how we store, process,
and analyze them to provide insight
in a timely manner. Examples include
the wide variety of sensor-network-
based applications, in which sensors
interface with real-world artifacts
and must respond to unpredictable
physical phenomena. In this context,
we discuss two specific CometCloud
examples.

The first use case targets data anal-
ysis from electricity meters to support
smart (power) grids, such as electric
vehicle charging stations. This sce-
nario generates multiple datastreams
in which raw data is continuously
transmitted at variable and unpredict-
able rates. We combined CometCloud
with a reference net (a particular
type of Petri net) based interpreter
to support simultaneous datastream
processing and enable on-demand
scaling up or down of heterogeneous
computational resources to ensure
promised quality of service (through-
put) for each datastream (see Fig-
ure 3a). CometCloud lets us easily
extend this model to, for example,
exploit geolocation and provisioning
resources at the closest datacenter.’

The second use case is in the con-
text of smart buildings, where sensors
and actuators control the building’s
energy consumption. Energy opti-
mization requires the real-time use
of sensor data, with several param-
eters needing optimization based on
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Figure 3. CometCloud use cases in the smart infrastructure domain. We can see the architectures for the (a) streaming
data’ and (b) building analytics® use cases.

a particular building representation.
Because sensors can provide read-
ings in 15- to 30-minute intervals,
any simulation or optimization must
be carried out with a similar interval.
We've developed a multilayer cloud
infrastructure that exploits the avail-
able computation at the cloud’s edge
by distributing processing over sens-
ing nodes, multiple intermediate or
gateways nodes, and cloud resources.
Using this infrastructure, we explored
questions such as where processing
should be carried out, what process-
ing should be undertaken centrally
versus at an edge node, and how pro-
cessing can be distributed across mul-
tiple datacenter locations to achieve
QoS and cost targets.?

Analogous to how clouds have rev-
olutionized the way we acquire
and use IT resources, we believe that
software-defined environments can
fundamentally affect how resources
(compute, data, and networking) are
federated and customized. These envi-
ronments will be especially important
in an era where digital data sources
proliferate (including geographically
distributed sensors, mobile devices,
and instrumented infrastructure) and
nontrivial computational power is
ubiquitous. Dynamic, data-driven
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applications can potentially trans-
form our ability to understand and
manage our lives and our environ-
ment — we can envision data-driven
and information-rich pervasive com-
putational ecosystems that seamlessly
and opportunistically federate these
data and computing power to model,
manage, control, adapt, and optimize
virtually any realizable subsystem of
interest.

We're currently exploring usage
modes where data is processed and
insights gleaned close to the source
rather than necessarily transporting it
to remote data processing resources.
Specifically, we're looking at applica-
tion formulations where data is pro-
cessed in situ (at the edge devices) and
in transit (along the data path), trans-
forming real-time data into knowledge
that can drive critical decisions. M
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Various domains have adopted multistakeholder models (MSMs) to address

and deal with global challenges, such as sustainability, environment, climate,

and Internet governance. Here, the authors examine the use of MSMs and

their historical evolution, fundamentals, and characteristics. They also present

examples of how such models are used in the global Internet governance

ecosystem. Finally, the article presents a series of research questions that can

be tackled to improve the efficiency of multistakeholder processes.

Multi-stakeholder processes aim to bring together all
major stakeholders in a new form of communication,
decision-finding (and possibly decision-making) on a
particular issue; are based on recognition of the impor-
tance of achieving equity and accountability in com-
munication between stakeholders; involve equitable
representation of three or more stakeholder groups
and their views; are based on democratic principles
of transparency and participation; and aim to develop
partnerships and strengthened networks between and
among stakeholders.!

omy, work, entertainment, and personal

relationships to develop increasingly in
cyberspace. No longer just a technology, the
Internet now has a strong and broad social and
economic impact on all countries. Cyberspace
has become strategic for development in most
nations. As a result, countries have been building
local policies and frameworks for cybersecurity
and Internet governance.

The next couple of years will be crucial in
redrawing the map of global Internet gover-
nance. Edward Snowden’s revelations of mas-
sive surveillance and the announcement from the
US National Telecommunications & Information
Administration (NTIA) that it will seek to with-
draw its role as the administrator of the IANA

T he Internet has enabled politics, the econ-
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contract could change the global Internet gover-
nance ecosystem.

The Working Group on Internet Governance
(WGIG), set up by the UN secretary-general in
2003, introduced the first working definition for
the term: “the development and application by
governments, the private sector, and civil soci-
ety, in their respective roles, of shared principles,
norms, rules, decision-making procedures, and
programs that shape the evolution and use of the
Internet.”? Since then, different countries have
adopted different models. These vary from uto-
pian self-governing models of individual liberty
beyond the reach of government control, to mod-
els in which Internet-related activities are subject
to regulation through governments and regula-
tory agencies. Many variations of Internet gov-
ernance models rely on the concepts and ideas
introduced by multistakeholder processes.>*

The recent Global Multistakeholder Meeting on
the Future of Internet Governance (NETmundial)
in Brazil produced an outcome document recom-
mending that multistakeholder models (MSMs)
be the central axis for the evolution of Internet
governance.” This document presents the Inter-
net governance framework as a distributed and
coordinated ecosystem involving various orga-
nizations and fora. Governance bodies must be
inclusive, transparent, and accountable, and their
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structures and operations must follow
an approach that enables all stake-
holders to participate to address the
interests of all who use the Internet
as well as those who aren’t yet online.
So, the reader might be wondering —
what is the origin of the multistake-
holder concept, and how has it been
applied to practical matters?

Here, we present an overview of
MSMs, their use, and their historical
evolution, and examine their adop-
tion in wvarious domains, particu-
larly the global Internet governance
ecosystem.

The Origin and
Fundamentals of MSMs

In 1992, the World Conference on Envi-
ronment and Development (UNCED),
held in Rio de Janeiro,® alerted the
world to several global environmen-
tal and developmental problems and
placed sustainability on the agenda
of the international community,
national governments, and repre-
sentatives from various sectors.! To
achieve broad support for sustainable
principles, various segments of soci-
ety clearly had to learn how to listen
to each other and integrate different
views and interests to achieve practi-
cal solutions that would lead to a more
sustainable world. These environmen-
tal discussions emphasized the roles
of stakeholders: individuals or groups
that have an interest in a particular
decision because they can either influ-
ence or be affected by it.

The very first organization to
recognize the relevant role of mul-
tiple stakeholders in the discussion
of global issues was the International
Labour Organization (ILO), which in
1919 created a model with represen-
tatives from governments, employers,
and unions.!

More recently, multistakeholder
discussions took place at the UN Com-
mission on Sustainable Development
(CSD), which introduced the con-
cept as an engagement model within
the UN for sustainable development
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Private

Figure 1. Main components of a multistakeholder model. We can see the
different stakeholders that are typically involved in the operation of an MSM.

issues. “Agenda 21” for 1992’s UNCED
is the first UN document to include
different stakeholders’ roles in a global
agreement.®

The adoption of multistakeholder
processes has been slow because
many governments and intergovern-
mental bodies don’t feel comfortable
with the growing influence of cer-
tain stakeholders, viewing them as
unelected representatives who lack
legitimacy.! But the advantages of
MSMs surpass their difficulties and
create mutual benefits for the whole
of society. MSMs have the potential
to promote better decisions through
broader inputs.

Several features are common to
existing MSMs. In general, MSMs
vary with regard to the issues being
addressed, which range from health-
care, poverty, and gender equity to
Internet governance. Figure 1 shows
a typical MSM composition, includ-
ing stakeholders and the model’s
main components: goals, participants,
scope, timelines, and connection to
official decision makers.

Goals

MSMs can be designed to reach
goals that would be unachievable if
each stakeholder worked alone. For
instance, the goal of preserving a uni-
fied Internet that’s unfragmented,

interconnected, interoperable, open,
inclusive, secure, stable, resilient, and
trustworthy wouldn’t be possible if
only governments were involved in the
agreement.

Participants

Commonly, MSMs involve represen-
tatives from different groups inter-
ested in or affected by the issue under
examination.  Their = composition
should thus be highly diverse. For
example, in the case of Internet gov-
ernance, the main stakeholders are
civil society, government, the private
sector, and technical and academic
communities.

Scope

MSMs can help address issues at
national, regional, or international
levels. For instance, ICANN is a mul-
tistakeholder body that operates at the
international level. The five Regional
Internet Registries (RIRs) manage the
distribution of number identifiers allo-
cated by IANA. They are multistake-
holder bodies that operate regionally.

Timelines

MSMs can be constructed for single
events or open-ended processes,
depending on the issue under exami-
nation. For example, NETmundial
was designed to be a one-time event
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Internet Governance

organized by a multistakeholder
committee.” The Internet Governance
Forum (IGF) has a mandate from the
World Summit on the Information
Society (WSIS) with regard to con-
vening an annual forum for multi-
stakeholder policy dialogue. ICANN
is a permanent organization with a
multistakeholder structure for coordi-
nating the Internet’s naming system.

Connection to Decision-Makers

Multistakeholder bodies can interact
in different ways with official deci-
sion-making processes at the interna-
tional, regional, or national levels.
Some MSM bodies are purely infor-
mative. Others can develop best prac-
tices concerning a particular issue
and present them to governments.

that couldn’t afford to be in Rio de
Janeiro, and even for some govern-
ments from Africa that had no other
adequate means of remote commu-
nication with their local bases. This
was the beginning of a sequence
of global conferences that now use
multistakeholder presence in their
discussion threads. Of special note
was the second World Conference
on Human Rights (WCHR) in Vienna
(June 1993), which resulted in the
Vienna Declaration on Human
Rights approved by 171 countries
and then adopted by the UN Gen-
eral Assembly (UNGA). The con-
ference resulted in the creation of
the High Commissioner for Human
Rights of the UN in December of the
same year.

Some MSM bodies are purely informative.
Others can develop best practices concerning
a particular issue and present them to

governments.

Multistakeholder bodies can also
conduct participatory monitoring of
issues that affect society, such as a
deforestation index or the quality of
Internet access provided by telecom-
munications operators.

Multistakeholder Bodies for
Internet Governance

From a historical viewpoint, the
opportunities for various stakehold-
ers to participate in governance
processes increased with the end
of the Cold War in the early 1990s.
UNCED was one of the first mul-
tistakeholder conferences. Coinci-
dentally, it was the first UN event
to use the Internet, enabling the
first opportunities for online par-
ticipation. This was especially use-
ful for civil society organizations

76 www.computer.org/internet/

Multistakeholder participation has
since been a feature of UN confer-
ences and their agencies. One inter-
esting question is, what are the limits
of this participation? Pluralistic pro-
cesses involve civil society, the pri-
vate and public sectors, academic
and technical communities, and other
interest groups that join, conscious of
their distinct roles and responsibili-
ties, for a stated common goal. In the
past decade, we can point to impor-
tant participation from organized
civil society with relevant interests in
events such as campaigns for the right
to communication in the information
society, and the strong presence in the
WSIS process, where for the first time
the “Internet governance” concept
appeared and was elaborated with
significant depth.

In fact, the Internet governance
domain offers several examples
of multistakeholder processes. For
instance, the IGF is a multistake-
holder forum for policy dialogue on
Internet governance issues.? It's open
and inclusive, bringing all stakehold-
ers together to exchange information
and share best practices on Internet-
related public policy issues. Another
example is the NETmundial meeting,
which was prepared as a multistake-
holder conference to discuss Internet
governance’s future development.”
The conference’s importance stems
from how it was organized and exe-
cuted. The meeting’s multistakeholder
nature involved civil society segments,
governments, private companies, and
academic and technical communities
worldwide. Representatives from more
than 100 countries approved by rough
consensus a document of principles
and a roadmap for the evolution of
the Internet governance ecosystem.”

Pluralistic Processes in Internet
Resource Management

Pluralistic decision-making processes,
with their specific limitations, are pres-
ent in the structures of Internet resource
management. Evolving Internet tech-
nologies are coordinated by organiza-
tions such as the IETF, which proposes
standards and parameters through rec-
ommendations adopted by consensus
after they’re discussed in open forums.
The global coordination of I[P number
distribution is executed in practice by
all five RIRs. This group constitutes a
coordinating forum that seeks world-
wide consensus for its policies: the
Number Resources Organization (NRO).
These policies are developed in plu-
ralistic dialogues at regular meetings,
open to participation from all sectors.
Even though the central stock of net-
work numbering resources falls for-
mally under ICANN through the IJANA
function and is under contract between
ICANN and the NTIA, in practice, the
number distribution mechanisms are
governed by the RIRs.
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ICANN'’s focus is coordinating mne-
monics network addressing (domain
names). Its multistakeholder participa-
tion structure is well organized through
support organizations and committees
in which governments (Government
Advisory Committee), industry, regis-
tries, registrars (Generic Names Sup-
porting Organization and Country Code
Names Supporting Organization), and
civil society (Non-Commercial Stake-
holders Group and At-Large Advisory
Committee) strongly participate and
elect representatives to ICANN'’s board.
A certain number of board members
are nominated by committee.

Some cases reveal pluralist app-
roaches’ limitations — in particular,
the decision-making processes aren’t
entirely derived from such participa-
tion. All stakeholders recognize that
they play a more consultative and
advisory role in the organization’s
decision-making processes. The board
always makes the final decisions.
This doesn’t mean that different
stakeholders accept the status quo.
The different sectors represented in
ICANN seek ways to expand their
influence on decisions in a context
where imbalances are obvious — for
example, due to economic power or
political leverage that could favor
some stakeholders.

Network Users as Stakeholders

Computer networks have existed
with a wide variety of features and
forms since the early 1970s. In con-
trast to this variety, the user commu-
nity was, until the mid-80s, almost
homogeneously composed of aca-
demics looking to remotely use com-
puting resources. The popularization
of PCs led ordinary people to use
them in their own organizations and
thus stimulated a growing individual
involvement among communities
with specific interests for exchanging
data and ideas. The old bulletin board
systems, which initially provided a
way to exchange information in an
isolated environment, demonstrated
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the yearning for direct communica-
tion between users on many issues.
In the early 1980s, another platform
generated yet more synergy: the
deployment of USENET. Thousands of
machines based on the UNIX standard
protocol (UUCP) brought integration
to user groups. The spread of many
forums on various topics (USENET
News) enabled open discussions and
the creation of interest groups. The
spread of electronic mail and mail-
ing lists definitely brought the second
wave of network users: individuals
and nongovernmental organizations
(NGOs) quickly joined academics in
taking advantage of the new media
for a faster, cheaper, and more effi-
cient way to communicate.

In Brazil, for example, academic
networks arose in the late 1980s. In

Internet’s expansion outside the lim-
its of these initial adopters, together
with its disruptive characteristics and
ability to extend beyond national
boundaries, changed the networking
scenario. Many countries perceived
the Internet as something different
from the traditional and highly regu-
lated telecommunications world and
began to work on ways to govern it.

An Early MSM

The need for permanent discussions
about governance models for the
Internet stems from its impressive
growth, both in number of users and
strategic importance. The creation of
a multistakeholder body for Internet
governance began initially within a
country and then became a feasible
and globally applicable model. By

Many countries perceived the Internet as
something different from the traditional and
highly regulated telecommunications world and
began to work on ways to govern it.

1991, civil society became the sec-
ond wave, and the wide diversity
of protocols (Bitnet, UUCP, DECnet,
X.28, X.25, X.400, and so on) quickly
coalesced toward a single solution:
TCP/IP — the Internet. The creation
of the World Wide Web 25 years
ago shaped a new scenario in which
users not only had access to informa-
tion but also found efficient ways to
be active in cyberspace, expressing
their views and fully participating in
the network. Interestingly, before the
Web, little talk focused on security
and privacy threats, or spying on data
traffic. Even spam attacks and mali-
cious code were rare at the time, in
part because of the analog nature of
communication in narrow bandwidth
links, and in part because participants
were academics and nonprofits. The

IEEE, v .
Intemet computmg Previous Page | Contents | Zoomin | Zoom out | Front Cover | Search Issue | Next Page m.

examining the Brazilian case, we can
make this quite clear. The Brazilian
Internet Steering Committee (CGIl.br)
was created in 1995. It anticipated
some of the features ICANN (estab-
lished in 1998) exhibits, and also
became a reference for the discus-
sions introduced at WSIS 2005.

In 1995, the Brazilian government
created CGLbr as a multistakeholder,
nonregulatory governance body. Two
years later, Brazilian telecommunica-
tions legislation defined the Internet
as a “value-added service” that made it
different from the telecommunications
infrastructure that supports it. This
innovative approach let the Internet
grow quickly in Brazil. The CGI board
has 21 members: nine from govern-
ment organizations, four from -civil
society, four from the private sector,
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and four from the academic and tech-
nical communities. The government
members are appointed, and all other
members are elected by their respective
communities. Note that no single sec-
tor, even government, has a majority of
votes on the board. Everything has to
be negotiated among the participants.
The CGI board’s composition clearly
reflects the Internet’s multistakeholder
nature. It works without public funds;
the community supports CGI when
registering under the .br domain (that
is, the ccTLD). Any budget surplus is
used in the harmonious development
of the Internet in Brazil. The innovative
MSM and its nongovernmental nature
isn’t always well understood by the
public. The same observation applies to
its “nonregulatory” behavior, which is
always contrasted with the tradition-
ally regulated environment in the tele-
communications industry.

Internet Governance and
Sustainable Development

Internet governance and sustain-
able development are processes that
share some similarities. The concept
of sustainable development refers to
development that meets present needs
without compromising the needs of
future generations. The concept that
underpins Internet governance also
refers to the principles, norms, rules,
and procedures that will shape tomor-
row’s Internet. So, the two processes
work with values that are essential for
future generations.

Both Internet governance and
sustainable development require a
process of dialogue and consensus
building from all stakeholders to con-
struct viable solutions, work to imple-
ment them, and monitor and assess
the outcomes. MSMs are central to
both processes, which face global
challenges with strong social and
economic impacts.

Consensus Building
Consensus building is a key activ-

ity for multistakeholder governance
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bodies. Stakeholder representatives
present their views and positions on a
particular issue. Then, they engage in
a dialogue to achieve mutual under-
standing of problems. Based on this
improved understanding, the body’s
chair or mediator seeks a consensus.
The quest for consensus in MSMs is
almost never an organized or orderly
process. Because all stakeholders par-
ticipate on equal footing, discussions
are usually messy, with unpredictable
developments. This equal footing basis
is an essential MSM characteristic that
aims at reducing specific groups’ tra-
ditional influence and power, such
as economic and political influence.
Every stakeholder has the right to be
heard based only on their perspective
on the problem. In a consensus-build-
ing process, the different stakeholders
work to design solutions that mini-
mize their differences. Although par-
ticipants might not be in accord with
all aspects of the agreement, consen-
sus is reached if all stakeholders are
willing to accept the decision and par-
ticipate in its implementation.

SMs are always evolving. They

are a new species in the biodiver-
sity of structures for governing com-
plex issues. Climate change, Internet
governance, and water management
are just some of the pressing global
issues that have been experimenting
with different forms of MSMs to find
agreements that could lead to sustain-
able solutions.

However, MSMs aren’t simple to
implement. There are inherent diffi-
culties in running a multistakeholder
body. The implementation should
tailor the process to multiple stake-
holders’ specificities, such as deci-
sion timing, representativeness, and
language. These values are essential
to achieve credibility and legitimacy
within the different communities — a
mandatory characteristic for making
the multistakeholder decision pro-
cesses viable and doable. Additionally,

the decision process is sometimes too
cumbersome and depends to great
extent on the governing body’s lead-
ership. Clearly, a need exists for com-
mon learning on multistakeholder
processes.

Many questions regarding the struc-
ture and dynamic of MSMs remain
unanswered:

e How do we identify the most ade-
quate set of stakeholders to work
on a particular issue?

e How do we define the mechanisms
and criteria for selecting represen-
tatives from different groups?

e How do we avoid letting influential
NGOs and corporate power capture
the multistakeholder process?

e How can crowdsourcing techniques
be used to provide input into the
dialogues of difficult issues?

e What technologies could help
stakeholder representatives “feel
the pulse” of their constituencies?

e What technologies could allow
multistakeholder governance bod-
ies to monitor the results of their
agreements?

e What kind of technological frame-
work will facilitate dialogue in
a multistakeholder body so that
a minimum consensus can be
achieved?

e What type of technology could be
developed to accelerate the deci-
sion process in multistakeholder
organizations?

e What kind of theoretical model
will support consensus building
and decision making in multi-
stakeholder environments?

These questions represent an opportu-
nity for the research and development
of new technologies that bring more
efficiency to Internet governance
processes. M
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Cipher-Suite Negotiation
for DNSSEC:
or End-to-End?

Hop-by-Hop

Amir Herzberg ¢ Bar llan University

Haya Shulman ¢ Technische Universitdt Darmstadt

Cipher-suite negotiation lets parties negotiate the use of the best cryptographic

algorithms. A lack of cipher-suite negotiation in DNS Security Extensions

(DNSSEC) introduces several problems. The authors discuss two proposed

designs for cipher-suite negotiation in DNSSEC: hop-by-hop and end-to-end.

more cryptographic algorithms, each imple-

menting a scheme (function) used by a
cryptographic protocol. For example, the RSA
WITH RC4 128 MD5 cipher suite is used by pro-
tocols such as Transport Layer Security (TLS) and
[Psec, and employs RSA for key exchange, RC4
with a 128-bit key for bulk encryption, and MD5
for hashing.

Cipher-suite negotiation refers to the pro-
cess of selecting the cipher suite that a protocol
will use when running between parties, and
is useful when participants support multiple
cipher suites. Many standard cryptographic
protocols, such as Internet Key Exchange (RFC
2409), Secure Shell (RFC 4253), Secure Sock-
ets Layer (RFC 6101), and TLS (RFC 5246), use
cipher-suite negotiation to ensure that the par-
ties select the “best” cipher suite they jointly
support and thus use better (more secure and
efficient) algorithms.

DNS Security Extensions (DNSSEC; RFCs
4033-4035) is an exception among the IETF
cryptographic standards. Although it supports
multiple signature algorithms and hash func-
tions,! such as RSA and elliptic curves, DNSSEC
doesn’t support cipher-suite negotiation — that is,
no mechanism enables the endpoints to identify
the best set of algorithms, keys, and signatures
to use in securing DNS records. Instead, DNSSEC
requires responses to contain all the keys and the

A cipher suite is an ordered set of one or

Published by the IEEE Computer Society

1089-7801/15/$31.00 © 2015 IEEE

signatures the target zone supports, even if some
of those algorithms are unsupported or unneeded
by the resolver. This can result in significant
bloat; DNS responses containing DNSSEC exten-
sions often exceed the 512-byte maximal packet
size of non-extended responses. Almost a third
are larger than the maximum transmission unit
(MTU), causing fragmentation.? In particular,
DNSSEC responses for ANY-type queries can
reach 5,000 bytes or more, whereas plain ANY-
type responses are less than 1,000 bytes.

To address these issues, we review two
approaches for cipher-suite negotiation in DNS-
SEC, hop-by-hop and end-to-end, and discuss
their advantages and shortcomings. The main
difference between them pertains to traversing
legacy DNS proxies, and we discuss how each
approach handles this.

DNS Security Extensions

When no protection is employed, DNS requests
and responses can be altered by attackers. DNS-
SEC (RFCs 4033-4035) was designed to prevent
cache poisoning by providing data integrity
and origin authenticity via cryptographic digi-
tal signatures over DNS resource records. These
digital signatures enable the receiving resolver,
which supports DNSSEC validation, to verify
that the data in a DNS response is the same as
the data published in the zone file of the target
domain.
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Why Not Send All Signatures?
The DNSSEC standard specifies that
name servers should send all relevant
signatures and keys to the requesting
resolvers, and the resolvers should
verify all the ciphers that they sup-
port. This seems to provide maximal
security. Indeed, as long as one algo-
rithm is secure, an attacker is pre-
vented from forging records (this is
a simple case of a robust combiner?).
However, the lack of cipher-suite
negotiation implies that when a zone
supports multiple signature algorithms,
significant computation and communi-
cation overhead will result. In addition,
large responses inflict interoperability
problems with the Internet infrastruc-
ture and expose it to attacks — for
example, it can be abused to flood vic-
tim networks with large packets. These
considerations can impede DNSSEC
adoption as well as the support of more
secure or more efficient algorithms.

More Signatures Can

Reduce Security

DNSSEC responses are often larger
than the MTU of the networks in the
path from the name server to the
resolver. Thus, they become frag-
mented by the name server or a
router along the path. Ironically, for
IP defragmentation cache-poisoning,
an attacker can exploit fragmented
DNS responses to inject spoofed DNS
records or disrupt resolver-to-name-
server communication. Specifically,
by sending spoofed fragments, the
attacker can trick the defragmentation
mechanism into reassembling them
together with the fragments from the
legitimate source (name server).*”

In addition, attackers often abuse
DNSSEC signed responses to launch
amplification denial-of-service (DoS)
attacks to clog victim networks and
hosts. In such an attack, the attacker
sends many requests to one or more
DNS servers, using a spoofed (fake)
source IP address for the victim. Name
servers respond to these requests by
sending (much larger) responses to

JANUARY/FEBRUARY 2015

the IP address that originated the DNS
request.

The amplification factor is the ratio
between the number of response bytes
sent by the amplifying (benign) DNS
server to the number of bytes sent by
the attacker’s hosts in the correspond-
ing requests. With DNSSEC signed
responses, the ratio can be as high as
a hundred.® Indeed, although DNSSEC
deployment is still limited, it’s already
been abused in the largest DoS attacks
in recent years, with reported band-
widths of 100 Gbps in 2010, 60 Gbps
in 2011 and 2012, and 300 Gbps in
2013 launched against Spamhaus and
Cloudflare (see www.arbornetworks.
com for details).

The Impact of No Negotiation

To avoid interoperability problems and
overhead, zone administrators usually
use a limited number of (weak) algo-
rithms and typically short keys, such as
1024-bit RSA (a measurement study of
the algorithms the signed zones sup-
port is available elsewhere’). Indeed,
because the US National Institute of
Standards and Technology (NIST) and
IETF standards (RFCs 4033-4035) man-
date 1024-bit RSA — it’s the default
choice in DNSSEC implementations’
key-generation procedures — most
zones support just that option. Unfor-
tunately, 1024-bit RSA is already vul-
nerable, especially in light of powerful,
nation-state adversaries (such as the
Great Firewall of China or the recent
NSA intrusions). Hence, for better
security, the zones should also adopt
more secure algorithms (or larger keys).

Other algorithms — in particular,
elliptic curve (EC)-based — are believed
to be secure even when used with sig-
nificantly shorter keys and signatures.
In particular, 160-bit EC signatures are
considered more secure than 1024-bit
RSA. EC signatures were in fact stan-
dardized for DNSSEC (REC 6605).

Due to a lack of cipher-suite nego-
tiation, zones supporting EC signatures
must also send the (larger) RSA signa-
tures, and hence end up sending more

IEEE, v .
Imemet computmg Previous Page | Contents | Zoomin | Zoom out | Front Cover | Search Issue | Next Page m.

bits to all the resolvers while providing
added security to only those few that
actually support EC-signature valida-
tion. This situation causes a vicious
cycle: only a few resolvers validate
EC signatures, but zones can’t sign
using only EC signatures, because this
will likely be incompatible with most
resolvers, essentially preventing the
zones from adopting new algorithms
and hence causing significant secu-
rity exposure. Ultimately, performance
degrades due to the use of less-effi-
cient algorithms and the need, once
security sufficiently deteriorates, to
add support for new algorithms.

Using Cipher-Suite
Negotiation in DNSSEC

We recently proposed two approaches
for a cipher-suite negotiation for DNS-
SEC that would let name servers send
responses containing only those keys
and signatures the requesting resolver
requires.”® Both proposals address
three main goals: security, efficiency,
and interoperability.

The main security challenge is to
prevent downgrade attacks in which
the attacker tries to trick a client and
server into using a weak cryptographic
mechanism, even though they both
support and prefer a stronger one. Such
an attack has occurred, for example,
against the cipher-suite negotiation
mechanism in SSL version 2.°

The efficiency challenges include
avoiding additional round trips in the
DNS resolution process, which occurs
over UDP and involves only a single
request and response. In addition, we
want to minimize computation over-
head (having to validate additional sig-
natures, for example) as well as storage
and communication overhead (due to
requirements for additional requests).

Finally, the main interoperability
challenge is to support legacy inter-
mediate proxy resolvers that haven’t
deployed the new mechanism. Proxies
are common among recursive resolv-
ers!®!! as well as name servers.'? When
a proxy is used between a resolver and
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Figure 1. Cipher-suite negotiation in DNSSEC. A recursive resolver is connected
to a name server over a caching proxy. All the queries traverse the proxy, and
records that are not in the cache are relayed by the proxy to the name server.

a name server (see Figure 1), all the
DNS requests are sent via the proxy,
which either serves the requested
records from its cache or forwards the
requests to the name server. Caching
reduces traffic volume to the name
servers and improves the latency of
client requests.

We can reasonably assume that,
initially, most proxies won’t support
cipher-suite negotiation. This require-
ment that the intermediate proxies
support cipher suite negotiation is the
main difference between the cipher-
suite negotiation design in our two
proposals. In one, cipher-suite nego-
tiation is hop-by-hop’ — that is, if a
legacy intermediary is present, there is
simply no cipher-suite negotiation (all
the signatures and keys are sent, as in
current specifications). In contrast, end-
to-end cipher-suite negotiation® occurs
between the resolver and the name
server, when the resolver requests the
appropriate resource records, in a way
that the intermediate proxies trans-
parently support. However, this might
result in additional overhead, mainly to
the proxy, hence motivating the adop-
tion of cipher-suite negotiation.

Hop-by-Hop Negotiation
Hop-by-hop cipher-suite negotiation’
enables directly communicating DNS
endpoints (see Figure 1) — such as
the proxy resolver and name server,
or resolver and name server (if they
aren’t connected via a proxy) — to
agree on the optimal cryptographic
material, which is used to protect the
DNS transaction.
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Our design uses the DNS packets
themselves to signal the supported
cryptographic options and thus doesn’t
add an additional round trip of com-
munication to the DNS transaction.
To signal the list of supported ciphers
to the next hop, the resolvers can use
a hop-by-hop transport-layer EDNSO
mechanism (RFC 6891). The EDNSO
record lets DNS resolvers and name
servers support new mechanisms such
as DNSSEC by allowing the exchange
of arbitrary flags and options. These
options aren’t cached by the resolvers,
and are used mainly for coordinat-
ing transport-layer parameters. Using
EDNSO doesn’t require changes to the
DNS software or protocol because
almost all resolvers and name servers
already support it.

In hop-by-hop cipher-suite nego-
tiation, the resolver adds a list of
ciphers to the EDNSO record in the
DNS request (step 1 in Figure 1). To
signal support of cipher-suite nego-
tiation, the entities add a flag, co
(cipher-suite ok), in the EDNSO
record. When a DNS request arrives,
the proxy resolver checks whether the
record is in the cache, and whether the
(cached) signatures and keys corre-
spond to the priorities the requesting
resolver has signaled. If so, the proxy
resolver responds from the cache with-
out relaying the request to the name
server. Otherwise, it issues a DNS
request to the name server and copies
the priorities and ciphers the resolver
has signaled to the EDNSO record in
the request (step 2). A name server
that supports cipher-suite negotiation

would extract the list of ciphers and
identify the best one to use consider-
ing the list the resolver has signaled
and its own priorities. In the response,
the server returns only the crypto-
graphic material that corresponds to
that best cipher (step 3). The proxy
caches the records in the response,
along with the keys and signatures,
and forwards it to the resolver (step 4).
To enable the resolvers to detect
downgrade attacks in which the
attacker removes strong ciphers from
the list, the name server echoes back in
the response a list of its own supported
ciphers. This list is signed with the
zone’s key-signing key (KSK), which is
in turn signed by the parent domain’s
signing key. This lets the resolver
recompute the best cipher and confirm
that the negotiation was successful.
The algorithms that the resolver
and name server signal in the EDNSO
field during the cipher-suite nego-
tiation phase are encoded as numbers.
Each algorithm in DNSSEC contains a
code number, and these codes signal
to validating resolvers which crypto-
graphic algorithms were used to gener-
ate the digital signature and the hash
digest. Next to each cipher number, the
resolver also adds a priority number in
ascending order (highest priority is 1).
To ensure a deterministic outcome
from the cipher negotiation process,
the cipher-suite client must assign
different priorities to each cipher that
it supports (and can’t assign the same
priority to two distinct ciphers, even
if it considers them equally secure).
If neither the name server nor the
DNS proxy support cipher-suite nego-
tiation, then they ignore the relevant
EDNSO options and return all the keys
and signatures. Unfortunately, in this
case, the host-by-host cipher-suite
negotiation mechanism isn't effec-
tive, and the efficiency and security
drawbacks we discussed earlier apply.
These include vulnerability to DoS and
poisoning attacks, as well as suscepti-
bility to benign failures, as when fire-
walls block large or fragmented DNS

IEEE INTERNET COMPUTING



http://www.qmags.com/clickthrough.asp?url=www.computer.org/internet/&id=19210&adid=P82E1
http://www.qmags.com/clickthrough.asp?url=www.computer.org/internet/&id=19210&adid=logo
http://www.qmags.com/clickthrough.asp?url=www.qmags.com&id=19210&adid=logo
http://www.qmags.com/clickthrough.asp?url=www.qmags.com&id=19210&adid=logo
http://www.qmags.com/clickthrough.asp?url=www.computer.org/internet/&id=19210&adid=logo

[mcomputi“g Previous Page | Contents | Zoomin | Zoom out | Front Cover | Search Issue | Next Page

>
> <o

“Q_mags

Cipher-Suite Negotiation for DNSSEC: Hop-by-Hop or End-to-End?

responses. Hence, hop-by-hop nego-
tiation is most applicable when the
resolver and the name server communi-
cate directly, without intermediate prox-
ies, or when the intermediate proxy also
supports negotiation. For early adoption
of negotiation by a resolver and name
server connected via proxy, as in Figure
1, it might be better to deploy the end-
to-end negotiation mechanism.

End-to-End Negotiation

To overcome the challenge of interop-
erability with legacy DNS proxies, the
signaling should be transparent to
the proxies. The crux of the solution
is for the resolver to encode the pre-
ferred ciphers as a query subdomain.
However, a careful design is needed to
avoid a few potential pitfalls.

It might be easiest to understand
the issues by first considering the fol-
lowing “naive” design, and the prob-
lems it would generate. In this design,
the resolver prepends the ciphers it
supports in order of preference. For
instance, if the request is for foo.bar,
and the resolver supports cipherl,
cipher2, cipher3, then it will send
a request for the query cipherl.
cipher2.cipher3._cs_.foo.bar.
The ciphers are ordered by the priorities,
and _cs_ is the delimiter, signaling to
DNS entities that the request’s origina-
tor supports cipher-suite negotiation.

Unfortunately, this naive design
has two significant drawbacks. First,
it isn’t interoperable with name serv-
ers that don’t support cipher-suite
negotiation; the name servers would
respond to such queries with non-
existing domain responses (requir-
ing the resolver to resend the query
without signaling support of cipher-
suite negotiation). Second, this design
would not allow the utilization of the
caching offered by the intermediate
proxies; in particular, resolvers sup-
porting different priorities would cause
the proxies to trigger distinct queries
for each unique cipher combination.
In addition, this design doesn’t defend
against degradation attacks.
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Our design tackles these chal-
lenges.!® To mitigate the increase in
latency for resolvers and the volume of
queries to the name servers when the
DNS transaction involves legacy serv-
ers, we switch the signaling direction.
Specifically, the name servers, rather
than the resolvers, signal support of
cipher-suite negotiation; this occurs in
a backward-compatible manner using
the DNSKEY records, which are already
exchanged whenever DNSSEC is used.

The DNSKEY records are designed
to contain the cryptographic public-
verification keys that the zones support
(encoded by the algorithm’s number
as assigned by IANA). The resolvers
use these keys to verify DNSSEC sig-
natures. The end-to-end cipher-suite
negotiation mechanisms will use a new,
dedicated algorithm number; instead of
public keys, this number will contain
the ordered list of algorithms the zone
supports. Note that this doesn’t cause a
problem for legacy resolvers that don’t
recognize this new algorithm number
because resolvers simply ignore any
unknown number.

Suppose a resolver must send a
query to a name server authoritative for
foo.bar. Once the resolver, enhanced
with a cipher-suite negotiation, receives
the ciphers list in this special DNSKEY
record, it learns that the name server is
enhanced with the cipher-suite negotia-
tion mechanism, and it also obtains the
ordered list of ciphers that the zone sup-
ports. The resolver responds by sending
to the name server (or proxy) a query for
domain foo.bar, prepending to it as a
subdomain the preferred cipher — for
example, cipher._cs_.foo.bar (step
1 in Figure 1). The DNSKEY record is
cached, and subsequent requests to that
domain will incorporate the preferred
cipher in the query. To name servers
that don’t signal cipher-suite negotia-
tion support — that is, that don’t send
the DNSKEY record with the special
algorithm number — the resolver won't
encode the cipher in the subdomain. An
intermediate proxy checks whether the
record is cached, and if not, forwards

the request to the name server (step 2). If
the name server identifies the delimiter
in the query, it responds with the cryp-
tographic signatures that correspond to
the option the resolver has signaled (step
3). The proxy caches the records and
forwards the response to the resolver
(step 4). Subsequent requests for the
same record, with the same cipher pref-
erence, will be served from the cache.

The indirect signaling by the name
servers to the resolvers implicitly sup-
ports interoperability with legacy
resolvers and legacy name servers that
don’t support the cipher-suite nego-
tiation mechanism, while not signifi-
cantly increasing the amount of DNS
requests to the legacy DNS servers.

The validity of the “list of algo-
rithms” record is established by the
resolver as it validates the signature
over the entire resource record set —
namely, using the zone’s (already vali-
dated) KSK stored in a DNSKEY record,
or the parent zone’s DNSKEY record.
This ensures that the resolver estab-
lishes a chain of trust all the way from
the root zone to the target domain, and
prevents downgrade attacks.

ipher-suite negotiation in DNS-

SEC can solve critical problems
pertaining to interoperability with the
Internet infrastructure and can pre-
vent attacks as well as a large fraction
of the benign failures.
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Mobile Videos
Where Are We Headed?

Moo-Ryong Ra ¢ AT&T Labs Research

Video is one of the richest forms of data that mobile devices produce. However,

such devices, along with existing network infrastructure, can support only

rudimentary functions: uploading, downloading, and a little bit of processing. Here,

the author looks at the challenges of enabling more advanced processing capabilities

and highlights future opportunities for video captured by mobile devices.

built-in sensors has produced an influx

of rich contextual data and enabled many
useful context-aware applications, including
location-based services, motion-sensor-based
games, and health applications. Among all the
data mobile devices have produced, video is
probably the richest. Combined with state-of-
the-art computer vision and machine learning
technology, this spatio-temporal visual infor-
mation in a highly compressed form has tre-
mendous potential. Notably, mobile video traffic
is rapidly growing. Cisco reports that it will
consume nearly 11 exabytes per month among
the 15.9 exabytes per month passing through
mobile networks, and predicts that it will gener-
ate 69 percent of total mobile traffic between
2013 and 2018."

Along with market growth, mobile devices
are also getting powerful. They now have mul-
ticore CPUs and GPUs, at least tens of gigabytes
of memory, and various sensors, including
high-resolution cameras. Despite these power-
ful capabilities, the way we use mobile phones
to consume video is still rudimentary. Basi-
cally, we can take video with resolutions up to
4K, upload it to an Internet-connected server
for backup or share it with family and friends
via services such as YouTube, and download
or stream it from cloud-based services such as
Hulu and Netflix. In current practice, if you
want to perform any sort of nontrivial process-
ing on video, you must rely on more powerful
computing devices, such as desktops or servers
in the office or the cloud.

T he advent of smart mobile devices with

Published by the IEEE Computer Society
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Clearly, as technology evolves, we will be
able to do better. For instance, in the near term,
we will likely be able to use an image filter
on video as we've done successfully with Ins-
tagram for photos (see http://instagram.com).
Also, researchers are envisioning advanced
functions, including real-time composition of
multiple video streams from different sources or
application of complex computer-vision-based
recognition algorithms on real-time videos.

Here, I focus on the following two questions:
First, 5 to 10 years from now, what kinds of
capabilities will we have for videos generated by
mobile devices? And to support those demands,
what challenges and opportunities will infra-
structure providers face?

Current Status and Future Demands
As of 2014, smart mobile devices, such as smart-
phones and tablets, commonly have cameras
with resolutions of 8-13 megapixels and can
record 4K video at 30 frames per second (fps)
(see http://en.wikipedia.org/wiki/List_of_4K_
video_recording_devices). Videos are typically
stored in a compressed form, and today’s mobile
devices use only a handful of video coding stan-
dards, such as H.264. These standards have been
evolving mainly to improve coding efficiency
and thus reduce video data’s footprint.? Hence,
mobile devices can produce high-quality visual
data while consuming small amounts of storage
space.

With these technical advances, people can
produce high-quality videos of their everyday
lives with a couple of clicks. The only remaining
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challenge is probably reducing energy
consumption, given that video re-
cording tends to put mobile devices
in the highest power state. After pro-
ducing and storing videos locally,
people can upload and share them
through services such as YouTube.
(Sharing generates data security and
privacy issues, which I discuss more
later) Others can consume these
shared videos, and some commercial
video content, on their own mobile
devices. Cloud-based video streaming
services are representative examples.
Companies such as Netflix, Hulu, and
U-verse provide on-demand video
streaming services for mobile devices.

In the past decade, we've made
tremendous progress in terms of
mobile video quality; however, what
applications can do using the vid-
eos is highly dependent on built-in
codecs available on the correspond-
ing hardware. In terms of processing
and manipulating video data, going
beyond what the device already
provides is difficult for several
reasons. First, the state-of-the-art
video codecs must be highly opti-
mized for a given hardware to fulfill
requirements — for example, 30 fps
with 1280x1080 resolution. Thus,
open source software for processing
videos (see http://[sourceforge.net/
projects/ffmpeg4android/) might
still be too slow to use in practice.
Second, when it comes to processing
videos, mobile platforms, including
i0OS and Android, have limited tools
and APIs exposed to the application
layer. Third, mobile devices are still
resource-constrained, especially
when we consider battery life.

To overcome these obstacles and
enable novel functionalities, support
from infrastructure is essential. For
instance, offloading computation to
the cloud infrastructure could enable
advanced processing capabilities,
among other benefits. Also, decom-
posing the aforementioned com-
plex video compression techniques
and jointly optimizing them for
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higher-level tasks might be useful in
some cases, which I discuss more later.

Advanced Processing

What kinds of processing capabili-
ties will we need for mobile video in
5 to 10 years? To facilitate this dis-
cussion, let’s look at some example
capabilities. One thing worth men-
tioning is that, at least in the near
term, these capabilities will require
close interaction with cloud infra-
structure before they can be realized
locally on mobile devices.

The first capability that we can
easily predict is near real-time pro-
cessing of demanding computation on
video data, such as transcoding, sta-
bilization, applying filters to impose
visual effects, and so on. As men-
tioned, because video-compression

Mobile Videos

person will have a unique viewpoint of
the event, and it would be interesting
if, after they share those views, oth-
ers could easily composite them in a
personalized way. For instance, in a
baseball stadium, Bob’s seat is behind
first base. He might want to see views
from the outfield and third base using
his smartphone. One crucial feature
to have will be time synchronization
among multiple video streams.

The third example is applying com-
puter-vision-based machine learning
algorithms to real-time video streams.
These algorithms extract users’ con-
texual information automatically —
for instance, recognizing who (person)
or what (object) is in the scene — or
receive user input without using exter-
nal hardware, as with hand-gesture
recognition. Unfortunately, applying

We’ve made tremendous progress in terms
of mobile video quality; however, what
applications can do using the videos is
dependent on built-in codecs.

technology evolved primarily to
enhance the compression ratio —
making a pixel-level manipulation
isn’t in the equation, for example —
it’s inherently hard for us to process
video in real time if we use the out-
of-box codec. With proper support
from infrastructure, we might be able
to get the results of such processing in
near real time.

The second capability is real-time
sharing and composition of mul-
tiple video streams from the corpus
of mobile devices. This is particularly
useful for sharing real-life events in
a timely manner. Suppose that a big
sports event is going on, such as the
Super Bowl or World Series. Many
people among the stadium crowds will
have mobile devices, and the number of
those devices is likely to be huge. Each
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these algorithms to real-time videos
is a computationally demanding task.
One way to enable such applications
is to split the application into two
pieces and offload the computationally
demanding part to the cloud.’

Although these three examples
are interesting, many other capa-
bilities could open the tremendous
potential of mobile videos.

Sharing Videos and Data Privacy

It has become common to share vid-
eos on social networking sites. You-
Tube provides a platform for sharing
video content and is used in differ-
ent ways: content providers and some
individuals use it to conveniently
reach a large audience, whereas oth-
ers use it as a rendezvous point for
sharing private videos. Unfortunately,
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Beyond Wires

a big concern is that, once we share
the content, we immediately lose
control over it. My previous work,
P3, addresses this concern for photos
by dividing the image into two parts
(private and public) and encrypting
the private part (which has the most
visual information) so that cloud ser-
vice providers can’t extract meaning-
ful information but still maintain their
processing capability.* For videos, we
must cope with the complexity of
video coding standards. Compared to
image compression standards, such as
JPEG, tweaking frame-level variables,
as P3 does for photos, can severely
affect interframe compression perfor-
mance. Although it isn’t clear whether
YouTube automatically mines videos
to recognize faces or other subjects,
it certainly possesses the data to do
so. Thus, it’s important to develop a

resource-limited. One useful tech-
nique to overcome this limitation is
offloading. At least in some cases,
this technique can significantly
improve the performance — that
is, the latency (ms) and throughput
(fps) — of demanding applications
when it comes to video data.> Other
infrastructure-side technical con-
cerns include timely and quality-of-
service provisioning of compute and
network resources, careful network
failure handling, and the scalability
of such services. At the same time,
because we're dealing with visual
information, any offloading infra-
structure must handle data security
and privacy issues. For instance, if
the whole or partial visual informa-
tion of an input video or its asso-
ciated features exposes personal
information from the cloud, users

If performance and data privacy concerns are
resolved, users will only benefit from offloading

infrastructure.

technology similar to P3 for video,
to ensure that video service providers
(VSPs) can’t mine private videos, and
thereby protect users’ privacy.

Requirements and
Opportunities for the

Next Generation

To enable advanced processing capa-
bilities and address the privacy con-
cern, we must certainly develop new
technologies and infrastructure for
mobile video. To achieve this goal,
innovations are necessary to both
software systems and video cod-
ing techniques. Here, I present some
beneficial examples.

Requirements for

Offloading Infrastructure

Despite tremendous progress in the
past decade, mobile devices are still
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will have serious privacy concerns.
Because these new workloads (with
associated capabilities) have a high
data rate and require a crisp response
time, existing techniques using dif-
ferential privacy and selective
encryption might not be sufficient.
Moreover, if we consider the com-
pression pipeline, the issue becomes
more complicated. For instance, both
H.264 and Google’s VP8 standard,
which are increasingly dominant, use
advanced adaptive arithmetic cod-
ing techniques; this makes bitstream
manipulation? much more challeng-
ing. For example, simply removing
bits from the bitstream would lead
to an undecodable public video, and
thus wouldn’t be processable in the
cloud.

Finally, providing a relevant incen-
tive mechanism for infrastructure

providers is also important. From a
user perspective, if performance and
data privacy concerns are resolved,
users will only benefit from offload-
ing infrastructure. Fortunately, for
most cloud service providers, this fact
might implicitly motivate them to
adapt the technology to increase their
user base.

Cross-Layer Optimization

for Advanced Processing

As mentioned, current video coding
standards are composed of a series of
computational steps to optimize cod-
ing efficiency. You can find detailed
information elsewhere.>® However,
to better support future demands, it
might be better to decompose such
standards and take finer-grained
computational building blocks into
consideration for system-level opti-
mization processes. Let’s look at one
example that jointly optimizes cod-
ing efficiency using other available
video. Mobile videos are often stored
in remote storage spaces outside the
mobile device, such as a backup drive
at home or distributed cloud stor-
age such as Dropbox, Box, or AT&T
Locker. When it comes to consider-
ing storage space, videos (and pho-
tos also) are especially tricky to store
efficiently because the common tech-
niques to optimize storage space,
such as deduplication and compres-
sion, won’'t work well. This is mainly
because the redundancy imposed
on raw video data has already been
eliminated by its carefully designed
encoding process. However, if we can
find additional redundancy across
multiple videos at an earlier phase
in the encoding process, it might be
a different story. For instance, apply-
ing the deduplication technique across
the corpus of video files before the
entropy coding stage — for example,
adaptive arithmetic coding — might let
us improve coding efficiency further,
thereby reducing storage capacity
requirements. In particular, benefits
would be maximized when videos are
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captured under similar circumstances —
for instance, from the same building
or the same set of people. Arguably,
these cases are more common for the
videos mobile devices generate.

oday’s mobile devices already

have advanced capabilities, and
future devices could have even more
that are focused on processing and
sharing. Before we can realize these
capabilities, however, we must fur-
ther evaluate the idea of offloading
infrastructure to provide perfor-
mance guarantees and preserve pri-
vacy. The potential for cross-layer
optimization must also be verified
with concrete experimental evi-
dence. Despite these challenges, I
hope this article can stimulate the
community and result in active
research efforts in this field. I¢
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Practical Security

Hilarie Orman ¢ Purple Streak

encrypted email, and I was reflecting on the

near-absence of its adoption by ordinary
individuals, even those who are security con-
scious. Given the knowledge that we now have
about extensive government surveillance over
Internet traffic, we should conclude that end-to-
end encryption is the only technology that can
assure email privacy. This has led me to pon-
der some questions, such as, “Are there readily
available tools for using cryptography in email?
Should we be encouraging our correspondents
to turn on the ‘encrypt’ flag?”

Fifteen years ago, Doug Tygar and Alma Whit-
ten wrote an interesting paper, "Why Johnny
Can’t Encrypt.”! In it, they discussed the usability
of encryption tools. They found that the predomi-
nant tool at the time, Pretty Good Privacy (PGP),
failed to be “usable,” in part because users didn’t
understand how cryptographic keys worked,
where to get them, and how to use them. Are tools
today more usable, and are there new usability
issues? How do smartphones, tablets, and “bring
your own device” policies change the picture?

The Internet is a much more complicated
place than it was at the dawn of encrypted email,
and despite its ubiquitous nature, perhaps email
is passé. Should we worry more about new mes-
saging apps, such as Facebook, Twitter, Skype,
and Snapchat? What about Bitcoin?

I can’t answer all these questions in this small
space, but this article intends to show that end-
to-end encryption is somewhat understandable,
accessible with some effort, possibly extensible
to social media, and in the end, perhaps saved
by the global reach of social networks.

Why Do We Need

End-to-End Encryption?

Although email encryption standards were devel-
oped 30 years ago, other than for a few experimental

S ome 30 years have passed since I first used

Published by the IEEE Computer Society
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Why Won’t Johnny Encrypt?

purposes, only two people have ever asked to com-
municate with me via encrypted email. On the
other hand, I have observed that some people rou-
tinely use digital signatures to ensure their email’s
integrity and authenticity. [ was curious about how
much email is protected, and based on a simple
analysis of non-spam messages that I've received
in the past several months, I estimate that fewer
than one person in a thousand signs messages.
Because digital signatures are part of encrypted
email, [ assume that this represents the fraction of
people who have configured their email software
to use cryptography. This means that if I were to
start encrypting email, [ would have an uphill bat-
tle to convince my correspondents to start doing
the same, because it seems that few of them have
encryption enabled or available.

In talking about email privacy, I'm focusing
on measures that defend email against any kind
of snooping. The strongest guarantee of privacy
for email is end-to-end encryption. This means
that no one but the sender and the receiver can
decrypt the communication. The email provider
can’t decrypt the messages because only the two
communicating parties have the necessary keys.
No eavesdropper can understand the messages,
and no one with access to files on the email
server can read them.

Without end-to-end encryption, eavesdrop-
pers have any number of ways to read email.
They can read data from communication lines as
the email goes from a user to an email server or
from one server to another. They can copy data
from email servers or the repositories that hold
email in “folders.” Eavesdroppers can be unethi-
cal employees at datacenters, criminals who
have gained illegal access to servers, or govern-
ment agents with specific or blanket search war-
rants. Even if service providers try to protect
communications using point-to-point encryp-
tion (for example, STARTTLS for the Simple
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Mail Transfer Protocol [SMTP]),
errors in configuration might occur,
or the facility might be monitored in
response to a search warrant.

Thus, end-to-end encryption is
the solution to surveillance avoid-
ance, but with great privacy comes
great responsibility. The cryptographic
operations must be done on the end-
point device, not on a server. This
means that email software must have
cryptographic support of some kind —
an auxiliary app, a crypto library in
the mail client, or Java running in a
browser. Furthermore, losing a cryp-
tographic key can mean losing access
to the email forever. Users with sev-
eral devices, particularly mobile ones,
must keep their keys on each device,
but this increases the likelihood of
keys being accidentally disclosed.

This makes for a security conun-
drum, but it doesn’t fully explain
why almost no one uses email
encryption today. With the exception
of the US military and some enter-
prises that enforce security through
their organizational gateways and
email clients, there appears to be
little interest in email privacy. All of
which leads me to ask, are the tools
there, and are they usable?

Email Privacy:

What You Need to Know
First, let’s step back and review what’s
needed for end-to-end email privacy.
The sender and the receiver want to
know that the message is actually
from the sender, it is intended for
the receiver, no one but the sender
could have sent the message, and no
one but the sender and the receiver
can decrypt it. These goals are usu-
ally accomplished through a combi-
nation of public-key algorithms and
symmetric encryption.

Six pieces of information are pre-
requisites for secure email commu-
nication: the sender’s identity, the
intended recipient’s identity, a cryp-
tographic binding between the mes-
sage and the sender, a cryptographic
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binding between the encrypted mes-
sage and the intended recipient, assur-
ance that the message hasn’t been
altered during transmission, and a
transformation of the message from
“plaintext” to “ciphertext” using a
function that’s extremely difficult to
reverse without a message key that
only the sender and receiver know.

In most cryptographic systems
today, the identities are embodied in
public/private key pairs. Only the iden-
tity’s owner knows his or her private
key, but the public key is, well, public.
The sender chooses a unique message
key, encrypts the message, applies a
hash function to get a short representa-
tion of the message, encrypts the mes-
sage key using the intended recipient’s
public key, and uses his or her own
private key to create a digital signature
over all the data. This data (signature,
encrypted message key, encrypted data,

Why Won’t Johnny Encrypt?

key. This is a useful way to let people
know that you have a public key and
that email associated with your pub-
lic key is authentically “you.”

Why You Need a Certificate
Email systems generally represent
public keys as part of a complicated
data structure called a certificate. A
certificate is a way of saying some-
thing like “Entity Alice asserts that
the string of bits XYZ is the public
key of the entity known as Bob with
email address bob@example.com,
and Alice has attached her digital sig-
nature S to this statement.” If an email
user thinks that Alice is trustworthy,
then the certificate binding bob@
example.com to XYZ can be saved
in the key-management store on the
recipient’s machine. If Carol has Bob’s
certificate, she can use his public key
to send secure email to him.

End-to-end encryption is the solution to
surveillance avoidance, but with great privacy
comes great responsibility.

and hash value) is encoded in a data
structure that’s compatible with SMTP,
and the whole thing is then delivered
to the recipient as an email message.
The recipient can then check that the
hash value matches the received data,
verify the signature against the signed
data, decrypt the message key, and
decrypt the data.

If the sender only wants the recip-
ient to check the message’s authen-
ticity (that is, that it was really
sent by the entity appearing in the
“From:” line) without keeping the
message contents secret, then the
sender can sign the message’s hash
without establishing a message key
or encrypting. The “signature only”
messages are simpler than encrypted
messages because the sender doesn’t
need to know the recipient’s public
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If Bob wants to use his own repu-
tation to establish a key, then he can
create a self-signed certificate that
says “Entity Bob, known as bob@
example.com, asserts that the string
of bits XYZ is the public key of the
entity known as Bob, and Bob has
used XYZ to create his signature S
on this statement.” This demonstrates
that Bob has the private key that
matches XYZ. For ordinary users,
this level of trust is usually sufficient.
After all, if you've been in the habit
of sending email to “Bob,” then you'll
probably be happy enough to trust a
certificate that he sends you.

Many companies have email
systems that take care of key issu-
ance and management, and all the
complexity might be hidden from
users through a gateway machine.
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The company might have a database
of keys, and the user email clients
might look these keys up and use
them without having to bother the
user. These solutions are especially
important for organizations such as
the US military; for example, I regu-
larly get press releases from a local
National Guard unit, and their mes-
sages always have a digital signature.

Getting Started

With Secure Email

Ordinary users, especially those in a
“bring your own device” world, need
to have keys that work with mul-
tiple devices and a variety of email
clients, and they need to carry their

Do modern email clients have
a ‘“usable” interface to end-to-end
encryption? In my observation, most
of them support the first three items
fairly well, though many users will
have some trouble with the “under-
standing” requirement, because pub-
lic-key technology isn’'t an intuitive
concept; it takes some experience to
become comfortable with the compo-
nents. Neophytes always have trouble
with the next two items, because
the notions of public and private
keys, certificates, and email attach-
ments can become mind-numbing.
The caveats implicit in the sixth item
will always haunt us; there are just
too many ways to lose information.

Many users will have some trouble with the
‘understanding’ requirement, because public-
key technology isn’t an intuitive concept.

correspondents’ public keys in a “Con-
tacts” list that’s easily portable. Let’s
look at the starting point of a grass-
roots “let’s encrypt our email” effort.

“Why Johnny Can’t Encrypt” lays
out the minimal requirements for a
usable encryption system.! Such a
system should help users understand
and accomplish the following:

e encrypt email, and decrypt email
received from other people;

e sign email, and verify signatures

on email from other people;

generate a key pair;

publish the public key;

acquire other people’s public keys;

avoid such dangerous errors as

accidentally failing to encrypt,

trusting the wrong public keys,

failing to back up their private

keys, and forgetting their pass

phrases; and

e succeed at all of the above within
a few hours of reasonably moti-
vated effort.
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Despite all this, “a few hours” will
probably suffice to get almost anyone
started on secure email.

Configuration,
Import, Export
Linux, Apple 0SX and iOS, and
Microsoft all support signed and
encrypted email through their
widely used email clients. Google
and Yahoo have announced that sup-
port for their email clients is on the
way. So, in theory, nothing stands
between a user and end-to-end pri-
vacy. But users probably won’t find
a “Secure email” tab that does all
the configuration automatically. It’s
best to start by acquiring the crypto-
graphic keys that establish an email
identity. An identity is associated
with an email account, and you will
need separate cryptographic keys for
each of your email accounts.

The first obstacle that encrypted
email neophytes face is getting their
email name connected to a pair of

related cryptographic keys (the public
and private keys discussed previ-
ously). These are sometimes called the
certificate, but this is a terminology
conflation. The key pairs consist of
two large numbers that are generated
by cryptographic software libraries
and that must be saved in two sepa-
rate files. The public key is encoded
into a certificate, whereas the pri-
vate key is usually protected using
a passphrase that the user makes up.
The passphrase is then turned into an
encryption key, which encrypts the
private key, and the result is stored in
a file. It’s essential to make note of
the passphrase!

Apple’s OSX operating system
has a key manager with a reasonable
GUIL, and it can generate keys for
email. If you're already familiar with
the key manager, you might natu-
rally start there, but if you start with
the email client, you'll spend some
time fumbling around without get-
ting anywhere — so start with the key
manager (hint: there’s an icon with
a keychain graphic). Once you've
generated the keys, you’ll need to
“export” them into a format that
an email client can read. The usual
exchange format is called PKCS #12
(see www.emc.com/emc-plus/rsa-
labs/standards-initiatives/public-

key-cryptography). The associated

file extension is pI12. Because the
file contains the all-important
secret key, it’s encrypted with a key
derived from the username and that
user-supplied passphrase that you
should not forget.

Once I had all that out of the way,
I was able to import the key file into
an email client on an Apple mobile
device. Getting the client to actu-
ally sign messages wasn't too hard,
but I couldn’t have done it without a
little help from the Web. The option
is buried deep in “Settings” for the
email app, under “Advanced” (of
course), and at the bottom of a menu
list that’s covered by the virtual
keyboard. With this done, I could
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immediately send digitally signed
messages. Moreover, other email
clients on Apple devices detected the
signature and marked the message as
verified. Yay!

Using Microsoft Outlook started
out as a more intuitive process,
but it went awry. Having found
email signing under “Tools,” then
“Accounts,” and then the “Advanced”
(of course) settings for one account,
the application noticed that I didn’t
have a public key, and it offered
links to several certificate providers,
including one that required no pay-
ment. All went well with the Web
registration, and shortly after that I
received an email with a link for my
certificate and private-key package.
Clicking on the link didn’t down-
load a p12 file as I had expected, but
it did cause the browser to consume
the data into its key storage. When I
tried to export the private key from
there, I ran into access permission
problems that seemed unsolvable.
I gave up on that certificate and
instead attached the p12 file from
an Apple device to an email mes-
sage to myself, and read it with Out-
look, which happily consumed that
data into its key storage (note that it
needed to know the passphrase for
the private key).

Linux supports two independent
software bases that are very helpful
for generating keys: the GNU Pri-
vacy Guard (GPG; www.gnupg.org)
and OpenSSL (www.openssl.org),
each with extensive cryptographic
capabilities. These use a command-
line interface, and the incantations
are baroque (are classical musicians
attracted to Linux?). Fortunately,
on Ubuntu Linux, the Seahorse key
manager does most of the work using
GPG through a simple GUI.

Although Seahorse can generate
keys for email, if you want to use them
on other devices, you need to know
that GPG prefers to use its own for
keys. The armored ascii format is the
default, using the file extension asc.
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Armored ascii could be unpalatable to
systems that default to the public-key
cryptography standards. To export
the key to that format, a user might
need to invoke gnugpg through the
command line and specify the option
-export-format pkecsl2.

Users who want detailed con-
trol over their key generation can
use either GPG or OpenSSL from
the command line. The first step in
OpenSSL is to create a certificate
authority with a public and private
key. This step is followed by creating
a new key pair for email and sign-
ing it using the certificate authority.
Finally, you can export the newly
created email key pair to the pl2

Why Won’t Johnny Encrypt?

keys increases the risk of their expo-
sure. Recently, I was talking to experts
at a computer forensics company, and
they told me that in 99 percent of their
investigations, passphrases or pass-
words are found lodged somewhere in
the device memory. Should you trust
your mobile phone or tablet with the
keys for your email identity? The risk
might be acceptable for your “social”
email account, but what about the one
you use for professional work? Or, you
might trust a device that you use for
work but not games. There’s no sim-
ple answer; maybe someday we will
have verified, trustworthy operating
systems on trustworthy hardware, but
until then, caveat keyholder.

Maybe someday we will have verified,
trustworthy operating systems on trustworthy
hardware, but until then, caveat keyholder.

format. Microsoft Outlook seemed to
consume that file happily.

Many Accounts, Many Keys
When [ first dabbled with email
encryption, I had only one computer
and one email account to configure.
Today I have five computers that I
use regularly, each one with a differ-
ent email app running on a different
operating system. ['ve also got a hand-
ful of different email accounts. It's
hard enough to keep my contact lists
in sync, and the idea of keeping my
keys current is daunting. However, to
have the flexibility of using whatever
device is most convenient while still
assuring end-to-end privacy, the keys
associated with each account must
reside in each computer. That's why
the information about importing and
exporting the cryptographic identities
is so important.

As mentioned earlier, end-to-end
security requires secret keys on each
device, but having more copies of secret
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However, once you've decided
on these measures and have loaded
your pl12 or asc files with your digital
identities into your endpoint email
clients, then you're ready to start
sending signed email. If you can con-
vince your correspondents to do the
same, then your email to one another
will be signed, and as a side effect,
the certificates will be email attach-
ments. The PKCS #7 format for signa-
tures has the extension p7s (usually
smime.p7s), and this contains the cer-
tificate chain for your identity, your
public key, and your digital signature
of the whole message’s hash. Most
email clients recognize these attach-
ments and automatically incorporate
them into your key manager. When
you compose a new email message to
a user whose public-key certificate is
in your key storage, the email client
will recognize it and can encrypt the
email to that recipient.

Of course, there are some got-
chas. You'll need to read the email
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Practical Security

on each of your devices to get your
correspondents’ keys into the key
storage, or else you will need addi-
tional software to add them to syn-
chronized contact lists. After a year
or so, the certificates will expire, and
you'll need to generate new key pairs
and send them to all your corre-
spondents, and they’ll need to do the
same. Anytime you get a new email
account, you'll need to get new keys
and let all your correspondents see
your new certificate, and they’ll be
doing the same thing. This is a real
usability killer, one of the major rea-
sons that people give up on strong
authentication.

Long ago, there was an expec-
tation that global directories would
simplify the problem of finding keys.
Some people envisioned a hierarchi-
cal structure based on organizational
units of government and industry,
and other people thought that a col-
lection of easy-to-update servers and
a “web of trust” would predominate.
But neither one has caught on for
the majority of Internet users today.
Consequently, key management is
relegated to enterprise solutions or
to a few dogged, security-obsessed
individuals.

Social Media to the Rescue?
Generally, social media doesn’t have
end-to-end encryption, though any
text-based messaging system could,
in theory, be “crypto-ized.” Some
third-party applications offer help
with this by providing, for example,
their own database for storing and
retrieving encrypted Twitter mes-
sages and handling the keys and
crypto operations automatically. We
might need to wait a few decades for
this to become an integral part of
messaging apps. But there could be
a place for social media in the salva-
tion of key management. Instead of
global servers for publishing public
keys, why not a social network?

The not-yet-in-alpha Keybase
system (https://keybase.io/) proposes

94 www.computer.org/internet/

maintaining a website for bootstrap-
ping key advertisements from regis-
tered users, but their software will
do much more than hold a directory.
They will also provide open source
software that can run independently
of the website, using it only for boot-
strapping and occasional checks for
new key types.

The exciting thing about Keybase
is that it recognizes that public keys
are used for diverse applications on
the Internet. You can announce a
public key on Twitter, for example.
If you were to register as a Keybase
user, and then registered your Twit-
ter handle with them, Keybase would
look for your announcement of your
public key in your Twitter feed and
would verify the key by checking the
signature on it.

Your friends, should they also
be Keybase users, would contact the
Keybase server and look up your
Keybase entries. Seeing that you had
a Twitter handle, their Keybase cli-
ents would learn that you had posted
a public key. The clients don’t act as
zombies; they independently fetch
the posting with the key and validate
it. Each client can sign these keys as
“trusted” and save them on the Key-
base server. Using a new device?
You can pick up your trusted keys
from the Keybase server and start
watching for updates. It sounds as
though you could manage trusted
keys yourself, using other tools, but
you'd want to keep announcing your
new keys on the Keybase server and
watching for your friends to start
using new apps.

Because Keybase is built on GPG,
it has all the crypto utility func-
tions for key import and export and
cipher suites available to its client
software. Many operating systems,
particularly Linux-based systems,
have GPG installed by default; your
mileage may vary with others.

Will this work for Bitcoin ac-
counts? Keybase says it will, and they
include this interesting statement on

their webpage: “We’re now embedding
signed announcements in the Bitcoin
blockchain.” If everyone starts doing
this, I think we’ll need to increase the
world’s energy production dramati-
cally. We want nuclear fusion now!

End—to—end encryption for email
is or will soon be available for
almost all commonly used comput-
ing devices. Users who are interested
in it can start with signed email and
move gradually to encrypted email
if they can convince their friends
and colleagues to join them in the
quest for privacy. This is an era of
social media, in which privacy takes
a backseat to openness, but per-
haps social media can help spread
the word about the importance and
accessibility of email communica-
tion privacy. Privacy — can it be the
next viral movement? M
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cont. from p. 96
shown themselves to be unexpect-
edly preserved for similarly varying
time periods.

What could prove possible as
we grow into this digital era is that
we might be able to regularize our
efforts to preserve digital content in
the form of digital objects held in
various archives or repositories, such
as those contemplated in the Digital
Object Architecture developed at the
Corporation for National Research
Initiatives (CNRI; www.cnri.reston.
va.us/papers/OverviewDigitalObject

Architecture.pdf).
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Padcasting and anycasting have
other implications. For one thing,
the traditional content consumers
have become producers as well, rais-
ing the question of whether we can
distinguish between these two roles
anymore. Despite the cloud’s attrac-
tions, we can imagine — in a world
of symmetric, high-speed Internet
access — that users will become
both the consumers and the suppli-
ers of content in varying amounts.
Business and regulatory models that
treat consumers and suppliers as
distinct might find it more difficult
to maintain the distinction, which

>
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Padcasting

could affect how policy develops for
managing and protecting intellec-
tual property.

The 21st Century is getting more
interesting by the millisecond! M
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Vinton G. Cerf ¢ Google

league about the process of media con-

vergence on the Internet. We were talking
about “podcasting,” and I misheard him as say-
ing “padcasting.” When he corrected my mis-
understanding, I continued to think about this
neologism. As data rates on the Internet increase
in both wired and wireless operation modes, and
as we move toward an ill-defined but surely real
“Internet of Things,” it seems apparent that dis-
tinctions among various kinds of display devices
will continue to erode. Whether we're speak-
ing of a mobile, pad, laptop, television screen,
video projector, Google Glass, Oculus Rift, or
perhaps even a wristwatch, we will likely see
all media becoming available on or through all
devices. Where there are mismatches (such as no
speaker), we might see automatic provisioning
of captions, when available.

In some sense, we could be approaching a
sort of “anycasting” moment (not to be confused
with IP anycasting), when anything can serve
as a receptor for any and all media. Some ser-
vices already let users move from one device to
another while seamlessly receiving the same
streaming video or audio. Many of these devices
let you read, compose, and reply to email or
other social messaging media. Videoconferenc-
ing is no longer confined to specially equipped
rooms. You can do it from mobiles (when there is
adequate capacity), laptops, pads, desktops, and
so on. We are also starting to see some devices
with cameras interpreting gestures. Holding up
a hand, palm out, can be interpreted as wanting
to interrupt or ask a question, and the device
can flash a symbolic hand against, say, a red
background to attract attention.

The presence of cameras and microphones
in addition to displays, mice, touch pads, touch
displays, styli (the plural of stylus for all you

N ot long ago, I was chatting with a col-

Published by the IEEE Computer Society

1089-7801/15/$31.00 © 2015 IEEE

pedants out there), and keyboards on so many
devices makes it possible to anycast from any-
where to anyone. The casual use of increasingly
rich media for everyday communication seems
like a sea change in how we think about our
interactions.

There are side effects of this proliferation
of opportunities to express ourselves and stay
connected. We see the same or similar expres-
sions showing up as tweets, to say nothing of
“re-tweeting.” Waves of comments, images, and
videos show up on Facebook and Google+. It is
as if our lives are becoming the subject of com-
mentary and debate, not unlike the formal and
informal glosses on the parchment texts of old.
The potential permanence and public nature of
much of the record has opened up new areas for
research and analysis, as we find in studies of
the “twitterstream.” At the same time, there is
no guarantee that anything in the Web is at all
permanent, leading to my usual “bit rot” rant
about the impermanence of digital informa-
tion — degradation of the medium, loss of read-
ing devices, loss of correct information about
format, loss of metadata needed to correctly
interpret the data, loss of websites and inability
to resolve URLs, and so on. The Internet Archive
(see www.internetarchive.org) represents one
among several efforts to preserve digital infor-
mation for the future. Another is found at Carn-
egie Mellon University in the form of Project
Olive (olivearchive.org), which aims to preserve
various kinds of executable code. The irony of
these efforts and effects is that the permanent
could become evanescent and the evanescent,
permanent (or at least preserved) in a sporadic
sort of way. In some sense, this isn’'t new — all
older media have shown themselves to be eva-
nescent over varying time periods and have also

cont. on p. 95
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2015-2016 Editorial Calendar

Building Internet of Things Software (Mar/Apr 2015)

As we equip people, places, and commodities with Internet-connected embedded devices that can sense
information about the environment and subsequently take action, we will create the Internet of Things.
The IoT will improve society and quality of life, but making this vision a reality requires interdisciplinary
efforts in a range of scientific domains. Specifically, enabling the design, implementation, validation,
and real-world use of IoT software requires that we embrace diverse contributions in coherent and
practical development frameworks, possibly based on current and future standards.

Physical-Cyber-Social Computing (May/June 2015)

Physical-cyber-social (PCS) computing involves a holistic treatment of data, information, and
knowledge from the physical, cyber, and social worlds to integrate, understand, correlate, and provide
contextually relevant abstractions to humans and the applications that serve them. PCS computing
extends current progress in cyber-physical, socio-technical, and cyber- social systems. This emerging
topic seeks to provide powerful ways to exploit data that are available through various IoT, citizen
and social sensing, Web, and open data sources that are seeing explosive growth.

Continuous Digital Health (July/Aug 2015)

The way we deal with our health is undergoing a major transformation, not only because mobile
Internet technology has given us continuous access to personal health information, but also because
breaking the trend of ever-growing healthcare costs is increasingly necessary. Estimates indicate
that more than 70 percent of the world population will have a smart phone by 2017. Connectivity,
interoperability, sensing, and instant feedback through smartphones all provide new opportunities
for gaining insights into our health behavior.

Small Wearable Internet (Sept/Oct 2015)

Conservative estimates show that the wearable electronics market will represent more than US$2
billion in revenue worldwide by 2018. This technology’s high potential is such that both big,
established players and small startups are actively involved in developing new devices, applications,
and protocols for the wearable electronics market. Likewise, several other stakeholders, including users,
mobile application and hardware developers, network operators, content providers, and regulatory
authorities, are interested in better understanding and leveraging the capabilities of wearable devices.

Internet of You (Nov/Dec 2015)

Where our ancestors left behind few records, we are creating and preserving increasingly complete
digital traces and models of almost every aspect of our lives. This special issue aims to explore
technologies and issues from small user-centric models of individuals to real-time analytics on huge
aggregations of user data. Some are aspiring to let you record everything about yourself and convert
it into a model that’s queriable, conversant, and possibly even active in gaining new experiences for
itself. Others are concerned with stemming the tide of third-party data aggregation to mitigate risks
that can evolve from near total information awareness.

Internet Economics (Jan/Feb 2016)

The Internet both enables online versions of traditional markets and provides a platform for a vast range
of new economic activity, ranging from targeted online advertising to crowdsourcing to peer-to-peer
lending and digital currencies. These economic systems

pose new theoretical and data-driven research questions: lezs \
How do these online markets perform, and how should m In
they be designed? How does the potentially giant scale of

these systems affect performance? How do users behave

in these online platforms, and how should incentives and .
. . . www.computer.org/internet/
interfaces be designed for maximum efficacy?
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